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o= PREFACE

s The Inter-Service/agency Automated Message Processing Exchange (I-S/A

o AMPE) Functional Requirements Description (FRD) is an intermediate step in the
documentation and specification of the requirements of Military Services,

De fense agencies, Joint Chiefs of Staff and the Department of Defense for a
common-user communications automation facility which will be a follow-on and
replacement of existing Service and Agency AMPE programs and the AUTODIN
Switching Centers (ASCs).

The FRD and its companion Inter face Control Document (ICD)} are an
ocutgrowth of earlier documentation; the Functional Statement Document (FSD) in
three sections (Section I - Base Level, Section II - ASC Residual, and Section
III - Network Interface). The FRD and ICD organize the FSD statements in a
logical, system-oriented manner; expand and extrapolate them to provide the
basis for technical specifications; and fill in requirements (e.g., system
per formance and sizing) dictated by system needs.

The validated baseline for the FRD and ICD is the three section FSD. Wwhen
validated, the FRD and ICD become the baseline for the preparation of the
solicitation package by the Air Force Automated Systems Project Office, Gunter
AFS, Alabama.
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1.0 SCOPE

This is tne functional requirements cescripticn for the
nter-Service/Agency Automatea Message Processing txchan
ervice processing elenent ot the Integratea AUTODIN Sus

AMPE will perftorm the Tollowing functions:

o

~
-
T

[%

el

vessage orocessing currently done by Service/Acency (S/A) AMPES.

- = 507 c

5 8 ¢ PN 9 . LI b oa >
2557 ng currentiiy Colle O LNe mAUlvula SH1LCAMNC Lencers

¢. Information intercnange between AUTODIN and Defense Data Network
(DON) subscriber communities.

a. Secure intormation processing ana transfer, to include compartmentea
information.

1.01 3asis

This document forms the basis for the developwent ana preparation of the
following I-S/A AMPE specifications:

a. Type A Specification - System Specitication. This type of
specification will state the technical ana mission requirements for the [-S/A
AMPE (See Appendix I of MIL-STD-490).

b. Type b Specification - ULevelopment Specifications. These
specifications will state the requirements for the design or engineering
development of the [-S/A AMPE. Two types of these specifications will be
prepared.

(1) Type B2 - Critical Item Development Specification (See Appendix
III of MIL-STU-490). Type B2 specifications will be prepared for I-S/A AMPE
items wnich are engineering critical or logistics critical.

(2) Type BS - Computer Program Development Specification (See
Appendix VI of MIL-STD-490). This type of specification will be prepared for
development of the I-S/A AMPE computer programs, and it will describe in
operational, functional, and mathematical language all the requirements
necessary to design and verify the required computer programs in terms of
performance criteria.

¢. Type C Specification - Product Specifications. These specifications
will be applicanle to [-S/A AMPE items which are functional (performance)
requirements or fabrication (detailed design) requirements. Two types of
these specitications will be prepared.

(1) Type C2 - Critical Item Procuct Specification. These
specifications will be preparea for engineering or logistic critical I-S/A
AMPE items. They may be preparecg as function or fabrication specifications
(See Appendices IX and X of MIL-STD-490).

1-1
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iy (2) Type C5 - Computer Program Product Specification (see Appenaix XII
B of MIL-STD-49Q0). This type of specificaticn wiil be preparea for the

L procLcticn of tne [-S/A ANPE Computer progranis. wnen tuo-part specirications
;. are usea, B types snall form Part [ ana C types shall form Part II.

= 1.1 Intertace Control docurment

5 Tnis agocument is compliemented by the Interface Control Document (ICD),

i snicn serves as the repository tor envircnmental, mecnanical, <iectrical,
nrotocols, format, ana human intertace criteria controllinc or constraining
the Geva2lopment or the [-S/A AMPE.

1
|

.2 Stanoara Definitions ana Terminology

To insure consistent, accurate and concise application of terminology,
this accument contains a glossary of terms and acronyms {Section 10.0).
references may be made to the applicadole aocuments in Section 2.0 for
inTormation to supplement that containea in Section 10.0.

1.3 Pre-Plannec Product Improvement

Tne [-S/A AMPE is being implemented in two parallel and interlocking
tracks. Track [ involves the aevelopment of a system incorporating those
required tunctions which can be implementea using current state-of-the-art
practices. Track II will implement the [-S/A AMPE interface to the Defense
Data Network ana provide full consolication of DSSCS and GENSER faciltities.
Sub-section 3.12 provides a nmore detailed discussion of the intended
Pre-planned Product Improvements (P3I).

1.4 Change Procedure

A1l changes to this document will be processed in accordance with
Appendix Il of the Management Engineering Plan, [-S/A AMPE Functional
Requirements Change Process. Al]l Services and Agencies that utilize the
AUTODIN will be members of the Integratea AUTODIN System Requirements Panel
(IASRP). This panel will have the responsiocility for obtaining ratification
of all proposed changes to requirements documents associated with the I-S/A
AMPE program and will operate according to the provisions of the IASRP charter.
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APPLICABLE DOCUMENTS




REFERENCED COCUMENTS

BTy

4i1itary ana Fecgeral Standaras

FED-STO-1031
FED-STD-1037
IL=5TU-lex-100

MIL-STD-188-114

fIL-STD-188-124

MIL-STD-188-310A

MIL-STD-470

MIL-STD-483

MIL-STD-490

MIL-STD-785A

MIL-STD-756A
MIL-STD-781C
MIL-STD-1472

MIL-STD-1521A

MIL-STD-1679
MIL-E-4158E
MIL-H-232

MIL-H-468558

Telecommunications, General-Purpose 27 Position and
§ Position Interface bBetween Data Terminal Equipment
anc Data Circuit Terminal EZquipment

Terms and Definitior

- 2 Gillu ©

2lecommunicaticns

Common Long Heul anc Tactical Communication System
Technical Stanaarcs

Electrical Cnaracteristics of Digital Interface
Circuits

Grounaing, Eonding ana Shielding

Suosystem Design and Engineering Stanaards for
Technical Control Facilities

Maintainability Program Requirements (for Systems
and Equipments)

Configuration Management Practices tor Systems,
Equipment, Munitions, and Computer Programs

Specification Practices

Reliability Program for Systems and Equipment
Development ana Production

Reliability Prediction
Reliability Tests, Exponential Distribution

Human Engineering Design Criteria for Military
Systems, Equipment and Facilities

Technical Reviews and Audits for Systems, Equipment,
and Computer Programs

Software Development
General Requirements for Ground Electronic Equipment
(C) RED/BLACK Engineering-Installation Guicelines (U

Human Engineering Requirements for Military Systems,
Equipment, and Facilities

2-1




M i s B S SR IS RS S P

2
S
3 . P [y -
- .2 Dol Directives, Instructions, anc Manuals
-
; 5 4 Management of Ccmputer Resources in iajor Defense
{ Systems
you 52C0.28 Security Kequirements Tor Automatic Data Prccessing
(ADF Sjstd-S)
200, 25 ¥ ADP Security ranual
20U 1 =R {nTormaticn Security, Program Regulation
Dou 5£20.22-» Incustrial Security Manual for Safeguarding
Classified Intormation
DoD C-5030.58M (C) Defense Special Security Communications System,

Security Criteria ana Telecommunications Guidance
(U).

DoD Manual 7635-1-5 Automatic Data System Documentation Standard

2.3 Joint/Allied Communications Publications

ACP 100, (C) Adcress Indicator Groups (U)
US Supp 1

ACP 112 (C) Task/Type Organizations (U)

ACP 117, US Routing Inaicator Book
CAN-US SUP 1

ACP 117, US SUPP-3 Defense Communications System Routing Doctrine
General Purpose Networks

ACP 121, US sSupp-] (C) Communications Instructions - General (U)

ACP 122 (C) Communications Instructions - Security (U)

ACP 126 (C) Communications Instructions - Teletypewriter
(Teleprinter) Procedure (U)

ACP 127, US SuPP-1 (C) Communications Instructions ~ Tape Relay

and NATQ SUPP 3 Procedures (U)

ACP 131 ) Communications Instructions - Operating Signals

ACP 167 Glossary of Communications-Electronic Terms

ACP 198 US SUPP-1 Instruction for the Preparation of Communications -
Electronics Publications

ANAP 3 Automatic Digital Network (AUTODIN) Operating

rYroceaures
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Secret Compartmentec Document) Defense Speci
Security Cummunications System (OSSCS) Adaress
Grouds \uUrRu \L,

(Secret Compartmenteo Document) Uetense Special
Security Communications System Operating
Instructions - Routing Inaicators (U)

Conficential Compartmentea Document ) Derense
Special Security Commur.ications System Jperating
Instructions System/oate Procedures (U)

Service/Agency Telecommunications Instructions and Proceoures

HFM 10-4

JD0U PLAD

NTP 3 SLPP-](

NTP 4

NAVELEX INST
Z
DCAC 300-175-9

DCAC 310-55-1
DCAC 310-D70-30
DCAC 310-D70-55

DCAC 310-130-1

OCAC 310-0130-3

Air rForce Directory of Unclassifieo/Classifisc
~adresses

Autnorized Accresses for Electricall
Messages

y Transmittea
Joint Department of Defense Plain Language Acaress
Directory

Plain Language Address Directory

Mooirications to ACP-126

Computer Sottware Life Cycle Management Guice

OCS Operation-Maintenance tlectrical Performance
Stancaras

Status Reporting for the DCS

DCS AUTODIN Switching Center and Trioutary Operation

(C) DCS AUTODIN Defense Special Security
Communications System Routing Doctrine (U)

Submission of Telecommunications Service Requests
Approveo OCS AUTODIN Terminal Systems

System Description DCS-AUTODIN

Interface and Control Criteria

UCS AUTODIN Interface Category I Testing

UCS AUTODIN TEMPEST Category II Testing
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. SR o o o B " N .
veml 370-C18z2-3 ULs AUITULLEN LaleGory 11l Upercliondl ~CCcplc

Test

ISSHINEfVE Secret Compartmentea Document wloof
~utnerizea SIGINT Procuct Recipients (U

uSSID 505 (Secret Compartmented Document) Directory of SIGINT
Organizations (U)

USSID 519 (Top Secret Compartmentec Document) Delivery

bistribution Indicators (U)

UIA Publication (Secret Compartmented Document) Compartmented
AGGress ook (U)

Utner Kererences

Dratt AUTODIN I System Functional Specification, DCA Bo52, August 1682

[-S/A AMPE Functional Statement (ocument (Section I, II and III), DCA 23
SEP 82

Jensen, Randall W. anc Tonies, Charles C., "Software Engineering",
Prentice Hall 1979.

NAVELEX Software Management Guicebook Vol. I "Software Acquisition
Monitoring."

Defense Data Network Program Plan, DCA, January 1982 with changes.

Nibalai, G.H., "Proposea Technical Evaluation Criteria for Trustead
Computer Systems," M79-225, The MITRE Corporation, Bedford, MA, 25
Jctober 1979

E. T. Trotter & P. S. Tasker, "Inaustry Trusted Computer System
Evaluation Process," The MITRE Corporation, Beaford, ¥A, 1 May 1980

Nibaldi, G. H. "Specification of A Trustea Computing Base (TCB),"
179-228, The MITRE Corporation, Bedford, MA, 30 Novemter 14979

M. H. Cheheyl, M. Gasser, G. A. Huff, J. K. Millen "Secure System
Specification énc Verification: Survey of Methcaologies," MTR-39Q04, The

WIT

MITRE Corporation, Beafora i1A, 20 February 1980

nomenclature internationale des bureaux Ge poste - Universial Postal
Union - Bern Egition 1977 w/changes Index Printers, Uunstable,
Eedfordsnire, Englancg

Selected Papers on Secure Systems Development

Tne following is a partial list of papers in the area of secure systems

development.
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Ames73), Ames, S. R., "Design of a Message Processing System for a
Mulzilevel Secure Environment," MTR-3449, The MITRT Corporation, Bedford,
Massachusetts, (June 1973).

(Anderson72), Anderson, J. P., "Computer Security Technology Study,"
ESD-TR~-73-31, Volumes I and II, James P. Anderson & Company, Fort Washington,
Pennsylvania, (October 1972).

3:11“5,, Bell, b. E. and LzPadula, L. J., "Secure Computer Syvstems,"
ZSD-TR-73-278, volumas I and II and II1I, The MITRE Corporation, Bedford,
Massachuaetts, (November 1973-June 1974).

(Biba75), Biba, K. J., "Integrity Considerations for Secure Computer
Systems," MTR-3153, The MITRE Corporation, Bedford, Massacausetts, (June 1975).

(Burke?76), Burke, E. L., "Secure Minicomputer Architecture," MT76-224,
The MITRE Corporation, 3edford, Massachusetts, (October 1979).

(Cheheyl79), Cheheyl, M. H., Huff, G. A., Gasser, M., Millen, J. X.,
"Secure System Specification and Verification: Survey of Methodologies,"
MTR-3904, The MITRE Corporation, Bedford, Massachusetts, (20 February 1979).

(Lampson73), Lampson, B. W., "A Note on the Confinement Problem," CACM,
Volume 16, No. 10, 613-615, (October 1973).

(Lipner75), Lipner, S. B., "A Comment on the Confinement Problem,"
MTR-167, The MITRE Corporation, Bedford, Massachusetts, (November 1975).

(Parnas72), Parnas, D. L., "A Technique for Software Module Specification
with Examples," CACM, Volume 15, No. 5, (May 1972).

(Sschroeder72), Schroeder, M. D., "Corporation of Mutually Suspicious
Subsystems in a Computer Utility," Ph.D. Thesis, MIT, (1972), Project MAC
Report MAC-TR-104.

(Smith74), Smith, L., "Architecture for Secure Computing Systems,”
MTR-2772, the MITRE Corporation, Bedford, Massachusetts, (June 1974).

(Tangney78), Tangney, J. D., "Minicomputer Architecture for Effective
Security Kernal Implementation," ESD-TR-78-170, Electronic System Division,

AFSC, Hanscom Air Force Base, Massachusetts, (October 1978).

(NBS80)-NBS, Proceedings of the Second Seminar on the DoD Computer
Security Initiative Program, January 1980, W-1 to W-ll.

2.7 Industry Specifications, Instructions and Manuals

ANSI Standard S51.2-1971 Noise
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multi-level secure [-

nes tne runctional and pertormance reguirements ror
/n ArPE Tur use oy all Services ana HGLHC1€S. Tne
MPE is a key element in the Integrated AUTODIN

q

System (IAS) ana ~1]. 3 omprised of tnree rtunctional mocules; rc,,L”
cominunications, sarvice orocessing anc user terminal, The [-8/A ALPZ w4111 be
ARAIC sucscrider or the Ueten Jata Metworx (UELN) and &s such nesecs the
nost -n0StT Protocol Structure required 10 cirectly interiace a rac<et

S«itcning hoce (PSH) or tne DON, thus the network communications mocule. Tne
service processing mocdule provices the Formal Message Service (FnS), while tne
user terminal module proviaes the requisite man machine interface (e.g.,
xeyboard, video display and printer). Current state-of-tne-art technology
shall be exploited in the construction of the I-S/A AMPE equipment. The I-S/A
AMPE snall fulfill the following requirements:

5 Provide a multi-level secure certified ancd accrecited, standard
automated telecommunications message processing system witn
capabilities based on validatea Service/Agency requirements. The
ceveloped baseline system will provige the minimum essential
trunctional capapilities currently existing in DoD automatea
telecommunications message processing systems.

. Provide a functional replacement for the current AUTODIN Switching
Centers (ASCs) retaining only the functions reguired to support
AUTODIN users.,

. Provide an interface to the Defense Data Network (DDN).

3.1.1 The I-S/A AMPE as an Element of tihe Integratea AUTODIN System
Architecture

The major opjective of the Integrated AUTODIN System (IAS) is to provige
system commonality and compatability in record and data processing within the
Defense Communications System (DCS). The IAS Architecture (IASA) is the plan
defining the types of systems (in terms of processing and interface
capabilities) required to support the IAS objectives, while enhancing the
capabilities of the current DCS structure. As a key element in the IASA, the
[-S/A AMPE will be the standard system which will replace the automated
message processing exchange of all DoD Services and Agencies. In this regard,
the prime objectives in the development and implementation of the I-S/A AMPE
are as follows:

; To standarcize the teleconmunications services performed.

; To identify anc standardize interftace capabilities.

: To decrease overall operating ana maintenance costs.

. To eliminate duplicate efforts in the development and maintenance of

message processing systems and subscriber terminals.

(Y o
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Tne evolution or the [ASA is diviced into tiiree time Trames kayed te tiie

q - - C Bingr Sl - . X ~ . - e S o i
cepicyment of [-S/A AMPE anc tne pnase out of ASCs. The fear-Term is cefined
o= & y - Y < . - - < N r ~ 41 T 5~ ~9 ey ¥
zs that time prior to fielcing of tne [-S/A AMPE. The Mic-Term begins witt
tne rialaing o7 tne [-5/~ ~-PT anc concluces witn the phasing out tne last
A5C. Tne Far-Term 1$ cefined as tne time frame 70llowing ghase out of all
“-vs.

2.1.2 Tpe Near-Term IAS Arcnitecture

T 3o Gear-Ters activity will ce the inpiementation of tne CZerfense

2ata detwors {ubivy. i1e Lo 1S @ SSCUrea paCkel Switching networ< CeSi1gnec o

orovice @ packet transport packbone capability for tne IAS.

In the Near-Term, as adepicted in Figure 1, the PSNs will support only the
OON subscribers ana will not interface with tne AUTODIN community. During
this time trame, AUTODIN should not experience major changes or enhancements
except tor urcent mission requirements ana those necessary to maintain ASC
viaoility througn tne IAS mid-term. The following Automated iessage
Processing Exchanges (AMPEs) will be operational in the near-term [AS: Army's
~4E, Nvavy's LDMA, nir Force's AFAFPE, NSA's STREAMLINER, ana DLA's AMPE. In
tneé near-term, the interface tor the TRI-TAC AN/TYC-39 switches and the NICS
TARE switcnes to AUTCDIN will be via the ASCs. In this perioa, the I-S/A AMPE
will ce aevelopea, 1mplementea ana prototype tested.

3.1.3 The Mia-Term [AS Arcnitecture

with the advent of I-S/A AMPE Initial Operational Capability (I0C) the
YMid-Term IAS pegins and it lasts until the Goal IASA has been achieved (the
last of the ASCs has been phased out). Each I-S/A AMPE will initially serve
either the DSSCS or the GENSER community. The DSSCS I-S/A AMPE will be
accessea only by Top Secret and Special Compartmented Intelligence (SCI)
cleared personnel and traftic between them will be End-to-End Encryption
(€3) protectea. As trusted computer base technology matures, segregation of
OSSCS ana GENSER facilities will be eliminated. OQDuring the Mid-term IAS,
initial ageployment of the I-S/A AMPEs will be undertaken and the [-S/A AMPEs
~#11] be required to assume the terminal support functions of the ASCs. The
[-S/A AMPEs will be the element that will ultimately allow members of the
Formal Message Service (FMS) community to exchange message traffic with
members of the Virtual Connection Service (VCS) community. These changes are
illustrated in Figure 2. Once the Goal Architecture is fully achieved, the
[-S/A AMPEs and PSNs will fully replace the ASCs. Further the [-S/A AMPE, in
its role as an ASC functional replacement, will proviae the interfaces to
TRI-TAC, other non-DoD U.S. networks (State's Diplomatic Telecommunications
Service (UTS) and GSA's Advanced Record System (ARS)), specifiea allied
networks, and the NATO alliance NICS TARE switches as do ASCs.

3.1.4 The Goal and Far-Term IAS Architecture

The Goal Arcnitecture is illustrated in Figure 3. During the Transition
Phase, the [-S/A AMPEs will be replacing existing AMPEs. Certain of these
AMPES will have economic service

3-2
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litetimes wnicn will 2xtenc teyond the Mig-term ano are, therertors, inclucea

in tne Goal Arcnitecture. The I-5/A AMPE, in its rol2 as tne intearator cr
FuS and VYCS, «ill ultimately provide network value-2ageo services to szlzcted
_ON suascrisers in accition to current AUTIODIN FMS terminals. For =<ampiz,
tne [-S/~ ~rPk orovices an roiS similar te tne current AUTOOIN narrative/iata
message service to cirectly cannectea subscrioer ang ultimately to selected

T

remate subscriber wno access the [-S/A ANMPE tnraugh the network. Furtner

LS - o y A~ = ¢ - Sra o= - P N < < 3 -
getails on tne interrace, nelwdrk service and deta ows L0 Le providec oy ihe
-3/ A PZ ars Contalinsd in péraygrafn 3.1.2 3na its subpara

T 5 ~_ T ~an T 1 -~ 1 A < - oo o< ~ “ -~ -
fiE N TR SR IA> 1C0KSs To & complizt incegratlon or narrccive, reCird anc

jata communications services worlawige. Tnere is expectea to ge a continuing
eveiution ar tne Integrated AUTODIN System as the GOCS continues to mature
toward a worla wioe Digital System Arcnitecture (WWUSA). New IAS services are
expected to be developed in response to user requirements. The initial [-S/A
AMPE, as an IAS network element, may be requirea to provide some of the new
AUTODIN services such as improved message profiling and retrieval, message
processing werxlcac snaring, teleconferencing and mail aax service. Tne
gesign or tne I0C [-S/A4 AMPE shall allow rar expansian of services such th
the incremental aacition ar new features within the basic I0C I-S/A AMPE ¢
ce accemplisnea with minimal impact an the existing software arter taking
account security constraints., Paragraph 3.1.5.4, I-S/A AMPE Cesign
Requirements, aiscusses tnis requirement in more aetail. Tnis aacument
specities the requirenents for the [-S/A AMPE for the Goal IASA (See Figure 3).

/

3.1.5 I-S/A AMPE Cancept ar Operaticns

Tne 1-S/A AMPE is tne element af tne IAS Goal Architecture praviding
Formal Message Service (FMS) incluoing a iMessage £oiting and Preparatian
Service (MEPS), and netwark access to both the FMS and VCS community af
terminals (See Figure 4). In this role, the I-S/A AMPE views all other [-S/A
AMPEs as directly connected. For example, in Figure 4 I-S/A AMPE =1 views
terminals A ana 8 as airectly connected ta itself ana terminals C and D
directly connected to I-S/A AMPE 2. I-S/A AMPEs also view otner [-S/A AMPESs
as directly connected. In Figure 4 I-S/A AMPE =1 anc s2 view each atner as
airectly cannectea.

There are two types of paths to users that are understoad by tne I-S/A
AMPE. These are: 1) paths to users physically connected to the I-S/A AMPE
(in Figure 4 I1-S/A AMPE #1 views terminals A and B in this manner) ang 2)
virtual paths which connect users {(or other I-S/A AMPEs) to the I-S/A AMPE via
tne backbone network. For example, based on Figure 4, I-S/A AMPE £2 can
establish virtual paths through tne DDN packbone to Terminal C, I-S/A AMPE #1,
and the Hast.

f The Goal IAS Architecture provides two distinct and separate addressing
J schemes, the AUTODIN Routing Incicator (RI) addressing and the DDN logical
addressing. The I-S/A AFMPE shall be capable of translating from one
piese: aadressing scheme to the other. Specifically, the I-S/A AMPE shall ge capable
. of maintaining both the AUTODIN and DDN addresses for all appropriate IAS
X
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Tn2 getinition ¢f the IAS has le S
services acsianed to meet both existing and anticipated 0ol user
reglirenients. Tie service orovidec ouring tne Mig-Term by tne I

i rmal o less =ryice (Fn» Sitn Tts Message Eciting anc Preperati
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service are intencec to D€ proviced in tne Far-Term. Tne arcnitecture 07 tr
[-S/A AMPE (harcware and software) will be surficiently flexibie to allow tn
introduction of new functions as they become valicated ano availzble, ana th
moGgification of existing runctions as necessary throughout the service lite
the systent.
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3.1.5.1.1 Formal idessace Service (FnS)

F1S proviges the capaoility tor suoscriners to create, sena, and receive
formal niessages. FMS can be regardeo to ce a continuation of the current AMPE
functions ano the AUTODIN message sevice. Formal messages are oefined as
ressages based on the lo line military message format that are preparec,
relzased, hanaled, anc recorcec for storage in accorgance with Service/Agency
procecures. Tne [-S/A AMPE FMS shall support botn DSSCS and GENSER trafric in
2all but not limited to, the following Tormats: JANAP 128 (narrative ana
cata), DOI-1023, ACP 127, and ACP 126 (mocifiea) formats, as well as Joint
Message Form (DD Form 173) input. The FMS will perform those message
processing ana routing functions necessary to replace AMPE ano ASC message
functions. Detailea requirements for FMS are specified in 3.2.1.

3.1.5.1.2 Message Eoiting ana Preparation Service (MEPS)

The I-S/A AMPE will provide tne capability to guide the message preparer
tnrough the process of entering a message. Tnis function incluages automatic
supervision of message preparation, including message mask call-up and message
eaditing capabilities. lMessages entering the I-S/A AMPE via an Optical
Character Readger (OCR) will conform to the standard DD 173 format (ACP-121
US-SUPP-1). An editing capability will permit the message preparer to make
corrections and changes to a message both during and after entry but prior to
release. Editing will permit additions, deletions, and replacement or
characters, words, and lines. Detailed requirements for MEPS are specified 1in
3.2.2. MEPS will validate the applicable portions of the 0D 173 entries ana
if correct will perform format conversion to eitner JANAP 128 or DOI 103.

3.1.5.1.3 Future IAS Services

The I0C I-S/A AMPE is to be designed and implemented so new functions &
capabilities can be incrementally added within tne basic [UC I-S/A AMPE
without requiring major modifications to the existing haraware or software.
lirproved ilessage Profiling and Retrieval, Message Processing Workload
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3.1.5.2 [-S/A AMPE Interfaces
Tne [0C I-S/A AMPE is to implement a stancard set of interfraces and
protocols to communicate ~1tn stancard subscriver terminals and tne IAS
networ<. In orcer to meetl speciiic Subscriper regquirements, varlations t
- = o 11 e = 3 A )
LNese STaENndérg Interraces w111 als 0¢ acc mocated. Ne getelis or these
8 P = 5858 . 4 - - i7 HAG
ntertaces are specifiea in tne [ntertace (ontrol Document (ICD), paragreagns
e 0 ) - 3 .
S.Z2.2 and | Acaitional rnitertaces meéy De aaded post-| S new

K
requilrements are v Jjgated
~SORVIL D R et iF 4 f R WY > Valldaieu,
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The [-S/A AMPE provices services to 1ts subscribers via the establishment
of data flow paths. Tne I-S/A AiFPE estaolisnes cate riow paths between
subscribers, between subscribers ana services, and between services. The
service management function ot the [-S/A AMPE, see paragrapn 3.2.3, controls
the establishment, use and termination of tnese data flow paths. The data
flow patns the [-S/A AMPE shall support are cescribed below. Tne following
definitions apply:

User: An [-S/A AMPE user is any organization or activity that obtains
service from the [-S/A AMPE. A user may obtain tnis service by use of its own
equipment connected to the I-S/A AMPE or by obtaining "over-the-counter"
service from a telecommunications center.

Subscriber: An [-S/A AMPE subscriber is an [AS "user" that uses its own
equipment nomed to an IAS element. The term "subscriber " means either a
terminal with its associated operator or a host. Subscribers are further
catagorized as local subscribers and remote subscribers. A local subscribers
circuit terminates on the [-S/A AMPE. A remote subscriber's circuit
terminates on another [AS element (e.g., TAC), and the remote subscriber
accesses the [-S/A AMPE through the network to obtain service.

Terminal: An IAS terminal is a piece of subscriber equipment capable of
handiing only one logical channel at a time to the IAS.

Host: An [AS Host is a piece of subscriber equipment connected to the IA
packbone, the DON, and is capable of simultaneously processing multiple
logical connections to the [AS.

w
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' e are Tour distinct £asil paths tor cata to tlow delwecen tne 1-S

AwPE, its subscribers, ana tne IAS network. Tnese aata paths are gescribsc
celOw ana speciriaa in paragrapn 3.Z.3.1. Tne security related attridutes are
prescrivey Saction 3.4,

-~ P volea

> local sucscricer to iocal service agata 7low path aliows suoscribers
irectly connected to an I-S/A AMPE to access tne service functions availebie
witnin that I-S/A AMPE. For the IOC I-S/A AMPE these services are the Formal
message Service (FMS) anc Message Eaiting ana Preparation Service (MEPS).
However, adaitional services will be provided in tne Far-Term (See FRD
3.1.5.1). Thus, the cesign and implementation of the I0C I-S/A AMPE
specitically in tne service management tuncticon area) snall permit data flcw

Datns tC aaditional services.

Subscriber to Local Suoscriger

uoscriser to local suoscrioer data flow path allows a
.oscricer cirectly connected to an I-S/A AMPE to access another airectly
nnected subscriper. This capability will pe offerea post I0C, nowever, the
sign ang implementation of the I0C I-S/A AMPE shall permit this data flow to
52 implementecd later.

—

4

-

1.5.5.1.3 Local Subscriber to hetwork

<
e

Tne local subscriber to network data tlow path allows a subscriber
lirectly connected to an I-S/A AMPE to access the network and vice-versa. The
capability for local Subscriber to the DDN to be implemented later shall be
incluced in the 10C design ana implementation.

3.1.5.3.1.4 Service to Service via the ODN

A local service in the I-S/A AMPE shall have the ability to establish a
aata flow path to a service or process located in a remote host(s) of the DON,
e.g., another I-S/A AMPE. Specifically, the I0C I-S/A AMPE FMS will require a
cata flow path to the FMSs locatea throughout the IAS network in order to pass
message traffic. Post I0C when other services are resident in the I-S/A AMPE
the design and implementation snall ensure their ability to use VCS to transit
the DOK.

.1.5.3.2 Access Control

Tne I-S/A AMPE snall maintain positive access control on behalf of all
ubscribers it serves. Access control is accomplished as descrited in the

following paragraphs and in Section 3.4,
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ne 1-S/A AMPE is to meonitor tne sacurity levals of the traftic on ali
access lines A1l transactions recz2ived or transtittes on an acce line must
e valigated 1O assure tney 4o not excsed tne security level of tne lir

3.1.5.3.4 Subscriber lgentification Validation

Tne [-S/A AMPE is to assure pos1t1»o igentirication or all subscribers
terminals anad hosts) accessing the [-S/A AMPE. The security level requeste
Dy a subscriser snall te valigated zgainst 2 pre-aetermined, maximum
ALTNOrized secur .t. Tevel for that subscriber to ensure the maximum has not
Ceen exceeded. Security requirements are prescribed in Section 3.4,

3.1.5.3.5 Data Path Requests

Each validated subscriber or service requesting data paths in the I-S/A
mPE snall require turther validation to access either a supscriter girectly
onnected to the I-S/A AMPE, a service providged by the I-S/A AMPE (e.g.,
rormal “essage Service), or a remote network element locatea elsewhere in the
AS network (e.g., a TAC, anotner I-S/A AMPE, or a subscriber Host). The
types of services ana acata paths a subscriber or entry service is autnorized
to request shall be predefined by a table (classmark) and the 1-S/A AMPE shall
verity tnat the subscriber request is autnorizea prior to granting access.
Security requirements are prescribed in Section 3.4.

3

4+ — 1O

3.1.5.3.5.1 Access to a Local Subscriber

Permission for a validated subscriber or service to establish a data path
to a local subscriber shall be grantea if the request meets pre-established
authorization criteria. As a minimum, the subscriber must satisfy criteria
relating to pnysical line security and subscriber validation as describea in
3.1.5.3.3 and 3.1.5.3.4, respectively. The capability shall also be provided
to classmark subscribers as a means to limit subscriber-to-subscriber data
paths to a closed user group or groups within the IAS subscriber population.

3.1.5.3.5.2 Access to a Service

Permission for a validated subscriber or service to access a service
executing under control of the I-S/A AMPE shall be granted if tne request
meets pre-established authorization criteria. The capability shall be
proviged to classmark services to limit access to those services to a closed
subscriber group or groups within the IAS subscriber population.

3.1.5.3.5.3 Access to a Remote Network Element

Permission for a validated subscriber or service to reguest a data path to
an element located eisewhere in the IAS network shall be granted if tne
request meets pre-estabiished autnorization criteria. Tne capability shall be
providea to classmark subscribers and services to limit remote data paths to
those authorized for specific subscribers and services.
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~md/n ANFC 1L Drocess Acbsd;dcb 1 Tne tormats tnai are curren y 1n use ¢

permit ¢ SMootn transition ToOr subscrider terminals as these terminals are cut
over from tne ASCS anda Service/Agency ANMPES to the 1-S/A AMPEsS. Aaditional
Jesign requirements are prescrived in Section 3.4 ana Section 20.0.

.i.8.5 1-3/a AMPE Design Reguiraments
102030 mcauiarity Concept
AN ITPOYLENT reguirenient in tne geésian ana cevelopment approc for the
1-S/A2 AMPE 1s tne concent of tuncticnal mocularity. Functionai mogularity, as
- - « - 11 - ~ < n 2 - < -
Sed nere, Means tne grouping ot &li resourc2s, (nargware anc sovtware

cn tnat tne resources may be aacea, modi

requirec tO pertorfii @ Tunction suc y be i T

Or removed witnout affecting otper tunctions or their interfaces. Tne I-S/A
wwPE snall be cesigneud ana implemented using functionel mocularity as cefined
above tc support the aadition, mogification, anc Geletion o7 1-S/A AMPE
interraces, protocols, ancg services.

3.1.52.5.2 Interoperability & Survivability

Intercperanility can have a significant impact on survivebility by
proviging tne necessary wartimz telecommuniceticn neeas even wnen a
significant number of transmission paths ana telecommunications nodal
switching capabilities are cestroyec. Interoperapcility between tne UCS ana
publicly availaple communication tacilities can provice immense reserve
capacity and high flexibility in times of crisis or natural disasters, and can
also enhance command and control functions by facilitating message exchange
among organizations which currently cannot communicate directly. In order to
interoperate witn DCS and publicly available communications equipments and
networks, the I[-S/A AMPE shall incorporate all of the protocols ana interfaces

Ot |

i specified in the ICD.

3.1.5.5.3 Security

. S - L - g e - Tl T C /A " [ b

. Security is of major importance in DCS networks. The I-S/A ANPE shall be
cesigned and implemented tu meet the security requirements specifiec in 3.4,
3.1.5.5.4 1-S/A AMPE System Objectives

e Tne [-S/A AMPE will pe one of tne most important elements of tne [AS. The

. lesign objectives of the I-S/A AMPE incluce:
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Serving &s a 0asis for replacing existing AMPES

Serving 3as

3y

Gasis for phasing out ASCs

1 - T

Interracing tne FHS ana YCS Comnunities (Post-1JC)
. Proviaing flexioility for growtn (in function, in thrcughput ana in
tne ability to terminate customers) by expansion of its systems
TuicTicns, t2atures, and services.
In its initial configuraticn the I-S/A AP

netnor« Tuncticons:

rm

11 cecntain the f

Communications Intertace

- Standara Subscriber Protocols

- ASC and DDN interface Protocols

- [CO igentifiea Unique Link Protocols
c Communications Processing

- Internet Protocol (IP)

-

- Transmission Control Protocol (TCP)

- Formal "lessage Protocol (FMP)
. ¥Message Prccessing

- Formal “essage Service (FMS)

- Message Editing and Preparation Service (MEPS)
. Transfer ana Control

- Service Management Function

- Link Selection for Network Traffic

- Link Selection for Local User Traffic
K Input/Output Internal Services

- Traffic Management

- [ntransit Storage

- Statistical Data Collection

- Automatic Report Generation

a _ . 3-13
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Tric w2Sion aporcecn &acptea tor tne 10L I-S/A AMPE shnell pe sutficientl:
roonusL L0 Dermit Securs incromenteél moauiar ennancesent of tne IAS tnrouan tne
L3108 07 ne2w Tunciionai mucuwles anc tne transportacility of the
MEriwars, SOortedle MOGL18S L other mplementation contigurations, el
pecitic 1-S/~ AMPE gesicr snall oe pruposed Ly the coniraclor anc méy DS
CCRDLSEC OF @ tamily or Coempuler procassers, & multiprocessor, z set of
N1 CrOoroCessars, Or Some ComLinatlion tnereot. Tne mEin requliremenis are one
aoi131, L0 fesl S2CLrily reguirements, assurancc tnat ne setiwerc Can Le
SILIgQ O Ine réngs Cf CeSians Proposac witnout mociticetion, ang itnagl &l
adNS ENC SLEDOri SOTLaErs (2.G.. compilers) be conplstel, op2ratignal apg
SLTTIZ12nT iy SLPPOrica LC oravige for tne Tnitial Qeplioyinent o7 Ins sysiem and
TCr Tutlre zapansion.

a

o
-

S

A Ccompizte analysis of tne ertects ana meximum 1imits of expanging tne
€sign (naraware anag software) shall be providea. Zacn type of relevant
omponent must e covered inciuaing, for example, main memory, [/0

ntrollers, processor(s) bangwictn, local anc remcte terningl communicaiion

LpDory, ana numper of termingls supportec. Any limitations of the so7tware

v ut1lize tne naraware (e.c., the inapility of @ vencor suppliec operating
cq

- e e

ysiem 1o utilize all tne processor teatures) snell pe jcentitiea., A complete
=5Cription of tne reguirements for implementing aaditions to tne 1-S/A AMPE
itnin tne maximum 1imits shall be providec anc when thne aadition of eguipment
eguires tne accition of otner suppori equipment (e.G., when &gaing anotner
srpinal 1ntertace reguires tne agaition of a terminal concentrator) it shall
e igentiriec. Analyses aqepicting the effect ot expansion on perfermance
ggLures sucn &s tnrougnput and aelay shail be providec.
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3.2 1.5/~ AMPE Functigns

Tne [-S/4 AMPE snall grovide standara services ancg connection tunction
Tor suoscrioers tocéteG tnrougnout the Integrated AUTUULN Syst
Figure 5 snows @ block oiagram with mocules anc tneir interconnscticns ror
illustrative purposes. Figure 5 is not Dinding on the contractcor; ncwever,
the functional connecticn cepabilities prescricea nerein are. Hessage Eciting
and Preparaticn Service (MEPS) anc Formal Message Service (FS) ars ine
stangara services provigsc at IOC by all I-S/A AwPEs. Tne connect
functions provice the intsrconnection cetween subscriters., service

remote netiwork elelients and are subject to security censicderations prescricec
in Section 3.4 and &ccess valigation as speciried herelin, These cocnnection
functions incluoe modules that implement the following protocols: (DN
interface (network ana link layers), IP, TCP, THP, and FMP. The control of
tine apove functions and services is proviaea by the Service Management
Function (See Figure 5).

s |

Formal Message Service (FMS) Functions

3.2.1.1 Message Processing Overview

Tne I-S/A AMPE shall operate ana process messages in accordance with ACP
121, Communications Instructions - General and tne US Supp-1 thereto; 00I-103,
CSSCS Operating Instructions - System/Uata Procedures; JANAP 128, AUTOUIN
Uperating Procedures; ano ACP 127, Communications Instructions - Tape Relay US
Supp-1 and NATO Supp-32. The FiS shall process message formats as specifiec in
JANAP 128, ACP 127, Moaifiea ACP 126 (NTP 4), DOI 103, abbreviated ana
abbreviated SI. The FMS snall support the OPINTEL Fleet Broadcast (Post-I0C,
details to be provided by NSA). The processing of messages by FMS shall be as
specified herein.

Once the FMS accepts a message from a subscriber or a network element as a
valia message, celivery snall be guaranteeu to the appropriate subscriver or
network element based on the information contained in the message heading.

A11 DSSCS traffic that does not undergo Language Media Format (LMF)
conversion shall be providea end-to-end character and bit count integrity. No
technique for transmission, processing or switching shall be employeo that
violates this integrity. Character count integrity is required for all
letters, numbers and functions in DSSCS traffic; bit count inteagrity is
required for binary stream data traffic.

3.2.1.1.1 Input Message Processing Overview

Messages that are input to the FMS are of two categories:
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X Originating trafric transmittec to tne [-S/A AMPE by terminals.
. s £
"
i' - ‘-::n,'\ Lrerric trans ]t: Gt AN [=d/H AL v13 T roring NG
Travric trom Jtner neltwerks interieCeo in tne termnail moce (e.4., the
LUTOOIN, NICS TArE 2n0 TRI-TAC Networks) snall pe categorizea és originating
v teriningl tratric. Tne only trartfic tnct shall te censicere S LHACTK
ST IS tae traifric receivea Trom ciaer -3 PES viz tne FiiP,
=] v\;::.-‘.'.‘i—‘: )T i:pht -chij'rfb )I":Vll ) .z.Au“:\.;tﬂu T0 ¥ ‘.’ égtiun or ine

r=guirea format (See Section 3.2.1.2). Tne neacing of all trartic snall also
De CnecCk=20 to verirty tnat the message nas not been transmitted previously and
loopea back.

.2.1.1.2 Control ana Routing Overview

Througncut the message processing cycle, messages snall pe processec by
prececence and on a tirst-in-first-out (FIFO) pasis witnin precedence except

as speciriso in 3.2.1.5.1.

All messages shall pe subject to routing ceterminaticn. There are two
Tevels o1 message routing witnin tne I-S/A AWPE. A determination is made as
to wnetner the addressees are serveo by thne [-S/A AMPE or not. Messages
Jestined for acoressees served by tne [-S/A AMPE are categorizeo as
terminating trarfic ana are subject to further aelivery (output to subscriper
terminal) anc aistripution (messages annotatea with aistribution list for
manual distriution to users) processing. i1essages for adoressees not served
oy the source I-S/A AMPE snall be categorized as messages that neec to oe
cutput to the IAS network. These network outgoing messages shall be routed to
the appropriate [-S/A AMPE(s).

The [-S/A AMPE operator shall be provided tne status of traffic flowing
througn the 1-S/A AMPE. The operator shall nave the capability to control the

flow of traffic via intercept ano alternate routing methods (See Sections 3.3
ana 3.2.1.5).

3.2.1.1.3 Qutput Message Processing Overview

o Qutput messages consist of terminating traffic and network outgoing

s trafric. Terminating trarfic shall be subject to distribution and delivery
?ﬁ? processing. The distribution (see Section 3.2.1.4.2.1) and gelivery (see

s e, Section 3.2.1.4.2.2) process shall determine whether any users served by the
B

o
o e 1
.

P

[-S/A AMPE should receive the message in addition to the formal aadressees of
. the message. The aistribution ana number or copies for each serveo addressee
shall also be determined. Format and code conversion snall be proviaged for
e terminating trarfic as required (See ICD 4.4). Network outgoing messages
shall be routea to the appropriate [-S/A AMPE.

v 3.2.1.2 Input Message Processing

L 2] . Lo \ . .

Byl facn message received by the FMS shall be subject to a set of input
processing functions comprising message ana format identification, subscriber

geut verification, message validation, and security validation, as well as any

o1 317




associated error processing. Specitic actions or tne FHS regarding input
processing of nessages snall cepenu on a combination of tactors incluoing, out
: ‘.;Y,:_‘J [
o £€Ssace tormat 1
Input line or circuit

230 CerISTICS OF transSiniiing termingl

NN

Uoovw )

COmRiLNity OT inteérest OT {ne recciveo message (i.2., GENSER/
. Severity of detectea errors.

The remainger or this overview describes the broad requirements and
purpose of message and format igentification, message validation, and security
+alication orocessing of messages input to the FMS. Subsequent sections
cescribe tnose aspects of input message processing common to all input
trarric, tnose aspects of input message processing unique to terminal trartic,
ang tnose aspects of input message processing unique to network traffic.

3.2.1.2.1 Input Message Processinc (General)

Aspects of input message processing common to botn terminal and network
trafric are discussed below.

3.2.1.2.1.1 Messaae and Format Icentification

The FiS snall analyze all incoming traffic to identity the boundaries of
all receiveo messages. Tnis shall include identification of message
delimiters, for exanple, start-of-message (SOM) and eno-of-message (EOM)
sequence. The FMS shall also igentify and analyze, for each message, any
format lines required to properly identify the message format or community or
interest.

3.2.1.2.1.1.1 Acceptable Formats

The [-S/A AMPE shall be capable of identifying and accepting for
processing a variety of message types, each with its own characteristics.
Tnese snall incluge:

. JANAP 128 . D0I-103

el . ACP 127 . DOI-103 Special
o . Modified ACP 126 (NTP 4) . Abbreviated SI
® . DD Form 173 . Abbreviated

__",. Jb;-: Jo Ll’(ITIL

L}

.
By T e T
o085

Terminal traffic may be receivea in any of the above formats, wnile
networx traffic will be constrained to a subset of the listed formats (e.g. -
ACP-126, Abbreviated SI, etc. are processed into network formats such as JANAP
128 anc DOI-103 prior to gelivery or transmission to the network).

.
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Message Termats are cescripea in terms of Format Lines (FL), which are
nunberea. Tne FL numbers us=2c nerein are tncse ui32d 70r gescrioing JAhAP 128,
ACP 127, ang all Dul 163 riets, Jetaiis or 3il fne abcve foruiats are
zescris in tneir respective controlling accur (Sece ICD 4.2

> [-S/A A¥PE snall pervorm Cnecks to ensure tnat messages dDeing received
T 1 ]

. St 8158 o 2= 5 S im
2 =i 3 RSP EA] BN S5 ClEBlasiiE € NG PINEC S ISiEE

e [-S/A AWPE snall perterm straggler ano interlace checking on ali
incoming suoscriper messages. Any message tailing the straggler ano interlace
cneck snall oe rejectec ano tne subscriber shall be notified. A straggler
message 1S one wnicn either trails or is attached to a preceoing message. An

interlaceg message is one in whicn tne content of two Or more messages have
peen inter . 1-S/A AMPE stragcler processing snall conform to JARAP 128,
paragrapns i 315: 001-103, paragrapns 530 and 534; and DOD C-3020-5G6-M,
hapter o5, paragrapn $rio

Tne 1-S/A AMPE snall also perform SOM-SOM (without intervening EOM);
EOM-EOM (witnout intervening SOM), ana Channel Designator (CD) and Sequence
nunoer (Sh) (wnere appropriate) continuity cnecks. These cnecks are intenoea
to Getect conoitions where one or imore messages or portions thereof either

nave been lost or may have been lost (See DOD C-5030-58-M, Chapter &,
paragraph 3).

Further tne [-S/A AMPT snall protect against the interleaving of portions
Ot two Or more messages in the process of outputting messages. Related
s2curity reguirements are further describec in Section 3.4.

3.Z.1.2.1.2 iessage Valigation

The [-S/A AMPE shall perform message format validation in accordance witn
Section 20.0, I-S/A AMPE Message Format Valiaation, ¢t this document and as
specified herein. Tables 3.2.1.2.1.2-1 and -2 specitically icentity the
procedures and format rules by reference document ana paragraph in use by
subscribers entering messages into AUTODIN. The I.S/A AMPE shall valioate
each message to assure that the heading, text, and ending are in accordance
witn the specified referenced paragraphs of Tables 3.2.1.2.1.2-1 and -2. In
interpreting the reference paragraphs, the I-S/A AMPE shall take on the
mission and functions of the type items it replaces. That is, any action
required by an ASC, a Service/Agency AMPE or an Automatic Relay shall be
accomplished by the I-S/A AMPE. For example: Table 3.2.1.2.1.2-1 JANAP
128/001 103 Message Processing Requirements, Format Line 15, EOM Valioation
humber refers to Paragraph 315, 316, and 404 of JANAP-128 for narrative
messages. Paragraph 315 aadresses Straggler lessages and Subparagraph e
therein states: "ASCs detecting a suspected straggler message will notify the
input station by service message..."; therefore, the [-S/A AMPE shall, upon
cetecting a suspected straggler message, notify the input station by service
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2S5&Ge. ... ne [-S/A AMPE shall process CRITIC messages anc valicare tnat
cney are in accordance witn paragrapns 201-20<4 of DOI-T102. =terence Z2.5.2,
paragrapns 302 inrough ZCo ana 510, descriva nue Input messecge processing
reqQulranznts are 1mnleniented 1r ‘\..4;3 anda dly c UScd < 2 W G20
3.2.1.2.1.5 Security Validation
¥ I~ & [ r‘;;: al103ia Thne securic :ld::aif’.:u:'- n anag 2] jal
et g trnctitns oF a1l input MEssdy e SE | b @ssure € SCmr iy A%
oy S SHBL EaircuencuUt nalliphiesSES) S IMES!S socassing. TLESCS messames
i J e Dd":ur‘-vJ l.‘liudc],l ,.I‘,‘LCuLAf‘ﬂS S Qe --;qu"__:d i1 uou

tTu Ly
dzgnuéai C 5., Cnapter 3, péregrapn 31(t). Tne message security snall De
coimparec against tne security level or the particular connection. Security
error processing snall oe initiated whenever a message security classification
anag/or special nanaling aesignators (SKHD) ana/or transmission control codes

. TCC) exceea that of tne connection. Further security requirements are
contained in Section 3.4. and Section ¢0.0.

Error Processing

.J-_.l.‘_.(.‘;

FiS reaction to errors detectea auring message ana format icentification,
message validztion, or security valiadaticn orf input messages will cependc on
tne severity OF the error. In genera', errcrea messages shall be rejected by
the [-S/A AYPE and appropriate systein generated notificaticns snall be
communicatea to I-S/A AMPE operating personnel ana to the message originator.
Tne errors Tor which a system generatea message shall be procducea are
specifiea in 3.2.1.5.8.1. Further cdetails ot error processing procecures are
listea in Section 20.0.

3.2.1.2.2 Input Message Processing (Terminal)

The FMS shall be capable of accepting formal message traffic from
peripheral terminal aevices, airectly connecteu terminals, ana, as a possible
P31 initiative, remote terminals selectively "homed" to the FMS through the
DON. Tne I-S/A AMPE shall also accept messages from ana transmit messages to
the ASCs, TRI-TAC, NATO ana Allied Countries in a terminal moge. That is, the
[-S/A AMPE shall treat these network interrtaces as terminals whether they are
in fact an automated processor of a network or a simple terminal. The
remainger of this section describes those aspects of input message processing
unique to input traffic from terminals.
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3.2.1.2.2.1 “essage ana Format [gentificaticn

For input trartic the FMS snall pe capable or accepting, cnt1r~1n,. ang
valicgating ana verirying a1l message rormats jntrocuced in 3.2.1.2.1.1.
3.2.1.2.2.2 Hessage Valigation

All dinput trartfic snall be subject to tne messace valication reguirements

_,.',ni]tu U St o'l oiso 0@ o

Tne FMS shall pertorm security valigation processing on all input trafric
in accordance witn tne cojectives stated in 3.2.1.2.1.3. When required, eacn
logical terminal ccnnection via tne IAS network shall be subjected to thne same
level of security processing as terminals cirectly connectea to an I-S/A AMPE.

3.2.1.2.2.4 Error Processing

FiMS response to errors cetected in terminal input traffic during message
ana tormat identirication, message valication or security valicaticn
processing snall be governea by all the factors introducea in 3.2.1.2 (message
tormat, input circuit, terminal characteristics, community of interest, and
error severity) in conjunction witn system settanle parameters. Messages
containing errors uesCrioea in 3.2.1.2.1.2 apbove snall be cisplayed at an
[-S/A AMPE service position. All detectea errors existing in the messaage
snall be incicated on tne display. The I-S/A AMPE snall process detected
errors in accordance with Section 20. If tne messSage is rejected, the [-S/A
A¥PE snall automatically generate a service message tc the originator. CRITIC
messages with errors shall poe forwardea, &nd the originator shall be serviced
at the Flasn prececence level.

On a line selectable basis, basea on precesignated parameters, messages
failing format or neacer valiagation snall be automatically rejected, in which
case the FMS shall automatically generate a service message to the originating
station. Any automatically generatea service message shall be of the same
precedence as the rejected message except CRITIC and ECP wnich shall be of
FLASH prececence. Messages with invalid precedence characters shall receive
an automatically generated service message with a precedence of Immediate.

Processing of errored messages uetected auring security valication snall
be selectable on a line by line basis at the [-S/A AMPE. Two options shall be
available for use on controlled anc uncontrollea lines. On uncontrolled
lines, the I[-S/A AMPE shall receive the complete message in which the error
~as detected but not process the message for celivery to the adcressees
indicated on tne message. The [-S/A AMPE shall automatically notify the
originating terminal of the error. On controllea lines, the [-S/A AMPE shall
automatically reject the errored message and provide notification of the
error. lessages or partial messages with security errors shall pe retained on
nistory files until purge aate.

3-29
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N 2.0.1.2.2.5 message eciting ana Preparaticn Service (HEPS)
-
; sssage Zciting ana Preparation Service («EPS) shall be available to-all
S users wnose trarfic is not initially enterec glreacy in cone of tng
v : el Y r1<3] TOrnges., u-héP RPN ACP 1_1, _VI’:uJ, g JUi-1US \rC;QET. Tne
out of MEPS shall oe a cowplete and correct message in either uvANA? 128 tor
GERSER or 0UI-103 for DSSCS. All Plain Language Address (PLA) to Routing
Incicator (RIy assignrment snall ce accomplisheG oy #EPS perticn of FMMS (WEPS
is 1 subset or mocule or FimS). All MEPS recuirements are prascrited in 3.2.2,
«Cepl PLa tO RI Assignment prescridec in s.2.1.2.2.0.
EZ ol ol al . 5 Plain Language Aaaress (PLA) to Routing Inaicator (R

Assignment

The FMS shall process all originating traffic to perform plain language
acoress-to-routing inaicator assigniment when requireo.

-

3.2.1.2.2.6.1 Formulation or Plain Language Addresses

PLAs are formulated as follcws:

a. A PLA will consist of an activity and geograpnical location
city, case, camp, etc., and tne state and country), except as noteda in
ool ]

.1.2.2.6.2.

) -
.

(1) Activity Title: An activity is a unit, organization or
installation performing a function or mission. The activity title can be
abbreviatec in the PLA. The abbreviations ano acronyms used in the PLAS are
containeo in the PLA Directory of the appropriate service or agency.

(2) Geographical Locaticn:

(a) Cities will be spelied out as they appear in the
"International List of Post Offices", (Reference 2.5.j). See 3.2.1.2.2.6.2
for exceptions.

(b) Base, camp, station, etc., will be abbreviatea, e.q.,
AFB for Air Force base, CP for Camp, FT for Fort.

(c) The two letter state and country abbreviations as
authorized in Annex C of ACP 198 US SUPP-1( ) will be used when geographical
locations are required.

b, A PLA will not exceed 55 characters, including spaces. Office
codes/symbols and parentheticals appended to a PLA are not consicered a part
of tne PLA. Commercial aadresses are exempt from tne 55 character
limitation. The only punctuaticn authorized in PLAs are the hyphen (~) and
decimal point (.).

1

Iedaludslsbe2 USe of Plain Lafcuage Addresses

a. The PLAs containec in the appropriate service or agency Plain
Language Adoress Directory are tne only PLAs authorized for use in message
addressing for activities listed. Deviations in spelling, spacing, or
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0. Activities wnich move to an Emergency Relocaticn Site (ERS)
curing emergency situations ana activities wnich for security reasons - a
tactical consiceration, are not associateo witn a specitic location are exemot
Trom using gecgrapnical locations in their PLAS.

e. Tne Fi4S snali grovice tne capability to assign RIs to all valia

PLAs, including Address Inacicator Groups (AIG) (See ACP 100), Collective
Asgress Oesignator (CAD) (See NTP 3 Supp-1), Task/Type organizations {See ACP
112), general message titles (See ACP 121 US SUPP-1), DUSSCS Aadress Groups

UAG) (See DOI-101), and proauct aistriouticns {(See NSA Document USSID 307
SIGINT Proouct Distribution). If a PLA is not containeo in the cata base the
message shall be referrea to an I-S/A AMPE routing management position for
manual lookup ana routing assignment. PLAs on a given message are eitiher all
GENSER community or all USSCS community PLAs, and 0USSCS ana GEXRSER PLas snall
not be mixed in the same message. A single PLA can, ncowever, corresgong to
poth a GENSER ana a OSSCS RI. Sucn a PLA is termed a "aguplicatea PLA." when
processing a ouplicatec PLA from an R/Y capatcle channel, the I-S/A ANMPE snall
check the other PLAs of the message anc process the message as a DSSCS message
1T any 0SSCS-oniy PLAs are present. If the message contains only cuplicated
PLAs, the message snall be processed as a 0USSCS message if the caveats in
tormat line 12 so aictate (see 00I-103). If caveats are not present, the
message shall oe hancieo as a DSSCS message. DSSCS processing incluaes the
assignment of a "Y-community" RI rather than an "R-community" RI. The I-S/A
AMPE shall prevent routing a message to a local aadressee not clearec for the
security level of the message by crosschecking the classification and special
hanaling instructions of tne message with the authorizea security level of the
aadressee,

3.2.1.2.2.6.3 Automated PLA Directory Maintenance

The [-S/A AMPE operator shall be able to make on-line update entries in
the Plain Language Address Uirectory tile.
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sitnin specially rormatted texti. ~n upaate aucit file snall 0e maintainec at
eaCn site to record all pertinent cata (e.g., Time of Receipt for each upaate
Actual Time of Site Update, etc.). Tiie data pase maintenance proceaures shal
not nave an aaverse efrect on system performance (e.g., degraging message
througnput) ang shall consider site unique attributes (e.g., peak traffic
times, number of subscribers, etc.). Local -PLA data base upcates will te tne
responsidility of tne 1-S/A AMPE operation personnel, and thererore snail nct
oe available to remote suoscribers.

{u

3
5
L}

3.2.1.2.2.0.6 Data Base Sizing For PLAs

It is estimatec that tne maximum number of PLAs contained in tne PLA
girectories ~i1] pe seventy-five thousana at I0C, and tnhe PLA dgata tase shall
be gesigned to accommoaate tnis maximum and not to precluce expansion up to
250,000. Tne actual number of PLAs in eacn I-S/A AMPE directory will vary
from site to site and will be determined by operations at each site. The
following is a listing of autnorizea Plain Language Adaress Directories:

a. Army Regulation 105-32, Authorized Aadresses for Llectrically
Transmitted Messages.

b. Naval Telecommunications Publication {NTP) 3 SUPP-1( ) Plain
Language Address Directory.

c. Air force Manual 10-4, Air Force Directory of
Unclassified/Classifiea Addresses.

d. USMCEB Book, Joint Department of Defense Plain Language Address
Directory (JDOD PLAD).

&« IFar informat ion concerning: DESES Pladin. Language Addressesy, refar
to USSID 505, USSID 309 ana DIA Compartmented Address Book.
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Networx trattic snall bSe passec between [-S/A AMPEs via tne FMP. The FMP
is to be a nost-to-nost protocol that contains tne necessary elements to
prevent shuttling or looping of messages, provioes a means for efricient
transmission of single ana multiple aodresseo messages throughout the IAS
12iwCrk, and incicates the rtormat ano cnaractar set in which each message was
originated.

3.2.1.2.3.2 Message Valiocati

="
O

n

The FMS shall pertorm mmessage valication on all messages receivea from the
ogther I-S/A ~PEs. The valigation process shall be as specifieo Dy tne
requirements or paragraph 3.2.1.2.1.2.

(98]

.2.1.2.3.3 Security Validation

The FMS shall perform security valioation processing on all messages
received from other [-S/A AMPEs. Tne valication process shall be as specifieo
Dy tne reqguirements of paragrapn 3.2.1.2.1.3. All logical connections between
[-S/A AMPEs shall be subjectea to security validation.

3.2.1.2.3.4 Error Processing

Tne [-S/A AMPE shall have an error processing scheme for message traffic
received from otner [-S/A AMPEs that is consistent with paragraph
3.2.1.2.1.4. The objective shall be to automatically reject to the originator
for correction any errored messages received from other message processing
systems, with the exception that CRITIC shall not receive any message
validation beyond WW YEKAAH ano is not rejected. Other high precedence
traffic (FLASH and ECP) shall be delivered if at all possible; if not, it
shall be brougnt to the immediate attention of an [-S/A AMPE operator position
for the resolution of errors.

J=dnl243:5 Leopping Protection

Tne I-S/A AMPE shall protect against the looping of message traffic.

 — e DU
PREVIOUS PAGE
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e I-S/A AMPE saall contain a looping protection screme which enccmpass
I

311 tne [-5/m AMPEs of tne IAS. Tne scheme is to protect acainst all
noctential lcoping contingencies tnat might result from a ricaly connectea IAS
N2TA0rs. e daxlinul nunDer o7 nuces to oé considersa snall 2e 250 ncges.

Tne I-5/ma ~PE siall nave the capadiiity TO notity tne 0perator upon receipt
frc1 any cnannel) oT a message tnat has peen previously aelivered to the sane
utput destination(s). As a minimum, the operator notification shall contain
igentificaticn of tine message input ana output channeis and messag
cestinaticn celivery invormaticn (Routing Incicators, PLA, =ic.)
5.2.1.3 Routing

e

Routing, as prescribed nerein, applies to tne routing cetermination for a
single copy of a message to each intenced recipient of the message. Subse-
quent distribution ana multiple deliveries that can be macae locally by the
[-S/A AMPE are a user service prescribed in 3.2.1.4.2, Terminating Message
2rocessing.

5.2.1.3.1 Routing Parameters

Formal routing aetermination snall be basea on the routing indicators of
the addressees. The I-S/A AMPE shall prevent misrouting ano mislabeling as
specifieo in DOD C-5030.58M, Chapter 2, para 8 and 10 ano JANAP 128 ( ).
Messages received by tne I-S/A ANMPE routed ano addressed to R---S5CC will
automatically have routing look-up performed for the R---SCC acdresses. The
I-S/A AMPE will automatically generate a Z0V for the R---SCC addresses.

3.2.1.3.2 Routing Determination

The I-S/A AMPE shall use a routing table to determine tne cestination for
each message. The routing table shall contain the full routing indgicator tor
all subscribers served by the 1-S/A AMPE and four or more letter routing
inoicators to cover all otner valia routing inagicators.

3.2.1.3.3 Special Routing Considerations

'lessages containing a Collective Address Designator (CAD), CRITIC
messages, and multiple adoressed messages shall be provided special routing
considerations:

3.2.1.3.3.1 Collective Routing

CADs consist of approved General Message titles (ACP 117 CAN-US Supp-1,
Section 111), Address Indicator Groups (AIG - ACP 100), DSSCS Address Groups
(DAG -~ DOI 102), and those approved titles or oesignators which are assigned
to messages in format line seven. Each CAD will have a cognizant authority
responsible for the administration of the CAD to include aadition or deletion
of an activity in the CAD, changes to the PLA of an activity in the CAD,
changes to the activities in the CAD autnorizeo to originate messages
addressed to the CAD, and aovising all concerneo of any changes to the CAD.
Special processing considerations shall incluage:
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Z) g lod/fA ~iPE snall suppurt octn GEWSER ana USSCS CADs.
Tne assignment of GENSER RIs to DSSCS CADs ana vice versa shall pe pronibitea.

(3) A CAD may contain more than five hundrea routing
ingicators, nowever, for any one delivery tne message snall be limited to five
hunarec RIs.

b. Tne capapnility for tne I-S/A AFPE to classmark users (as
gesignated by the cognizant autnority through the OCA) as authorizec to input
a particular CAD, and the capability to recognize and reject all unauthorizea
inputs.

c. Tne capability to generate TARE instructians ana to perform
multiplie agelivery for collective routing indicators and those basec upon T/.R%
line information specified in format line 4 of JANAP 128( ) formatted messages.

d. Tne capapility to recognize coliective routing incicators (RUCR
or YECR in the first four positions of the RI) receivea from an ASC during the
trensition perica. Tnese messages will contain a valid CAD in format line
seven ana eight and will require tne same CAD to RI assignment as described in
2. above with the tollowing exceptions:

(1) Tne CAD to RI assignment shall result in the assignment of
only RIs for tne local [-S/A AMPE subscribers except as described in d.(2)
below. Local implies all activities in a CAD which are serviced directly by
the [-S/A AMPE in question.

(2) The assignment may include certain agistant [-S/A AMPE
subscriber RIs. This will only occur during the transition period in the
event that the distant [-S/A AMPE is not directly connected to an ASC.

(3) The assignment shall never incluge ASC subscriber RIs.
Since the message containing the CAD was received from an ASC, it can be
assumed that delivery has been accomplished to all appropriate ASC subscribers.

e. CAUs received from a distant [-S/A AMPE will alreaay contain tne
addressee Rs and will require no special processing by the receiving [-S/A
AMPE.
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CRITIC messages snall be processea in accorgance with Cnapter 2 of
D0I-1u3. Tne CRITIC loentification, ww YEKAAH, in tormat line 2 shall be
Cetectea on input and the message shall De routed without furtner validation.
CRITIC acknowleogments shall be processed in accorcance with Chapter 2 of
UoI-103.

3.2.1.3.3.3 Hultiple Acdressed bdessaces

1u1t1p1e aooresseo messages, requireo to be transmitteo to more than one

AMPE in tne IAS network snall pe given special consiceration. Tne [-S/A

routing methodology shall pe baseo upon an investigaticn of alternate
etnocs to route multipie addressea messages to other [-S/A AlMPEs. It is

-ss1o]e for an I-S/A AMPE to open a separate logical connection through tne
guk airectly to each other I[-S/A AMPE that must receive tne message. For
cutput celivery the I-S/A AMPE shall make deliveries paseo on the terminal
receiving one (1) only, up to fifty (50), or up to five huncrec (500) routing
indicators per transmission at the option of the subscriber. This requirement
snall be part of the per line parameters set at system initiation.

1
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7’:
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3.2.1.4 QOutput Message Processing

ATter the routing determination, messages shall pe gueuea for ocutput
message processing as either terminating messages or as network outgoing
messages, or both. Network outgoing message processing is prescribed in
3.2.1.4.1; terminating message processing is prescribed in 3.2.1.4.2.

3.2.1.4.1 Network Qutgoing Message Processing

Network outgoing messages shall be queued to the Formal Message Protocol
mocule for transmission through the IAS network (see ICD 4.2 Protocols) to
other I-S/A AMPEs. Each transmission of a message to a distant [-S/A AMPE
snall include only those Routing Indicators (RIs) for which the destination
[-S/A AMPE has delivery responsibility.

3.2.1.4.2 Terminating Message Processing

Terminating Message Processing consists of message distribution
determination, message delivery determination, security valiadation, and
message format ana code conversion as required.
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tC Cede); gerermining cie erganizatiome! #ni1ts and 0F§1C2S whien are €
e 1lve UNE message; delsrmining e nuiber 0 Copi=2s requlred TOor e€acn
reciciant: ang arfixing tne distribution informéticn to the becinning of the
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SIS E Tor originat ing terminating trarfic.
. ~ o lw b plsirioutigon etermnation Paraneters

Tne determination of units and orfices which shall receive distribution of
a particular message shall be baseo on the following parameters:

a. Destination Station Routing Indicator (DSRI)

Plain Language Adoress (Guarcea and Protectea)*™ inclucing AlGs,
atc.

C. Office Symbol/Number
Gl. Content Inocicator Coce (CIC)

€. Icentitier Coue : NATO Subject Identifier (NASIS), Stanacara
Subject Identiticaticn Coce (SSIC),

7. Flagwora/Keyword in first eight lines or text

g. Message references, both incoming anag outgoing, {(in first seven
lines of text or down to first paragraph on JANAP 128)

h. Status of message recipient - Action or Info Aodressee
i. Dratrter Designators for local distribution
o Source (Incoming channel - e.g., Optical Character Reader)
k. Precedence
1. Classification
m. Reference Routing
n. Originating Station Routing Incicator (OSRI)
0. Delivery Distribution Inocicator (00I)
*The term "Guard" means the I-S/A AMPE shall cetermine internal office
distribution to specifiea organizations. "Protect" means the I-S/A AMPE shall

provicde a set numper of copies to an organization, which in turn arranges for
its own internal distribution.
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fach unit snall nave the capability to speciry any or all of tne
parareters in 3.2.1.4.2.7.1 that snall De usec in getermining distrioutics
Tnese paranz2iers '_,r-d—‘: minimum criteria anc may De us=a inciv 117
anc/er collectivaly o cetermineg tricution.  Acgiticnall )

ivye thne cepaoility £o prioritizé tne use oF tnese paramezsrs., Tadlc

3.2.1.2.2.1.2 iliustrates tne use of tnese pararmeters ror GENSER anc oS3CS
Tormats. Lellvch Distributicon Inaicators (COI) are specitiea in USSID £19.
At I0C the [-S/A AMPE snall support the existing Service and Agency

distribution schemes.

3.2.1.4.2.1.2.1 Comepacx-Copiss o7 iMessaues

Tne I-S/A AMPE shall provice tne automatic capabilify, invoked at tne
I-S/A AMPE at tne opticn of tne subscriber, for either no coimeback copy or fer
one of the tollowing:

a. Providing to the originating subscriber a comeback copy of each
criginated message in the transmittea format inclucing the unigue messace
icentifier.

b. Providing to the designated terminal positicon an acknowlecgment,
to include thne date-time-group and unique message icentifier, rather than a
agisplay or printed copy of the enterea message.

2.1.4.2.1.2.2 #wultiple Copy Determination

The number ot copies of each message to be aistributed to each unit ana
otfice shall be determined autcomatically, based on message subject,
classification, ana status (either action or info). Each unit and office
shall boe able to specify the number of copies that each combination of the
aforenamead parameters dictates. The number of copies and the distribution
shall be annotated on the first page of tne copy delivered.

3.2.1.4.2.2 HMessage Delivery

The [-S/A AMPE shall deliver messages to local subscribers. Ffor each
message the [-S/A AMPE snall cetermine wnat deliveries are to be mace, ncw to
make each delivery, and what format is requirea for each delivery. Tne [-S/A
AMPE shall automatically deliver each message to tne appropriate intertace,
based on the parameters specified below. If tne I[-S/A AMPE is unchle to
geliver a message automatically, the message shall be sent to an operator
position to allow for operator intervention.

PR . NS0 ety - IR Yy




e x
- A 2
. - ]
i r
LT DUV A
T (
WMo b o
-
+Or g A
~=rferenc <O U A
+ 3 "+ {
-+ ~y +
4 rouesiIgnauor A
X
irce A
Y SOor = X Y

s N 5 n * 3 ] - - ~ 3t
*ROTE: Office ang unit geterminaticn shall noct be periormed Tor data
pattern messages.
-40
Bt o Lo bl ndims. * - ] s S




T Y T o W WV o TV Iy W W v o
3 ot o

..... iralreiers
A 1t e = - HE RV e r r
GORNC G imne s --.v_Y‘J GES & 1 S4G I &

¢. Content Incicator Cocz
e. lcentifrier Coce (See 3.2.1.4.2.1.1.e)

f. Flagwora/Keyword in first eight lines
of format line 12

G. Source

n. Language redia Format

i. Preceaence

J. Acticon/info Acdressee Status

<. TAxE Line

1. Operating Signals

m. Classification

n. Transmission Release Codes (TRC)
0. Transmission Control Codes (TCC)

p. SPECAT Release codes (SPECAT
Hanaling)

G. Delivery Distribution Ingicater
r. Orginating Station Routing Indicator

s. Special Handling Designators (SHD)

3.2.1.4.2.2.2 Message Delivery Determination

Based on tne parameters identified in paragraph 3.2.1.4.2.2.1, messages
shall be electrically aeliverea to any or all of the following: a
communications center local device, a remote terminal(s), ana/or a service

|

)
position. Tapoles 3.2.1.4.2.2.2-1 and 3.2.1.4.2.2.2-¢ illustrate the
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Téole 3.2.1.4.2.2.2-1 OG2livery Criteria 7or GEaStr o LSSCS
CErTATIVE eSS ETES
cLiVerR T0:
KITERIA TAS LOCAL SUBSCRISER  AUVANLE SERWILTE
NETWORK  OELIVER) TERMINALS 2 SETIOH
itine Incicator . X A
LA {CGuarcea) X { A
PLA (Protecteaq) X X X
Office Symocl A X X
Communications Action
[gentifier X X :
Classitication X X X
rlaguord/Keyword X X Ji¢
Precedence X X X
Aaction/Inio X
TARE Line A X X X
Operating Signal S A X
Uelivery Determinaticn X X X X
Ingicator

NOTE: To obtain offrice symbol tor guaraed PLAS, search must be conductea
on other fields (i.e., Flagword, ID code, etc.)

DEF INITIONS

Local Delivery - Position/Station within the confines of the [-S/A AMPE
Telecommunication Center (e.g., printer, Video Display Terminal)

Subscriber Terminal - Hardware device located outside of the I-S/A AMPE
Telecommunication Center

=
L

Service Position - Station located within the [-S/A AMPE Teleconmunication
Center usea to correct, edit, or verify messages.
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sonTingtion ar c2ilivery pareameters tor GENSER narrative anc ¢iifa paitern
25525835, as «cll as USSCS narrative ang gata pailern inessageas. 1nese
irLselers regresent Lhe ¢riteria necisc 10 eTiect celivery. Tney may bHe used
AR el MIEVAREY, v Cutizctively to vetermine ceiivery.
Cel et el sl o sclur IJ jaii1aation
Tne [-S/A AMPE snali assure tnat eacn cevice 15 aulnorized (accorcing i
SeCuarit, level) to reczive 2 message prior O C2i1ver; o7 Ln&t message to th
NIE 22 3.2.5.2 ana 3.4),  Delivery ar SPECA essages sna pe In
dCCurcCaiiCz &1UN Paragrepn 334, ALY idi, uS SuPP-1(%

The I-S/A AMPE shall be capable af converting messages to eny of the
formats cGescrivea in ICD paragraph 4.3. These formats shall ce selectable for
cacn input or output device or line.

3.2.1.8.2.2.5 ideagia Conversion

Tne [-S/A AMPE snail be capable of converting messages ror cutput te carg,
naraccpy, pager tape (Navy reguirement), magnetic tape, or any cambination,
Tor gver-tne-counter aelivery, or electrically delivering tne intarmation to a
remote cevice using the language meaia formats Gescriped in Annex A to JANAP
1238(H), 0OCI-103 ana UCAC 370-0175-1. Reterence 2.5.a, Chapter 4 Section II
gescribes format anag mecgia conversion as currently implemented in ASCs, ana
mav be used as a guice.

3.2.1.4.2.2.6 iMessage Meaia Services

Tnese services encompass those areas which format a message in accordance
with user reguirements. These capabilities shall be inaividually selectable
by each user terminal. The I-S/A AMPE shall pravide each af the following
services automatically.

3.2.1.4.2.2.6.1 Distribution Identification

Each message deliverea to the collocated Telecommunications Center
terminal for over-the-counter delivery shall list the offices that have been
icentified as message recipients and the number of capies of the message they
are to receive. As an operator selectable option, individual deliveries shall
incluge only the distribution information pertinent to the users served by
that aelivery.

3.2.1.4.2.2.6.2 WMessaqe [aentification

Tne following shall also appear on each page of the message: Time of
receipt; Orainal cate, hours and minutes; message precedence at the top and
bottom; unique message igentifier; and Classification, Special Handling
vesignations, and Message Handling Instructions acelimited by asterisks on the
top and bottom center.



.2.05.3 taiting
s —— ————

1-S/A AMPE snall nave tne capability, selectable by channal, to stri
communications information by forimat line (FL) beginning with FL1 running
tarougn 11 ana from FLI13 running througn 16 trom the message and T0 Gouble
single space the message.

3.2.1.4.2.2. 5.4 Print £xpansion of Reports

I1-S/4 AMPE snall nave tne capapility o pervorm print expansicn
ray SIOPERS reports as specified in tne 10D Appencix B.

3.2.1.4.2.2.6.5 C(lassification Display

The I-S/A AVPE shall laoel all display screens with the classification or
the message or aata being aisplayed. This shall also apply to information
associateu with messages or data wnen it is displayed.

A 1 .
elwolote

)
<

.2.6.6 Special Print Out Requirements

(V)

where reguireo (ageterminea on a site-by-site basis) tne I-S/A AMPE shall
print out messages in both eacited and uneaiteo format as follows: messages
printea on tne "Message Center" printer snall be in ecitea tormat; messages on
tne "Service Center" printer shall be in unedited format. Both formats nave
some tnings in common. The classification ana special nandling instuctions
(caveats and codewords) shall be printed at the top ano bottom of each page.
Operating signals and content indicator codes are indicated at the top of the
first page, peneath the classification. Above the classification at tne
bottom of tne first page are printed the local distribution lines (OTC
dgelivery, if any), a chop line indicating routing method and controllea
routing for TS and SPECAT classification messages, ana a control line
containing UMI, input CSN, page count ( of pages), ano UTG. The
remainder of each format is descrioed below.

(1) Uneaited. Uneoited format consists of each line of the messaige
printed exactly as received. No attempt snall be maoe to clean up the
printout. In aodition to the text and lines aescribed above, the unedited
format snall incluge any service lines generated by the processing rcutines.
These lines shall be printed on the first page between the chop line and the
control Tline.

(2) Edited. In edited format, message format lines 1, 2, 3, 4, &A,
10, 11, 14, 15, T6, and any paging lines shall be deleted. The precedences
shall be printed as words above format line 5. Format lines 7 through 9 shall
be printed as two addressees per print line with RIs deleted, if the addressece
short titles are short enough. Blank lines shall be printed between the

precedence, format lines 5 through 9, format line 12, and any paragrapns.

3.2.1.4.2.2.7 Data Pattern Delivery Processing

Data Pattern messages shall be identified by destination Language Mediea
Format (LMF) coages B, C, D or I. The I-S/A AMPE shall have the capability to
either queue the data pattern traffic for subsequent delivery (e.g., retaineq
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for 72 nours) selectanle by cne of tne parameters speCified below or process
tor immeciate delivery.

3.2.1.4.2.2.7.1 Date Patiern Leilvery

Tne supscriver snall be able to specify that the [-S/A AMPE will select
pulk data pattern traffic via the tollowing parameters:

o
A
{
C
ot
.
Ve

.

. Language Meaia Format (LHF,
¢. Content Inaicator Coge (CIC)
g. Text Heager (TXTHDR)

e. (lassitication

Any mix of card punch, magnetic media and line printer shall be aole to be
specified for the output gevice(s).

3.2.1.4.2.2.7.2 Data Pattern Sections

Tne 1-S/A AMPE shall proviae four options for thne receipt o7 data patt
messages that are secticnea (see paragrapin 501 JANAP 128). The options sn
be selectable by each subscriber. Tne options are:

ern
all

1

a. Option 1 - {(default option) Message sections are released tor
gelivery to the subscriber as soon as received.

b. Option 2 - Message sections are released tor immediate delivery
to the subscriber if received in the correct sequential orger; if received out
of order, the message section(s) shall be held until the previous message
section(s) are received, the sections shall then be releasea in message
section number order.

c. Option 3 - All message sections shall be held until all sections
are received; the sections shall then be released for agelivery to the
subscriber in message section number order.

d. Option 4 - It shall be possible to hold the data pattern traffic
for delivery on a designated time schedule or released by the [-S/A AMPEL
operator at the request of the terminal.

The [-S/A AMPE operator shall have the capability to override options ¢
and 3 and release individual message sections for delivery.

3.2.1.4.2.3 OQutput Rl Classmarking

For output delivery, [-S/A AMPE subscribers shall have the classmark
option of receiving 1, 50, or 500 RIs per transmission; e.g., should a message
containing 10 RIs be destined for a subscriber classmarked to receive one (1)
R1 per transmission, tne AMPE must make 10 transmissions, one for eacn RI.



.2.1.5 Message Processing Control

(99)

3.2.1.5.1 Prececence Processing

vessages snall pe processed rFirst-In-First-Qut (FIFU) within each
precaecence category (See 3.2.3.2.4) with the tollowing exceptions:

a. Service nmessaces shall be pleced at the heac of the appropriate
preCedence queue.

0. Tne AnPE snall nave tne capability to manage tne strict FIFOQ by
precedence message processing such that no one community of users (USSCS,
GENSER) can nonopolize tne available transmission megia. To prevent such
monopolization on aual community.channels, a 4-tc-1 channel allocation ratio
snall be appliea sucn that at least one DSSCS flash and above precedence
message is transmitted on a given dual community channel for every four GENSER
flash anc atove messages transmitted. Another 4-to-1 cnannel allocation ratio
snall appiy to these same cnannels for immediate precedence messages. USSCS
messages will not be delayed to acnieve the 4-to-1 ratio. FIFU within each
precegence will apply unless enough GENSER messages are on gqueue anead of the
USSCS messages to bring the cnannel allocation ratio into effect. Operator
notificaticn of hign precedence DSSCS traffic shall be performed in accordance
witn OoD C-3030-58i, Chapter 4, paragraph 7 and 0D0I-103.

C. For GENSER traffic only, tne I-S/A AMPE shall process messages
with cesignated Content Indicator Codes (CICs) (not to exceed ten different
codes) prior to other messages of the same preceagence.

d. Overflow conditions as specified in para 3.2.1.5.4.

e. Queue Management as specified in para 3.2.1.5.6.

3.2.1.5.2 Message Preemption

Message preemption means ceasing to process the current message on the
output gueue and commencing to release the preempting message. The I-S/A AMPE
shall nave the capability to preempt the output of a message to allow
transmission of a specified higher precedence message; preemption shall not
cause the loss, modification, or segmentation of a message. ECP, CRITIC and
Flash messages shall automatically preempt lower precedence messages. If a
message is preempted during transmission, the I-S/A AMPE shall cancel the
message and place the preempted message at the head of that precedence gueue.
If a message with a channel sequence number is preempted during transmission,
a CANTRAN shall be sent and a new channel sequence number shall be assigned
prior to reinitiating transmission of the preempted message. For DSSCS
traffic all messages cancelled shall be terminated with a CANTRAN seguence.
Tne message shall not be preemptea if the end of message process is active.

3.2.1.5.3 Automation Assisted Traffic Management

This function encompasses all those automatic and [-S/A AMPE operator
interfaced operations which control flow and processing of message traffic
through the [-S/A AMPE. These operations incluce trarfic loading, generating
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service messages, altrouting, intercept processing, overtlow
prececence processing.
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3.2.1.32.3.1 Tratfic Loading

The designated system operator shall have the capability to visually
inspect tne status or the queues on any specified channel. When the queue of
nessages for any cinannel reaches a predefinea tnreshola (set by the I-S/A AMPE
cperator), ta2 system shall generate a notice of the queue conagition ana
play this notice at the cesignated operator positicn. wsaditionally, systen

\

status inrtormation, see 3.3, snall be available to the operator.

3.2.1.2.3.2 Message Timing and Uveraue Notification

Tne system shall pertform message auditing beginning at the time of receipt
of tine message EOM and shall notify the system operator if the time the
message has bpeen in the system exceeds a pregetermined time tnreshola. A
message 1s consicerea to De in the system as long as the I-S/A AMPE nhas
gelivery responsibility, i.e., until the I-S/A AMPE has completed transmission
of tne message to all required chiannels ana an acknowledgment has been
received for messages requiring it. (Exception: messages on intercept are
excluded from this overaue notification until they are returnea to active
processing.) A message is considered overdue when the following time limits
are axceeded:

Precedence Time In System
a. Flash and above 1 minute
b. Immediate 5 minutes
c. Priority 30 minutes
d. Routine 80 minutes

If any of the time limits noted above are exceeded, the system shall
provide an operator notification to the system operator. The overdue
notification shall include the message OSRI-OSSN, system assigned unique
message identifier, precedence and destination channel designator. The
operator shall be notified of high precedence messages every five minutes
until delivery. If muitiple messages of the same precedence are overdue only
the oldest message for the precedence shall be identified. The operator will
pe responsible for the action to be taken, i.e., altroute, reset overdue
threshold, ignore, etc. The overdue time 1imit shall be able to be reset by
the operator for immediate, priority or routine messages to a maximum of 99
minutes. Flash, ECP and CRITIC thresholas shall not be able to be reset.

The I-S/A AMPE shall be capable of generating an I-S/A AMPE-to-I-S/A AMPE
receipt for each CRITIC received from a distant I-S/A AMPE indicating that the
CRITIC message has been received and delivered. The I-S/A AMPE shall also be
capable of suspensing receipts expected from a distant I-S/A AMPE following
CRITIC transmissions, and when not received within specified time periods
(software selectaole not to exceed 60 seconas maximum), automatically select
secondary or tertiary routes for delivery.
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Intercept processing shall provide operator-initiated interim storags for

messages whose delivery is delaved bv an inoperative or backlogged output
channel. Using intercept the I-S/A AMPE shall be able to temporarily hold
messages for a destination which is partially or completely out of service or
which operates on a part-time basis. The I-S/A AMPE shall provide the
capability to invoke and revoke intercept by system oparator specification of
combinations of the following criteria: PLA, precedence, vyouting indicator,
channel, security classification, and language media format. ZCP, CRITIC and
Tlash and service messages shall not be intercepted but snall be delivered to
<he operator Zor further processing that will result in the delivery to the

required PLA. Immediate precedence and below shall be intercepted, when
initiated, with notification printouts for each occurrence. FIFO within each
precederice level shall be maintained for the selected intercepted messages
being returned to the I-S/A AMPE output gqueues.
3.2.1.5.4 Overflow Protection

An overflow condition exists when the combined message input load exceeds
the capacity of the I-S/A AMPE to process that message load. When an overflow
condition occurs, the most recently received and lowest precedence messages
shall be automatically stored in an overflow storage £ile. When the message
load permits, messages stored in the overflow file shall be automatically
reintroduced for processing in accordance with FIFO criteria (See 3.2.1.5.1).
The operator shall be notified automatically of message movement to and from
overflow storage. CRITIC, Flash, and Emergency Command Precedence messages
shall not be stored in overflow storage. The operator shall have the
capability to manually reintroduce messages from the overflow file for
processing, and to inhibit input from designated input channels. Criteria for
message overflow shall be channel activity, gueue load by addressee,
precedence, or a combination of these. Message processing shall continue on
active channels during the overflow condition. Adherence to the provisions of
3.4 shall continue during overflow conditions.

3.2.1.5.5 Alternate Routing

The I-S/A AMPE operator shall be able to invoke an automatic altroute for
traffic destined to one of the I-S/A AMPEs local subscribers. The 1-S/A AMPE
shall automatically generate a pilot consistent with the message format, with
the appropriate Routing Indicator, and forward the message to the new
destination. The I-S/A AMPE operator shall have the capability to further
identify messages to be altrouted by designating the addressee and any
combination of one or more of the following: precedence, classification,
language media format, and content indicator code. See 3.4 for security
restrictions and 3.3.3 for additional requirements. The I-S/A AMPE shall
automatically generate and transmit a service message notifying the
destination of its altroute status prior to transmitting the first altrouted
message. t shall also automatically generate and transmit a service message
upon terminating the altroute condition.

e e
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Tae 1-S/A AFPE cperator snzll nave the capepility to inspect anc
ranipulate HeSSECe quUeuRs 3S & Jieins 0 zllsviate procassing backlogs. Tne
CTErator snaii Se 202 Lo TLrehster 2antire queues T aitarnate cnanneél SLewess
for azlivery, move ingivicual messagss td alternate queues or airferent
positions witnin tneir current gueuas, Or remove messages Trom the processing

v oy placing them on intercept. In accition the operator shali be

i ressage (causing maifunction

ive softwars errcors) ircm the queuw2. 7Tn2 eccitional capabi
1 Y

“
1 be proviced, incluaing

LG

i W

- 2 capability to purge a speciric
290 Jata sensit

1C purge tne entire system message 7iles snal
sareguards wnia

indivicual. *™essage icentification shall pve provided to the [-S/A AMPE
operator to allow for subsequent recovery action on the purged message(s).

5.2.1.5.7 Automated Routing/Distributicon File Maintenance

Tne [-S/A AMPE shall be able to semi-automatically process changes
received tor tne routing and oistribution files. Tne changes snall not be
nace to the Tile until the [-S/A ANMPE operator has reviawed tne change and
mace a positive manual action to enable tne cnange to be posted.

3.2.1.5.8 Service iessages

Service messages are concise, anc normelly precisely formatted, messages
used oy communications personnel to exchange information and instructions
concerning conduct of communications. In all cases, service messages shall be
processea to preclude the possibility of compromise of classified
information. The I-S/A AMPE shall automatically generate and deliver service
messages in accoroance with formats specitied in JANAP 128, ACP 127 ano
00I-103 upon cetection of errors and as otherwise appropriate (e.g., on
invoking and revoking alternate routing). A list of the service messages to
oe involked by the I-S/A AMPE are specifieo in Section 21.0.

3.2.1.5.8.1 System Generateg Service Messages

System generated service messages are those originated within the I-S/A
AMPE system itself, rather than being entered from a terminal or prepared
manually by an I-S/A AMPE operator and entereo through a terminal. System
generated messages shall be initiated by either operator command or
automatically in response to the following types of conditions: invalid
channel designator, invalid channel sequence number, open channel sequence
number, invalid routing field, invalid security fiela, invalid transmission
release code, invalid header, invalid end-of-message sequence, invalid
transmission control code, overlength message, suspected stragglers, input
message timeout, acceptance or transmission of a high precedence message and
an excessive number of routing indicators in the routing field. A complete
listing of required service messages is detailed in Section 21.0, Service
Message Appendix. The I-S/A AMPE shall automatically generate a channel
continuity verification (JANAP 128 para. 329.e.(16)) when 30 minutes have

| @ elapsed with no receipt of traffic from a Modge II subscriber. Adoitionally,
.o messages which require receipt of acknowleagment by the communications center
N (as opposed to acknowledgment by the user, which must be done only by the

B2 user) shall be automatically processed by the I-S/A AMPE to incluce

'E acknowledgment. The I-S/A AMPE shall
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also automatically acknowleuge rec2ipt py routine precCecence message Tor

Flasn, £CP ana C(RITIC messzges. See Section 21 for 2 listing of service
nE3533Ges, tneir description ang ws=2. Reterence 2.5.23, ~ppencix b, Secticn I
2sCrizes now wnis requirzient is satisriac by ~SCs ar SN . &S

Tne [-S/A AMPE operator snali receive & Copy of system generated
essaces. In aoaition, tn2 system snall ce so cesignec that 231 syste
generated MeSSaEGes are recorcec on tae nistory recerd.
2.2.1.32.3.2 Autcmated Processing Or Service Messages

Service messages received frum subscribers which require refransmission of

messages stored online snail be automatically processea by tne [-S/A AMPE, to
incluce automatic retrieval and retransmission of the requestea message(s).
Tiie automatic response to service messages will require close centrol cue to
security anc privacy consideraticns; that is, the subscriber reguestina the
retransmission of a message must de authorizea to act as an originator of sucn
a messaue as well as being eiiner the originatcr or an addressee on the
subject message. Tne I-S/A ANMPE snall also automatically process requests for
retransmittal by Channel Sequence MNumpber and time perica. If a retransmission
request is for more than 10 messages, it shall be forwaroed to tne I-S/A AMPE
cperator for approvai. If a message cannot pe retrieved automatically, tae
[-S/A AMPE ooerator shall be notified of all informaticn toc permit manual
retrieval ot the message it required.

(V8]

.2.1.5.8.3 Manual Processing of Service Messages

A1l incoming service messages which are not automatically processed by the
[-S/A AMPE snall be aelivered to the cesignated service position for manual
intervention except that service messages cestined for designated terminals
(2.9., @ Navy RIXT or Army IRT) shall be delivered to the designated
terminals. The service position shall have the capability to perform message
eciting of service messages, attach pilots to the messages, readdress messages
ano call service message masks (JANAP 128, DOI-103, ACP-127) to the display
for insertion of variaple information and release of messages. The [-S/A AMPE
shall also provide the capability (option) to send modified text of service
messages to terminals manned by non-communications personnel. This option
snall be selectable on a terminal-by-terminal basis and the text modification
snall be such that the service message is easily understandable to the
non-communications trained personnel. Additionally, the I-S/A ANMPE shall be
designed so that at least two opereator/service positions can support
processing of service messages if the primary service position becomes
overloaced.

3.2.1.6 Accountability and Recordkeeping

The I-S/A AMPE shall insure that messages are accounted for during
processing through the system ana shall maintain nistory logs ana files to
record this accountability.
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5. An auait trail snall be maintainea witnin each I-S/A AMPE,

11 actions performec on the message as & whole. {(Rer DcDC-5030.58M)
ge of message and system status intormeation shnall

d information.

G. Tne system snall nave tne capapility to annotate on-line message
es TO Le nonratrievabie. when the system or an operatcr requests retrieval
07 tnat message, a notitication shall be sent to the operator positicn stating
tne message cannot be retrieved.

2. The [-S/A AMPE shnall prevent intermixing of portions of two or
ore messages. Tne [-S/A AMPE shall prevent the interlacing of messages
curing processing. See U0D C-5030.58¢, page 23, para 37(5).

3.2.1.6.¢ History Logs and Files

Tne I-5/A AMPE shall provice for storage of messages &nd system status
intormation. This storec information is usea to recover Trom a malfunction,
to support retrievals and searches, to trace tne progress of messages through
the [-S/A AMPE, anc te support the statistics functicn. The I-S/A AMPE shall
provide on a site 0oy site selectable basis tne storage for either of the
rollowing:

a. All messages (including service messages, but excluding the text
of AUTODIN Limitea Privacy System (ALPS) messages) processea by the I-S/A AMPE.

b. All narrative messages (including service messages, but excluaing
ALPS messages) as well as the text of selectec cata pattern messages.

Tne retention perioc of on-line stored messages is specifiea in 3.5.

3.2.1.6.2.1 Incoming ana Qutgoing Journal Entries - System Status
Information

The [-S/A AMPE snall provice tne capability to store ana access
information regarding events wnich occur curing the precessing of a message,
as well as information whicn cescribes the I-S/A AMPE configuration ena events
wnich cnange the configuration. The information in Tables 3.2.1.6.2.1-1 and
-2 shall be stored for each message or system event as appropriate. Tne I-S/A
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Jentirijer anc cnannel number.

o. Ena oT message acknowledgment for each delivery to incluce CSN if
applicable.

Lnigque Message [centifier,

3. Routing inagicatcr ana cnannel number cf eacn cutput message.

(Vo)

3 M

rror summary fcor each message to inclucde cate ana time of the
essage.

i0. Format line tnree OSRI (if applicable).

11 Input LM

pair anc actual geslivery meaia 70r each message.

-

1¢. Message status taole.

13. Retrieval ana retransmission actions.
14. Security, TCC, TRC, ana SHD.

15. Message lengtn gata.

16. Statistical data (necessary to support requirements of paragraph
a3 e

17. filessage [gentification of all messages scrubbed hy the system, time
and reason.

18. Precedence.

19. Unsuccessful attempts by a subscrioer to input message traffic to
incluoge date and time of each oCcurrence and reason.

20. Processing time in system.
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4. System state, to incluce failure times, restart times.
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5. A recora cr all inout from anc output To the system cperator position ¢

1 system error conaitions or abnormal events afrtecting
ic processing to incluge gay ana time oT eacn.

. A recora of all automatic system actions taken that affect message traffic
! I1-S/A AMPE operation to incluge day ano time of each
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APE shall srovioe tne storage ang access tuncticns or tne ooD Manual
o-3030C. 38, Chapter 3, paragrapn 37(2)
3.2.1.0.2. . ReTersnce niriss

oG information on each message and eacn ssction of @ mulitisectionea

ge snall support system restart ana reloac, statistics requirements (See

), the trace of all actions raxen on S&Cn mEssace pProcessec, &nc ithe
T €5 T0r

=) =
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n 0T meSSage 7 )@ssage cata.

3.2.1.0.2 distery Data Intierrogation

The 1-S/A AMPE snall provicge the system operator tine means to interrogate
nistory aata (see Tables 3.2.1.6.3-1 and 3.2.1.6.3-2). Interrogaticn criteria
incluced in Table 3.2.1.6.3-3 shall pe accommodated.

Rl 1 7
e loe | el

ressace Searcn, Retrieval, Reacaressal ana Retfransmission

All Tiles and logs maintainea by the I-S/A AWPE sneall be accessible in
support of thne search ana retrieval runctions. Searcn is the process of
obtaining message oata from both online anc offline Tiles in order to
dgetermine wnich messages should be retrievea. Retrieval is the process of
obtaining messages from I[-S/A AMPE online ano orfline storage files.
Retrieved messages are then processea for readaressal anc/or retransmission.
The operator snall nave the capability to initiate or terminate search,
retrieval, reaadressal and retransmission operations

3.2.1.7.1 lessage Data Search

In general, the [-S/A AMPE shall support searches of the following types
and combinations of tne following types:

Bl Search by day and time.

b. Search by originating station routing incicator and station
serial number.

c. Search for data between two given points in time, defined by
Orainal date and time of day.

a. Searcn by unique message iagentirier.

e. Search by Channel Sequence Number (CSN).
G Search by precedence.
2k Searcn by classitication.

o Search

searcn

DY

=Y

0y

originator anu date-time-group {(DTG).

Uestination Routing Inaicator

0Sx ! ana SSN and File Time
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ingut cnannel ang input

i

Compliete copy of message &s received
to include UMI

Start of message ouput Tor each aadressee
caannel

“na of message acknowlecgement received
tor each output gelivery to inciluge
CuSH if applicable

Jccurrence ot each cancellation of an
output transmission to include reason

Delivery to intercept or overflow storage
Receipt from intercept or overflow storage
Final) end of message output
Error summary for each message

<ecord of retrieval action to include
output delivery data for each message

Unsuccessful attempt by a subscriber to
input message traffic to include reason
for each oCcurrence

Input and output message length for each
message processed

Information concerning message retransmit-
tea and recieved from an error correction
device

YES

YES
YES
YES
YES
WES

YES

YieS

NO
YES
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Teole 3.2.1.6.3-2 System Status Intformation to be Storec

System Configuration to include
status of peripnerals and channels

Recora of cnannel coing into or out
of service

Statistical data necessary to support
the requirements of 3.3.4.7

Message queue status

Alternate routing status

Overtlow and intercept file status
Journal files sufticient to support the
system restart ana reload requirements
of 3.3.8.2 ana 3.3.8.4

A record of all input from and output
to the system operator position

A record of all system error conditions
or abnormal events affecting message
traffic processing

A record of all automatic system actions
taken that affect message traffic flow
or overall AMPE operation

i€ OF
RECORUED

YES

NO

YES
YES
YES

YES

YES

TES

WS
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Volume of Intormaticn>

Tanle 3.2.1.6.2~-3 History Data Information Interrogation
Average~
Access Available witnin
Interrogaticn Criteria Time Access Time

Time of Recsipt (TOR) or 2all messages
received on @ given ciannel

TOR ¢of all messages receivea on a
given cnannel a specifric OSRI,

PLA, or LMF

TOR of all messages receivea on a
given channel following a
specified CSH, OSRI/OSSN or
PLA/UTG

Time of Transmission (TOT) of all
messages transmittea on a given
channel

JT or all messages transmitted on
a given channel with specified
agelivery RI, gelivery PLA, or LMF

of all messages transmitted on a
given channel (with a given LMF ir
applicable) following a specified
CSN, OSRI/OSSN or PLA/DTG

TOR or TOT of message with a specified
input COSN, OSRI/OSSN, PLA/DTG or UMI

All activity (input and output) on a
given channel between specifiea times

All system restarts, reloags or error
conditions between specified times

All input from or output to the system
operator between specified times

Information on messages scrubbed or
rejected by tne system or the
operator between specitied times

*(To be oeterminea)
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Table 3.2.1.7.1-1

Searcnes Proviced py tine [-S/A AFPE to the Operators

Search Ul prints all system restart entries and all monitor printer
printouts tnat are on the history riles.

Searcn 02 prints message information and time of receipt of all messages
received with a particular security classification cor preceocence.

Search 03 prints message information for all messages with tne specifieo
Unique Message loentifiers.

Search 04 prints message header and time of transmission of all messages
transmitted to a given channel.

Search 05 prints message heaoer and time of transmission of all messages
transmitted on a given oestination.

Search 06 prints message information ang time of receipt of all messages
with a particular security classification received on a given channel.

Search 07 prints message icentification of all messages purged by the
system on output.

Search 08 prints all message information that has been stored in a
specifiea area of the storage media.

Search 09 printé message identification of all messages purged by the
system due to a storage failure.

Search 10 prints message information and time of receipt of all messages
received with a given originating station routing indicator after a giver
time.

Search 11 prints message information and time of receipt ana time of
transmission of a Mode Il, Mode I optional Transmission Identifier line
users by channel sequence number an0 input channel number.

Search 12 prints message heager and time of transmission of all messages
transmitted to a given Moage II, Mode V or Mode I optional Transmission
Identifer line users, following a given channel sequence number.

Search 13 prints message identification of all messages received with a
given format line three originating station routing inaicator (OSRI)
after a given time.

Search 14 prints message header and time of transmission of all messages
transmitted on a given channel to a given destination.

Search 15 prints message information ana time of receipt of all messages
received on a given input channel, following a specified time.
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<. ORSI and OTG

1. OSRI ana DTG ana Unigue iMessage [aentirier

m. PLA ana 0UTG

n. CSN and time period

0. Content Inaicator Code

p. Uelivery Distribution Indicator (00I)

Each search nas the option of printing all the message information or
abbreviated, journal information only. The I-S/A AMPE shall perform all
searches specified in Table 3.2.1.7.1 upon operator initiation. Access times
are specifiea in 3.5.3.4. ZULU time shall be usea for message storage ana
retrieval operations.

3.2.1.7.2 Message Retrieval

Tne I-S/A AMPE snall support the retrieval of message parameters stored
on-line as specified in 3.2.1.7.1. Access times are specified in 3.5.3.4.
Tne I-S/A AMPE system or its operator shali be able to regquest message
retrieval. System requests shall be the result of service messaces. These
service requests for retrieval may be mace only by the originator or an
aodressee of the message to be retrieved. A retrieval reguest Trom a
subscriber shail be honored only if the subscriper is either the originator or
an acdressee of the message to be retrieveo and then only if the subscriber is
homea to that I-S/A AMPE.

It shall be possible to retrieve up to 10 messages with a single request.
The 1-S/A AMPE shall allow retrieval of messages which contain two sets of
originating station routing indicators, station serial numbers, and file times
oy either such set.Channel Designator (CD), Channel Sequence Number, or unique
Message Identifier.

3.2.1.7.3 Message Reaadressal

The I-S/A AMPE shall provide a message reaodressal function defined as
those actions necessary to cause a message to have a new set of aodresses
assigned which differ from the original set. Readoressal shall be capable of
peing initiated by a request entered {(by message originator or original
addressee) at the service position or by use of a DD Form 173. The 00 173
message form shall be accommodated by the I[-S/A AMPE for the preparation,
release, and input of readaressal requests. The form will be identical to
that for a message origination except the text portion shall be replaced with
the identification of the message to be readdressed. ¥esSsage readdressal
snall also be accomplished via operator entries via VDT. Readdressals shall
be accomplished in accordance with JANAP 128, ACP 127 and 00l 103.

A1l messages for which new addressees are so insertea shall be routed to

tne service position for final review and editing of the header. The service
position shall be prohibited from editing the text of any messages. The

3-60



T
Tt )
a2 .

e

———r

. e -
“ Ty

reaccressed messace snall then De routed througn tne I-S/A AMPE as ir it were
[~

a new message, with security cnecks, internal aistripution, and comeback
copi=s inclucec 35 appropriate IT the message Tails to pass input messcca
nrcecessing (see 3.2.1.2) the reguestor shall be notified.

b} N 2 W9 (X1 > s
3.2.1.7.4  Messa

2 Retransmission

0

Retransmis
-S/A AFPE sha
wssage reques

automatically accomplish retransnsiission when a service
retransinission anu tne tollowing conoitions are met:

—

sion is the resenaing of a message previgusly transmittec. Tne
il
s

23

a. The retransmission reguest service message is originateo by the
originator or an original adoressee of the requestea message.

b. The retransmission request is for 10 or less messages.

c. The service message 1oentifies the messages to be retransmitteo
by: the originating station routing inaicator, station serial number ana rile
time; cnannel designator and cnannel sequence number; Date Time Group; or
Lnigue ressage [dentirier.

a. The reguestec messages are contained on the on-line message
storage tile.

e. Tne requested message has not been previously retransmitteo a
certain pregefined number of times, set by the [-S/A AMPE console operatcr.

Tne retransmission capability snall allow the I-S/A AMPE operator to perform
retransmission of multiple messages pased on the message retrieval capability
of FRD 3.2.1.7.2.

It any of the above conditions are not satisfied, then the request shall
be sent to the I-S/A AMPE operator for resolution. The I-S/A AMPE operator
shall nave capability to overrige conditions b through e. The requestor shall
pe notified it the retransmission cannot be accomplisned. Retransmission
restrictions are specified in 3.2.1.5.8.2. All retransmitted messages shall
ingicate that the message is a retransmission in accordance with the
procedures in JANAP 128, ACP 127 or DOI 103 as appropriate.

3.2.1.8 Automatic Formatting, Paging and Sectioning

The 1-S/A AMPE shall format messages to include paging (assigning
sequential page numbers) ano sectioning (scanning the message for length and
appending logical segments based on the analysis) of originated messages
accoraing to JANAP 128 and DOI-103 for each user requiring such. Each
subscriber shall be classmarked at initialization.

3.2.2 Message Eaiting and Preparation Service (MEPS)

The FMS of the [-S/A AMPE shall provide automatic assistance to operators
in the process of message entry. This capability includes automatic

3-61



supervision of message preparation, message mask call-up rrom remote
terminals, and eoiting capabilities. MEPS snall be available to all users wnio
a0 not deal solely in rully rormatied JANAP 128, ACP 127, DOI-103 ana L0I-103
Special messages. For terminal supscripbers tne transactions snall be in
messages, vice cnaracters or lines. For local terminals (tnose colocateo witn
tne 1-S/A AMPE) tne eciting capability shall permit the subscricers to make
corrections ana cnanges to nis message both curing anad after entry but prior
to release. Egiting shall include insertion, deletion, ano replacement cf
cnaracter(s), woro(s), ana line(s). ™EPS also incluoes conversion trom 00 173
nessage form to JANAP 128 and DOI 103 tormat ane PLA to RI assignment.

3.2.2.1 Automatic Supervision of Message Preparation

Tne 1-S/A AMPE shall have the capability to automatically guioe the
message writer through the process of entering a message into the [-S/A AMPE
tnrough tne use ot leading questions (e.g., format desired, security
classification desirea, aocresses gesirea, examples of possible responses,
menus, alternative replies ano prompters, cammunity, DSSCS or GENSER, as a
minimum), Diagnostic messages in language easily uncerstood by
noncommunications oriented personnel shall be sent to the originators
automatically wnen an error is made ouring the entry process.

3.2.2.2 iMessage Preparation iMasks

A mask is an outlined message or ftorm with variable fielas left plank on
the VDT, to be rilleo out by the user. The I-S/A AMPE shall proviage a
stanocard mas< (DD 173 form) for general message preparation, a CRITIC mask,
ang certain canned formats (operational ang oeployment orgers, services
messages ana emergency action messages) for specialized usage. Tne [-S/A AMPE
snall have masks tor the Standaro iiessage Form (DD173) in accordance with
ACP-121 anc the CRITIC masks in accoragance with D0I-103. The 1-S/A AWMPE shall
make provision for 18 other masks to be prescribea by the users. These masks
snall be able to be entered or changed by the local I-S/A AMPE operator. A
page of a preformatted message shall be displayed on the screen within five
seconds of the user request for the message mask. When a mask is aisplayed,
the user snall nave the capability to enter variable information (some fields
will have detault values, for routine precegence, while others must nave valio
data, e.g., from/to info.), create and edit text material, and release the
message. Controls snall be exercised to restrict a private library of masks
from being received by the general community (i.e., masks for CRITIC messages
woula only be permitted at designated I-S/A AMPEs).

3.2.2.3 Message tditing and Review

Tne 1-S/A AMPE subscriber shall be able to edit messages during entry and
after entry but prior to release by inserting, cgeleting, and/or replacing
characters, words anag/or lines.
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o 3.2.2.3.1 Line Editing
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N Tarough euiting, the message writer shall nave tne capability to insert
'i new lines, g2iete existing lines, or replace any speciriea line witn a new
e 1ine tnen entereo.

- (

b - 3.2.2.3.2 Character and woro Eaiting
P -
..

: Tne I-S/n AMPE eaiting capabilities snall allow character or word
geletions, replacements ano inseértions in a line tnat nas been icentified for
eciting, or in the last line just enterea if eaiting is being ccne curing
message entry.

3.2.2.3.3 Copy Review

Tne I-S/A AMPE shall provide a review Copy Of the message in either a
naracopy format, or as an editea display at tne VOT. With the display
feature, tne I[-S/A AMPE shall nave tne capability to scroll the message eitner
Torward or backward to aio the prootreager.
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3.2.2.4 Format Conversion and PLA to RI Assignment

Tne MEPS snhall perform all actions requirea to transform messages not
reaay Tor transmission (e.g., messages reaa from DD Form 173/3) to either
JANAP 128 Tormattea wessages for GENSER users or 001 103 rormatteag messaces
for DSSCS users, suitaole for transmission via the FMS. In adaition to
properly organizing tne message, FMS shall ensure that preceaence LHF,
classification, CIC, OSRI, OSSNk, TOF, security sentinal, reaundant
ciassification, start of routing, RI(s) anc the enc of routing, as well 2s all
otner requirea format lines are properiy incluged. This shall reguire & PLA
to RI assignment (see 3.2.1.2.2.9).

3.2.3 Service Managenent

At I0C the I-S/A AMPE shall provice management of FMS witn its MEPS,
conrol of subscriber connections and the VCS connecticon to the DON. The I-S/A
~MPE snall proviage the variety of subscribers termination modes listea in
paragrapn 4.2.2.2 of tne ICD. At IOC the [-S/A AMPE shall provide and manage
the following subset of the Data Flow Paths of paragraph 3.1.5.3.1:

o0 Local terminal subscriber to local FMS (3.1.5.3.1.1).
0 Local FiiS to distant FMS via the OGON (3.1.5.3.1.4).

3.2.3.1 Terminal to FMS Connection

The 1-S/A AMPE shall provide fixea connection depending on prestored
classmarks for each terminal egither to FMS directly or to FMS via MEPS. The
agirect FMS connection is to be used by terminals transmitting Modified ACP
126, ACP 127, JANAP 128, Navy's Abbreviated SI, DOI 103 or DUI 103 Special
fully formatted messages. The MEPS connection is to be used by terminals
transmitting DD 173, NSA's Abbreviated SI, or other less than fully formatted
traffic. Note the Modified ACP 126 ana Navy's Abbreciated SI formats both
require PLA to RI assignment, a MEPS function.

3.2.3.2 Local FMS to Distant FMS

At I0C the I-S/A AMPE shall provide and manage a VCS capability to
interconnect the FMS modules of the various I-S/A AMPEs. Note that the I-S/A
AMPE is to be a host user of the DDON. In addition to the VCS protocols TCP
and IP (see ICD, 4.2.4 and 4.2.5) a new protocol FMP (ICD 4.2.56.2) is required
which is the interfacing protocol between the routines of FMS and those of TCP.

3.2.3.3 Management Flexibility

The I-S/A AMPE design shall accomodate a robust Service Management
Function controlling all the 3.1.5.3.3.1 data flow paths ana multiple
services, see P31, paragraph 3.12.
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3.3 System Centrol

3.3.1 Syvstem Control Concept

Wwithin the DCS, system control is the function whereby communications
assets are used to maintain and restore maximum system per formance under
changing traffic conditions, natural or manmade stresses, disturbances, and
equipment disruptions. Basic aspects of system control include (l) timely
acquisition of system per formance data, facility and traffic load status, an
service gquality indications; (2) rapid analysis, processing, and display of
information; (3) decision-making and control execution; and (4) support of
longer range system management and engineering.

The Integrated AUTCDIN System (IAS), as a subsystem of the DCS is requir
to include control functions as part of its design and implementation. That
design and implementation must also consider the interaction of the IAS with
other DCS elements.

The I1-S/A AMPEs and the DDN are sub-elements of the IAS. The I-S/A AMPE
can be viewed as a number of subscriber hosts, each with multiple terminals,
interconnected via a backbone packet switched network (DDN). The DDN consis
of approximately 175 Packet Switching Nodes (PSNs). Each PSN will be
programmed to examine itself and its environment periodically and to report
the results of these examinations to a processor designated as the System
Monitoring Center (SMC), also referred to as a BLACK Monitoring Center. The
term Monitoring Center (MC) will be used to refer to that functional portion
of the control process responsible for the I-S/A AMPE subnetwork.

Each host subscriber to the DDN will operate at its own specified system
high security level (the design allows for subnetworks consisting only of a
specific compartment). Separation of each subnetwork is provided by the use
of End-to-End Encryption (E3). There will, therefore, be at least one E3
cryptographic key for each different subnetwork. The E3, in effect,
prevents anyone not included in the subnetwork from communicating with the
host behind the E3 device, including the SMC. This security separation
protection leads to the requirement for separate I-S/A AMPE MC functions.
These MC functions may be viewed, like the SMC, as a processor attached via
host interface to a PSN, however, final design may dictate another approach.
The MC, supporting the I-S/A AMPE subnetwork, will be behind an E3 device
with appropr iate key variable(s). This will allow the MC function to
communicate with each I-S/A AMPE. The concept for control of the I-S/A AMPE
subnetwork can be summarized as follows:

Each I-S/A AMPE will be responsible for monitoring itself and its environmer
(including its associated terminals) and per iodically reporting the results
the MC function. Each I-S/A AMPE will also broadcast certain control and
status messages to the DCA Operations Center (DCAOC) and all other I-S/A AM]
in the subnetwork to advise them of various traffic controls such as
temporar ily inhibiting other I1-S/A AMPEs from transmitting low precedence
traffic to it. 1In effect, two levels of network control will exist, both
under the overall control of the DCAOC. One level within the backbone is t
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respensibility of the DDN. The second level is within the I-S/A AMPE
subnetwork and will e the subject of discussion in the remainder of this
section.

It is important to note that the terms SMC and MC refer to the hardware and
software type functions to be used in an integrated control process that
supports the overall system control function of the IAS. Although the SMC ar
MC functions/computers are important components of the network, their
operation must not be ecsential to either the DDN backbone or to the I-S/3
AMPE subnetwork.

3.3.1.1 S/stem Control Evolution

The I-S/A AMPEs in conjunction with the DDN will provide the capability t
phase out the AUTODIN Switching Centers (ASCs) currently serving Formal
Message Service (FMS) subscribers. 1Initially, the I-§/A AMPE will connect tc
both ASCs and PSNs. During +this initial stage, the present AUTCDIN control
centers will be responsible for the total combined ASC and I~S/A AMPE
subnetwork, with the I-S/A AMPE MC pro: iding necessary monitoring and control
functions for the 1-S/A AMPE subnetwor!'. As subscribers are rehomed to 1-S/:
AMPEs and the I-S/A AMPES are interconnected via DDN, the ASCs will be phasec
out. During all phases of the transition, coordination and cooperation with
the DON SMC will be required.

3.3.1.2 cConnectivity Requirement for System Control

Each I-S/A AMPE will use DDN service for its primary system control
communications. 1In addition, the system control design will allow for the us
of dial up service for backup system control ccmmunications to send and
receive system control data and directives. All system control data
transmissions will be encrypted and have authentication policies and
safeguards to prevent malicious or accidental modifications. Further, I-S/A
AMPE operators will be provided with dial up voice service.

3.3.2 Subnetwork Management and Control

Monitoring Center functional interfaces will be extended to the
geographically separated AUTODIN Control and Operations Centers (ACOC). In
this way, network management and control will be supported by the Monitoring
Center function. Control and operations centers in the CONUS will be backed
up by subordinate regional monitoring centers located in the Pacific and
Europe.

3.3.2.1 Integrated AUTODIN System Control Process

The Integrated AUTODIN System control process will utilize elements for
the AUTOUIN, DDN, and I-S/A AMPE; and will include the hardware, software,
personnel and procedures necessary to Perform the assigned €unctions. The
I-S/A AMPE MC functions which will take control inputs from each I-S/A AMPE
and campile, store, and present information. The information will be used £
developing responses to routing problems, unanticipated subnetwork problems,
long-term planning for network configuration management, and billing.
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3.3.2.1.1 Crisis ilanagenent

A major rtunction of the MC will bDe to support the management of crises cr
centingency congitions. Tnis «i111 be eccemplisned by proviaing the MC
tunction associatea with the I[-S/A AMPEs the capability to selectively apply
control measures betore the subnetwork capability is unacceptaply degracea.
However, as discussed earlier, the ability must be proviaed to continue
expegitious networn control uncer wartime conditions, witnout an operational
WC. The [-S/A AMPE operator, or the #C, will be able to provice destination
code cancellation, or to block access by selected users Or precedence levels.,
Adequate authentication and veritication procecures must be provicea to
preclude citner inadvertent or malicious gisruptions to the operation of the
subnetwork.

3.3.2.1.2 Network Modification Control

The I-S/A AMPE operator will review network moaification control changes
prior to implementation in order to ensure that improper changes cannot be
mage as a result of accicental access, cdeliberate attempt, or communications
failure., (Tne MC will e capable of directing and controlling the
implementation of [-S/A AMPE software changes and routing table updates.
These changes will be transmitteo tc the I-S/A AMPE via secure means and
subject to a verification process.)

3.3.3 Configuration Monitoring ang Control

Configuration monitoring and control is concerned with maintaining current
recoras oT the network access ana connectivity to the backbone. Each I-S/A
AMPE shall maintain status information on its connectea user locations and
transmission links, and temporary records of reroutes ana subseguent restorals
up to the point of connection to tne backbone. The MC function will maintain
recoras of all connectea users and their locations, servicing I-S/A AMPE, anag
user characteristics. The I-S/A AMPE shall automatically (as an operator
selectable option) transmit to the ACOC ana DCAOC changes of this information.

3.3.3.1 Activations/Deactivations of Subscribers and Transmission Links

The 1-S/A AMPE operator shall be provided tne capabilities to cooradinate
anu implement the activation and deactivation of subscribers and supporting
transmission links. In aaaition, each I-S/A AMPE operator shall be provided
the capability to review and either accept or reject updates in routing. In
the event the MC function is disabled the I-S/A AMPE shall have the capability
to broadcast the update information to all other I-S/A AMPEs.

3.3.3.2 Subscriber ana OUDN Access Line Reroute and Restoral

Each [-S/A AMPE shall support the reroute and restoral of failed
subscriber lines, ASC access lines, ana the I-S/A AMPE's DDN access lines.
This capability shall be provioed as part or the I-S/A AMPE's Fault Isolation
and Correction (FI&C) function. (See Section 3.3.6) All circuit reroutes and
subsequent restorals shall be monitorea and automatically reported to the MC.
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.3.3 Networx Configuration Engineering

Lse tne latast network configuration anc resource aveilaoility cata together
. with nistorical informetion concerning line, trunk and equipment utilization
anag pertormance monitoring measurements to plan ana maximize tne [-S/A AMPE
sub-network pertormance. This information will reside in the MC to be usea
tor configuration engineering purposes. The I-S/A AMPE role in performanca of
this tunction snaii be to automatically provide the inreormation requirec by
tne »C, and to respond LO glrectives or requests for adcitional cata as
specified in Section 3.3.4.

Fﬂi The contiguration engineering function of tne [-S/A AMPE subnetwork will
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3.3.4 Trartic Flow ana Routing Control

Ter
s
T

s

The DDN backbone proviages for flow control, and dynamic routing to nosts
(I-S/A AMPE) connectea to the backbone. The I-S/A AMPE (and associated MC)

- shall provide traffic flow and routing control for indiviaual [-S/A AMPEs and
gnf their terminal elements. Tne I-S/A AMPE shall be capaple of supporting these
(:. control capapilities, and the MC wiil have the capability to proviae

b agirectives to the [-S/A AMPE.

k‘-'.n

i 3.3.4.1 Traffic Flow Control

L.

?;: The [-S/A AMPE shall provide flow control mechanisms, specified below, to
-~ permit the [-S/A AMPE operator to alleviate problems associated with traffic
p“ congestion at inaividual I-S/A AMPEs. Congestion can resuit from failed

- haraware or software modules, error prone transmission cnannels, insufficient

storage resources, or unusual surges in incoming message trartic. Flow
control shall be implementea witnout denying subscribers access to the Formal
Message Service. Tne I-S/A AMPE shall provide the following controls:

a. A traffic intercept control to direct messages -- up through
[mmediate -- to a mass storage device upon direction from the [-S/A AMPE
operator. Cnce implemented, traffic intercept shall remain in effect until
cancelled by tne operator. The effect of intercept is to temporarily remove
traffic from the I-S/A AMPE. Intercept would normally be employed in the
event of a subscriber line ocutage or high traffic volumes destined for
subscribers.

HF An automatic dial-up capability to obtain a temporary path to a
terminal, an ASC, or another I-S/A AMPE shall be provided. This has the
effect of enhancing network availability and will be used in the event of a
circuit failure or for relief of high volume to a specific circuit. This
control shall be under operator control. Automatea dial-up capability shall
be provided such that no operator invoivement is required beyond initiation,
or approval, of the dial-up. Any dial-up connection so obtained shall be the
operational eguivalent of a permanent connection.

Gra The capability to automatically generate reports of congestion,
intercept status, ana gueue status and transmit these reports to the MC shall
pe provided.
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6. Tne capability to issue ana respond to I-S/A AMPE congestion
control commanas to temporarily innibit other [-S/A ANPEs from attempting to
transmit lower tnan FLASH precedence tratfic to the [-S/A AMPE. The
congestion contrul commands shall be automatically implemented. For control
in ¢rises eacn I-S/A AMPE snall automatically commana otner I[-S/A AMPES to
cease sending traffic to user terminals connectec to the commanding [-S/A AMPE
which nave terminated operations. The I-S/A AMPE operator shall have the
capability to overrige tnese commands and shall have the capability to
impleméent the control.

3.3.4.2 Routing Control

Tne I-S/A AMPE snall proviage routing control capabilities to responcd to
line and subscriber outages or relocation of a supbscriber. The [-S/A AMPE
which implements a routing control snall notify the MC of the action.
Prcvision shall be mace to permit all appropriate routing tables or cata bases
at PShs and otner I-S/A AMPEs to be notified by an operater of routing
controls, without the aio of tne MC. Different types of routing actions shall

. pe proviaed and the control shall incluce as a minimum:
: a. A control to automatically, or upon operator cemand, route
(| messages to precerined alternate acoresses (terminals). This control shall be

-
?. implemented automatically in the event of a subscriber line or terminal

I failure or serigus impairment. The capablility shall be provicea to permit

e the operator to specify (as the parameters which initiate the automatic

B - control): (1) A degree of circuit impairment, and; (2) A time period ‘
- (operator seiectable from zero to 30 minutes) curing which this impairment |
exists. In accition, the I-S/A AMPE snall be capable of storing an alternate

acddress for eacn subscriber.

b. A subscriber line routing control to transfer messages to the
alternate path of gual-homed subscribers upon operator commana. This control
woulc be employed in the event of subscriber line failure. The primary
serving [-S/A AMPE shall send the routing change to the MC.

c. An alternate routing control in the event of a destination [-S/A
AMPE or user failure/relocation. In the case of failure of a gestination
[-S/A AMPE or user, the source [-S/A AMPE shall be capablie of utilizing
“prestored” routing taple updates. These tables shall be capablie of being
electrically transmitted utilizing the MC function. Such transmission will be
encrypted and will have authentication policies and safeguaras to prevent
malicious or accidental mocifications of routing tables. Each I[-S/A AMPE
shall, upon operator command, be capaole of redirecting all traffic originally
destined to the failed [-S/A AMPE or user to a specified alternative.

3.3.5 Status Monitoring anc Performance Assessment

Status monitoring and performance assessment provides data on tne [-S/A
AWMPE, subscribers, transmission media, and network to dvetermine the status of
the system as it is currently operating and the performance over an extended
b period of time.
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.3.9.1 Status Monitoring

o

ne [-S/A AMPE subnetwork is composed of individual facilities where
improper operation mey cause network disruptions. Improper operetion results
in two categories: impaired operation, in which the sub-network or element is
capable of operation but not within its rated operational paraneters; &nd an
outage, in which the sub-network or element is not operatle. Status
monitoring is intenceo to cetect sucn conditions ana, in acciticn, provice
information on the cperational status of recuncant equipment. Change oOf
status events shall be reported immediately to the I-S/A AMPE operator. The
capapiiity snail pe proviced to nave tnese reports automatically forwarcecd o
tne MC.

3.3.5.1.1 [I-S/A AMPE Status Monitoring

3.3.5.1.1.1 Impairment/Qutage Conoition

The status monitoring function shall provioe the capability to iocentify
«anen the [-S/A AMPE is in an impairea or outage conoiticn. [-S/A AMPE status
snall be considered to be impaireo when the I-S/A AMPE fails to serve all
connected subscribers, is not capable of maintaining its ratea tnrougnput, cor
cannot provide all services. Tne impairment monitoring ana reporting shall be
caseo on a setable tnresholo, acjustable over the range from 70 to 1C0
percent. The I-S/A AMPE shall be in an outage concition when it cannot pass
traffic.

3.3.5.1.1.2 Equipment Status

The status monitoring function shall provide the capapility to identify
outages in I-S/A AMPE equipments. Examples of typical equipment items for
wnich status 1s requireo are: Processing Units, Memory, Disk, Console, 1/0
Devices, and Scanners.

3.3.5.1.1.3 Hazardous Condition

Tne status monitoring function shall provide the capability to identify
hazardous operating conditions. A hazaraous operating conoition exists wnen
an I-S/A AMPE equipment tailure occurs and any further failure of this type of
equipment will result in I-S/A AMPE failure or impairment.

3.3.5.1.2 Subscriber ano OON Access Line [mpairment ana Qutage

i The status monitoring ftunction shall provioe the capability to detect when
I subscriber and access lines are in an impaireo or outage conoition. A
i subscriber or access line is defineo as the transmission meoia ano all line

° naroware associated with it, (e.g., cryptographic equipment anc mooems). A
subscriber or access line shall be considered impaired when it fails to

[ operate at rated speed ano/or ratea error rate. The subscriber or access line
I is considered out of service when it is incapable of passing any traffic.
-
s
.
b .-
-
E .
- 3-71
b

T
l" _’.l‘
'__. s

r.
r
P

.. . . . . " ol 5 .

.

e
2
a
.

» - o W o Sae G . o L R 1 i o>, . ]
B 0 B LS LU AT SN G L LR eIV O P S P T EI RGN LT RE G S LI O LT P OBt uIePer o De el LTt e ge w9t




WYY T W TR T

YTy o
T e S oW g R
= e R N, e e~ g

3.3.5.1.3 cZauipment Status

T

Tne status monitoring runcticn snall provice ine capability for the ]-S/A
AviPE to icentify outages in the subscriber 2na access line eguipment.
Examples cor typical equipment items tor which Status is requirea are:
cryptographic equipment ana mocems.

3.3.5.1.4 Subnetwork Status

The MC will continucusly monitor subnetwor< status from & combinaticn of
operator ang automatically generéted reports ircm the I-S/A AMPE operater to
the MC. Tne sub-network status reports will inciuge [-S/A AMPE anc subscriber
outage or impairment status, congestion reports, trarric alternate routes in
erfect ana aetectea sub-network error condgitions.

2.3.5.2 Performance Assessment

Tne I-S/A AMPE shall provide a capability to assess its performance ana
tnat of all cunnectea lines. The [-S/A AMPE shali oce capable of reporting
substangard performance cnaracteristics to the lccal operator and to the “C.
This snall oe accomplished in real time on an exception basis, i.e.. when
thresholas are exceeced. The tnresholas snall be setable for each channel anc
parameter. Upcn request from the operator or tne MC, inaiviaual parameters aor
predetermined groups of parameters, snall be reported.

3.3.5.3 Traffic Header Statistics

The I-S/A AMPE shall be capable cr proviaing a complete record of traffic
activity from its nistory recoras. Tiis capability sinall not interrere witn
the throughput capability of tne on-line [-S/A AMPE. This capability shall be
available to produce, within a two qay time periog from request, an extract of
any 24 nour period of history files. This capability shall not have a
significant impact upon the workload of the I-S/A AMPE personnel (i.e.,
require no more than five minutes of any one hour period degicated to
accomplishing this task). The traffic statistics to be extractea snall be
modeled after the ASCs Header &xtract Program, the contents of which are shown
on Table 3.3.5.3. This extracted information shall oe transmittea to the MC
for further processing.

3.3.5.3.1 Traffic Statistics Processing

A traffic statistical program package shall be develcped and contain all
the applicable data presently contained in tne OCS Switch Profile, Record
Communications Report (see Section 40.0). These programs will be run on the
processors at the MC. The traffic statistical package will, in adgition to

t ° the above, satisfy the requirements outlined in 3.3.5.3.1.1 through 3.3.5.3.3.
R
E 3.3.5.3.1.1 Total Traffic Volume
E%} Data on subscriber access lines are received and transmitted in units of
ﬁ_' messages, line blocks, or cnaracters. This data snall be listea and shall
‘e include the total number of incoming and outgoing gata units for each
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subscriber line oty R or Y community ancg for DCN access line(s). DDN access
iine units snall be packets and the total number of bits transmittea ang
receivea. The statistical program package snall recorc the numper of messages
anc lineblocks tnat are received and transmittea over a speciriea time perioca,
oroken out by cnannel, classirication, preceagence, language ana meaia format,
format or media conversions, PLA/RI/LA conversion or any combination of these

preakouts.

3.3.5.3.1.2 Busy Period Traific Volume

Tne statistical program package shall cetermine each [-S/A AFWPE's busy
hour Dased on the trarric sent ana receivea by its subscrivers. [t snall
include the peak volumes for eacn trunk and subscriber access line ana busy
nour total for each aestination [-S/A AMPE. Totals shall incluce traffic on
queue for output delivery and on intercept and overflow storage as appropriate.

3.3.5.3.1.3 MNultiple Aadaressing Factor

The average multiple adaressing factor for any predefined message category
or compination of categories (gefined in Section 3.3.5.3.1.1) shall pe
computed for each I-S/A AMPE or group of I-S/A AMPE's for eny time period
specified up to 24 hours.

3.3.5.3.2 Speed of Service Data

Speed of service (SOS) data shall be computed for eacn message delivery
and included in a report for each precedence level. SOS is cefinea as the
time at which a message starts intc a I-S/A AMPE until the time of delivery at
the destination [-S/A AMPE. The time frame covered by the report shall be
specified by the operator. The mean SOS shall be reportea for each [-S/A AMPE
pair by precedence. The messages that nad the maximum SJS ana the minimum S0S
shall be listed. The Header Extract Records for these messages snall also be
reported.

3.3.5.3.2.1 Network Delay

Tne MC is to report the same data for Network Delay thet is reportea for
S0S. Network Delay is defined as the elapsed time between an EOM received at
an [-S/A AMPE until the message is queuea for output at the destination I-S/A
AMPE.

3.3.5.3.2.2 S0S & Network Delay Matrix

Tne MC will report for any specified time period, up to 24 hours, both the
mean SOS and the mean Network Uelay experienced between each I-S/A AMPE pair
by precedence.

£

e 3.3.5.3.3 kMessage Length
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The average message lengtn, by precedence, of all Formal Message Service
(FMS) traffic during the 24 hour sample shall be determined.
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. 8-14
L
-
. ¢ 15-18
i 19-21
& 22-28
E (]
t, 29-35
.- 36243
r’ 43-47
0y 48-54
oG

% 55=59

Table 3.3.5.3.

Header Extract Record Format

DESCRIPTION

Message Pprecedence

Input Language Media
Format

Output Language Media
Format

Message Security

Originating Switch
Designator

Blank
Input Channel Type

Originating Station
Routing Indicator

Originating Station
Serial Number

Message Length

Time of File

Time of Transmission
Start of Message In
End of Message In

Start of Message CQut

End of Message Out

<
=
]

NORMAL CONTENTS

4
[ W
Flash

Operational Immediate
= Priority

Routine

it

CRITIC

e Blie BN @I &}
nn

Teletype = A, F, G, Q, R, or T
Data Pattern = C or S
Mag Tape = B, D, or 1I

Same as character position 2

,
=
]

Special

= Top Secret

= Secret

= Cconfidential
Restricted

= EFTO

= Unclassified

CmowO n3
]

ASC Entry Switch

See AMIE Tributary Listing

Numer ic value, zeros for test messages

Length in line blocks

Ordinal date and time received from
originator

Date and time of entry into AUTODIN

These fields give start and stop times
of message processing

Emergency Command Precedence,

B T O T A B T T D ..Y_.,.._-:"-v"-T

]
]




CHARACTER
POSITION

60-561

72-74

75

76-78
79

80

Table 3.3.5.3.

Header Extract Record Format for ASCs

DESCRIPTION

Routing Indicator
Count

Destination Routing
Indicator

Input Channel Number
Destination Number

Reporting Switch
Designator

Cutput Channel Number
Output Channel Type

Ccontent Indicator

NORMAL CONTENTS

If more than one destination is pro-
cessed by a single transaction, there
is one record for each destination
and this field is numbered
consecutively from 0l to n.

See AMIE Tributary Listing

Numeric or codes, SVM, ICI or IMI
ASCs code for destination

Designator for switch making the
transaction.

Numeric, ICO, or IMO

Type of transaction
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3.3.5.3.4 [-S/A ANMPE Loau and Througnput Data

k!

Loac cata sh be gatherea on a regular and as requirea basis (regular
interval to be 30 ]isiie¢ by operator conscie commend). Gccurrencss of
establisned taresholas pbeing exceeded shall be rorwarged to tne HC. The
purpose of tnis data is to pruviae real-time statistics on tne utilization of
the [-S/A AMPE resources and to surtace tnroughput proolems as tney occur.
Tnis data shall be reported to tne operator anc the MC. The peax 15 second
period in eacn nour, amount of tratric througnput in 2ach hour, anc tne
average tarcugnput per nour, shall be reported wnen requested by the C.

[

(V2R oY)
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83—

3.3.5.2.5 Access Line Backlog Data

Access line backlog thresholas shall be adjustable ana shall be determined
baseo on an analysis of network performances ana operational proceaures. Wwhen
the traffic threshola for a line is exceeded, tne operator snall receive
notification messages which include number of messages, volume, ana time of
occurrence. This data shall oe accessiple to the operator by line,
prececence, and Language Meaia Format (LMF).

3.3.6 Reoorting

3.3.0.1 DCAC 310-55-1 Reporting

The I-S/A AMPE is to be agesignated as a DCS Reporting Station as defined
in DCAC 310-55-1, Status Reporting for the Defense Communications System. In
this capacity, the [-S/A AMPE subnetwork, equipment, trunk and subscriber
outages shall be reporteda to DCA in accordance witn DCAC 310-55-1. This
reporting by the I-S/A AMPE shall be automated. Report preparation shall be
computer assisted to minimize operator workload and participation in all but
the decision making process.

3.3.6.2 MC Reporting

Tne I-S/A AMPE snall transfer performance assessment and status data to
the MC for system control, billing, and planning purposes. This data shall be
reported real time, at operator specified periods and on request depending on
the nature of the data. For example, real-time reporting would be associatea
with threshold violations. Periodic reports would be the transfer of
statistical cata at regular time intervals, depenaing on the collection method
ana information requirements. On request reporting shall be proviced to
accommodate MC special requests for aaditional information or transfer of
statistical data on a real-time rather than a periodic basis for purposes of
operational direction and control under crisis conditions. The I-S/A AMPE

LRy

LS

b ok s 6 o]

. shall notify the MC of changes in status of the access lines ana I-S/A AMPE
t! major equipments.
2
b 3.3.6.3 Subscriper Reporting
ﬁl The [-S/A AMPE snall be responsible for reporting subscriber status to the
s MC. Subscriber utilization aata shall be collected continuously and forwarded
,g by statistical report message daily to the MC. The data, based on all message
= deliveries for each
DJ."
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racio day \Radgay) ano sorteud by Originating Station Routing Inoicator (USRI),
shall incluce: reporting I-S/A AMPE, originating I-S/A ARPE, total numcer of
messaces, total numder or lineblocks, total number of nigh prececence
iessages, total nunber of nign preceaence lineblocks. Multiple celiveries of
tne same nessage shall be countea once tor each aelivery.

Subscribers will provioe reports to the connected I-S/A AMPE on outages
and changes in equipment status which affect the transmission of message
Lrarric to or from tne I-S/a AMPE. The 1-S/A AMPE shall forwarc these regorts

Eoa by
v L il e

3.3.0.4 DCS Message Quality Control Date

Tne I-S/A AMPE shall record and report statistics on messages rejecteo for
specified reason codes and other Oata necessary to implement the DCS Message
Quality Control Program as prescribed by ACP 121 US Supp-1. It shall also be
responsicle for generating Cocmmunication Improvement i«emoranca (CIMs) to
subscricers for rejected messages.

3.3.7 Fault Isolation and Correction (FI&C)

An integral part of each I-S/A AMPE tacility snall pe a FI&C Capebility
(FICC) to monitor, test, ana substitute circuits or equipments connected to
the I-S/A AMPE. The FICC shall incluae:

a. A circuit configuration data base containing the circuit
identification number ano igentifying tne various components comprising the
circuit.

0. Circuit quality monitor and alarm inoication of circuit
ocegracation or outage.

C. Rapid, remote access to circuit segments for loopback ana
testing.

d. Automatic fault isolation using loopback, remote test equipment
and software routines.

e. Semi-automated switching for replacing defective equipment or
circuits.

The goal of the FICC is to create an environment which will maximize
circuit and access trunk reliability, quality ano speeo of restoratiocn while
minimizing personnel requirements. The I-S/A AMPE FICC function shall provide
both automated and manual operaticons on all circuits connected to the 1-S/A

MPE. A1l security requirenents shall be maintaineo during these operations.
The operator will be proviced 4-wire AUTOVUN access anG otner switcheo voice
networks as appropriate to establish coordination with other I-S/A ANPEs,
PSNs, ASCs, ubscribers, and the MC as required.

3.3.7.1 Circuit Configuration Data Base

The circuit configuration data base shall be accessible from the I-S/A

3-77

- . e

b - - . . ~
- - - i * . .~ - . ¢ e - . Se m ‘e . M .
PRI US O, PR TR IR S R e BN T UL BT USSR SUEUE EUTUPUE I Sl A Pl o TR B0 UM . S DO T LS RS SPCT e )



Ve Uik
1 | S

<

.
]
0
.

A GRS Sa o
Oucl) -

ey
.

g v
-"
s
)

¥
’

Y
Y -~ |

B =
e

M N N Y N T T T A RS R b i B Gt e i b e o i i s
S A O S i i Ahde i e 2 n

-

rator console ana shall cepict tne terminal to [-S/A AMPE circuit
tion incluging igentification of: the subscriocer, critical

S, ¢acn major equipment 1tem in the circuit, and test points or
ngints in tne circuit. The purpose Or the circuit contiguration cata
is to proviace a reagy reference ior the operater in performing Tault
gtion ana in airecting repair activities. Spare assets shall also be
cribec in tihe gata base.

3.3.7.2 Circuit Quality Monitor

Tacn circuit snail 2e providea witn both local ana remote monitorin
capanility to cetect aoncrmal conaitions anu equipment alarms. Each
malfuncticn snall be aisplayec at the operator console ana snall igentify the
conaition by circuit number. Greater cetail regarding the status of the
equipment in the malfunctioning circuit shall be displayed upon request by the
operator.

3.3.7.3 Remote Access to Circuit Segments

Remote access to circuit segments shall be provided either tnrough
innerent capabilities of the circuit elements (cryptographic equipment,
mogems, terminals, etc.) or via auxiliary components under control of the
operator. This access shall proviage for lcopbacks ana the connection of
requisite test equipment.

3.3.7.4 Automatic Fault Isolation

Upon receipt of a fault indication on a circuit, the operator snall be
able to activate automatic fault isolation routines wnhich initiate a series of
loopbacks toward the I-S/A AMPE, and, in conjunction witn remotely controllea

Each I-S/A AMPE facility snall be provided with semi-automatic switching
wnich will allow rapid restoration of service once a fault is located. Upon

on-line to replace the faulty element. All operational circuits shall be
accessible ana permit switching, monitoring ana testing. In particular, the

(1) Between the 1-S/A AMPE and the serving Primary Technical

3

=

5 : ) JE0 © 2 A
;: test equipment, isolate the circuit segment or equipment causing the
R malfunction.
h! 3.3.7.5 Semi-Automated Switching
=
L-
i command from the console operator, spare equipment or circuits can be put
.
e semi-automated switching shall support:
B
o

".n . 7 Y

Ej§ a. Channel swapping (Rea or Black

‘. b. Equipment swaps (mocem, cryptc, timing source)
-:; Big Circuit testing (new subscrioer acceptance)

-

-3 d. Spare channel capability

o Control Facility (if applicaole)

f-'.
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(2) For software testing

v

e. Phase III rehome capabilitv (DCA OPLAN 1-79)

[

s AUTOVON and Public Telephcone and Telegrapgh (PTT) dial-up and
restoral capapility

t" gl Subscriber community separation.

RN

’ﬁ* 3.3.7.5.1 Red/Black Isolation

- The requirements of MIL-HDBK-232 and of DoD manual C-5030.58M, Chapter 3,
- paragraph 3b(6), shall be met for Red/Black isolation.

il 3.3.7.5.2 Subscriber Community Separation

Provision shall be made to provide appropriate separation of subscriber
communities. For example:

a. Red Patch Frame: GENSER U.S. and Allied subscribers with the
capability to preclude inadvertent cross connection of U.S. and Allied
channels.

b. Yellow Patch Frame: DSSCS subscribers only with the capability
to preclude inadvertent cross connection of selected compar tmented DSSCS
subscribers.

cP Red and Yellow Frame Separation: No cross connection capability.

3.3.7.6 Interface with Technical Control

The I-S/A AMPE will be provided an interface with appropriate elements of
the DCS serving Technical Control where applicable. This interface shall be
used by the I-S/A AMPE to monitor fault alarms, threshold violations, and
circuit, trunk and communications equipment failures and HAZCONs that may
affect the I-S/A AMPE connectivity to the ASC, PSN, or subscribers.

3.3.8 Billing Data

The I-S/A AMPE shall maintain data to support both billing by connection
and billing by utilization. (The Government will select one or the other
scheme. Even if not selected for billing purposes, utilization data will have
engineering and management value.)

3.3.9 I-S/A AMPE Internal Control

3.3.9.1 Operator Control Function

&

The operator control functions provide the I-S/A AMPE with all operational

services and man-machine interfaces. The I-S/A AMPE console operator control
functions shall provide for the following:

<

PR S T Sl Js

[l g

é al. control of programs, 1) system start-up, and 2) system loading
i procedures.
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o Display, z=rint, and/or modifv data base entries.

C. Control network operating parameters such as message routing,
traffic thresholds, time-out values and reroute plans.

ding of I-S/A AMPE performance, status
- .

i ¥ r er
condition alarms, and switchover to backup facilities.

e. Placing units on or off-line and forcing change-over to
r edundant units.

2o Monitoring status of the I-S/A AMPE, backbone access line(s),
subscriber lines, and initiating required action in response to status changes
including:

(1) Channel out of service both send and receive immediately.

(2) Channel out of service either send or receive immediately.

(3) Channel out of service receive following receipt of current
transmission.

(4) Channel out of service receive following receipt of current
nessage.

(5) Channel in service send, receive or both.

(6) Display and set input and output Channel Segquence Numbers
(CSNs) .

(7) Generate by command a cancel (CAN) or reject message (RM)
control on any connected channel.

g Display of current FICC connection configuration.
o control of local test initiation.

ivs Report generation in response to local requests and requests

3o Display of current traffic controls.

v

vT-
a0

v

13 o Coordination with other IAS Network Elements.

3.3.9.2 Failure Recovery Management

v .
.l » .l [} b
ettt
Sl

Failure recovery management is the ability of the I-S/A AMPE to perform
recovery from a system outage and includes initialization, relocad, restart,
and reconstruction of system files to a secure state. Initialization
capability shall be provided which will establish all control measures for the
correct operation of the equipment. The I-S/A AMPE shall maintain a backup

.
.l .

“v‘v
-

TN

T

'
T
v Xe,

3-80

- —
s s . b o
A

3

.
domeh e s Dl o Rt .




v st A sl i R e A
A

r-va‘ T

o

s i
el

.
3 "y e
.

3

'

¢ s
.

P

AR
a"n‘ N

i
b

(]

L i
R
5 '
.

——
e

O

O gl 5

—_—
‘..
a 0

+

v
.

e e s G Ry L

Tor Ine reconstruction ot system riles. For restart or reloao the [-S/A AMPE
sitall securely provice for reloaa of the system generation softwars and
apolications programs, incluuing the cata base or tiles, to enanls a resiart

T tailza eqguipment or complate startup, Security attrisutes are prescripeg
in Section 3.4,

3.3.9.2.1 Automatic Recovery

Tne [-S/A AMPE snall have a secure gracetul gecragation of Services and/or

speec as railures occur, with automatic transfer of critical functions to

A

reserve processor capability. IT the on-line system sustains a failure ali
appropriate peripgnerail gevices and communications terminating eguipment snall
pe automatically switcneo to remaining processor capability. All security
reguirements shall be maintained during the above proceaures. The I-S/A AMPE
shall maintain in non-volatile memory the information describing the
conriguration data to securely support system restart and reload, to maintain
pertormance statistics, ana tc support message tracing actions. Tne [-S/A
AMPE snall be capanle of reloaoing and performing an on-line recovery of
unceliverec trartic automatically. Notification of software failures,
neraware Tailures, ano peripneral oevices failures shall bLe automatically
oirectea to the I-S/A AMPE operator or to the »C, or poth. Security
requirements are turtner cefined in Section 2.4.

3.3.9.2.2 Manual Recovery

Tne capability for similar actions to those specifieg in 3.3.68.2.1 shall
be availaole with human intervention. Typical processes requiring manual
intervention are:

a. Enter bgotstrap loader program.

b. Enter system software from an external storage medium.
c. Enter applications programs.

d. Update all riles with gata from last checkpoint.

3.3.9.3 Data Base Managenent

Data base management includes maintaining, updating and aisplaying the
data base. Examples of data bases include routing tables, security tables,
procedure lists, subscriber or user classmarks, connectivity and configuration
data, nistorical logs, and status cata. The I-S/A AMPE shall provide the
capability to securely process data base updates upon receipt from the MC,
other I-S/A AMPEs and the local system control operator. A capaoility shall
be proviaged to maintain data base integrity. Initiateo data base changes
snall be mace from clearly undersiood input.

Data base changes snall be subjectea tc cross reference and validation
before being mace.

Data base intormation shall be accessible by the operator in readily
understood ana useful format(s). It shall be possible to provice an
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individual I-S/A AMPE the capability to securely restrict data base changes to
either on-line or off-line changes. New information entered at the MC shall

be distributed and incorporated throughout the network to all affected 1-S/A
AMPEs. 1In addition, update information entered at a particular I-S/A

AMPE shall be capable of being broadcast to all other I-S/A AMPEs when the MC i
is disabled or disconnected. The I-S/A AMPE operator shall be notified of all

3ata base updates prior to local implementation.

The I-S/A AMPE shall have the data base and reports generation
capabilities presented in Section 50.0.
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.5 I-S/A AMPE Security

J.=.1 General

Tnis section estanlishes tne sacurity cesign criteria Yor tne [-S/A AWPE
narasgre ana sottware. The goal or tne [-S/A ARPE is tc fTield a system taat
«#111 be accreoitea for the consolidateo handling of Defense Special Security
Communications System (USSCS) ana General Service (GENSER) nmessage traffic nc
processed tnrougn AUTODIN.

Thne messages &nG Gaita processec oy tne [-S/a AMPE will ce of varying
security levels ang security compartments. Thus the I-S/A AMPE must oe
certified as Multilevel Secure (#LS). In order to meet this certificaticn,
the I/S-A AMPE hardware and sottware snall meet the criteria specitied nere.

TTNLY
-

i)
e

." .

P Tl

)

,.
:

(-
, 4

As a minimum, the I-S/A AMPE shall include a trustea computing base (TCB)

Hardware isolation mechanisms complementary to the secure cperating
system and provioing the requisite security necessary to meet the
criteria specified in this section.

s capaole of Class "Al" certification (See Section 30) consisting ot the

;f- following capabilities:

2

t ; A secure operating system and an appropriate access ccntrol mecnanism

t}; certitieo for use in an MLS environment that provices reqguisite
[ ] protection ftrom:

e o v

b

o - unauthorizeo disclosure,

- - unauthorized denial of service, anag

o - unauthorized alteration.

.

L
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= 3.4.2 DSSCS/GENSER Integration

r .

E!E At I0C the I-S/A AMPE will be fielded as two ceployments, one a GENSER

o oniy aeployment for the “R" community and second, a JSSCS oeployment for the
::; "Y" ano "R/Y" community. [Note that "R/Y" terminals are in fact "Y" terminals
o allcwed to pass "R" traffic in aoaition to their normal "Y" traffic.] It is
E=: intended that these be two deployments ot a single I-S/A AMPE aevelopment. On
o the network side of the [-S/A AMPE tne ASC will provige "R" and "Y" separation
@ until transition to the DDN, at which time the Blacker Program technology will
=0 be used to maintain the "R" and "Y" separation. Each deployment of the I-S/A
tij AMPE shall be multilevel secure. The I-S/A AMPE will be subjectea to

B extensive cesign proofs and testing as part of the certification and

- accreditation process. Tne Director, DCA is the GENSER accreagitation

A authority. OUIA and NSA hiave the accreditation responsibility for Special

@ Intelligence (SI) nanaling and JCS for Single Integrated Operations Plan

b, (SIOP) hanaling. Preceding the accreaitation ot the system, NSA will make

Ef recommendations to the accreoiting authorities based on NSA's analysis and

b verirication of tne [-S/A AMPE system security.

Ef 3.4.3 Security Certification

. &

! Tne [/S-A AMPE shall meet the criteria of Class Al as described in Section
£ 30. Class Al requires that formal methods be employed to verity the design of
= the trusted computing base. For details see Section 30.
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[t is not mangatory that tne I/S-A AMPE meet the criteria c¢f Class A2 as
lass 1s currently consicgered beyono tne tatc -or-tne-art. However
s of Class AZ tnat can ce accon gll;lcv snoula be considerea for
T
' (&)

T C -

= - g . ~ 9 - -
oraticn into tne [-S/~ AMPE. hote: To meet Class AZ, &
i

] S o7 the ocject ccGe 1S requireo to prove tinat tne implementation
sctiware tulfills tne réquirement of the security mocel. Also, formal methocs
of veritication are applied to the naraware agesign. ]

... Cryprograpnic Security

Tne I-S/A AFPE will interrace witnh tne link encryption equipment currently
fielced ano in use in the OCS for subscriber terminals; tnis incluoes the
KG-13, KW-7, KG-34, KW-26, and KG-84 systems. Tne [-S/A AMPE shall also
interface with the end-to-ena encryption (E3) equipment being developed for
NSA under the BLACKER program.
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3.5 Periormancs Requiremsnts
e 211 nerteornanice reguirements of tne [-S/A AMPE specitieg nerein snail pe
'I itistieg sinultanecusiy unless specitically =xenpted.

.
(&%)

.5.1 Trarric Prccessing

g .

- bl

w

‘A ~PE sinall process tne trarfic, witn tho
Brelifie peciried in paragrapn s.2.1.1. The totil
specitied aregrapn 3.5.1.3.  Tne maximum allowenlzs y Tor £rocessing an
inaividual message or data transaction througn tne [-S/A AMPE is specifiec in
paragrapn 3.5.1.2. Tnhe aerivation of the expected [-S/A AMPE input traftic
from connected terminals is detailed in Table 3.5.1. Total traffic is aerived
in Figure 6(a).

S

e 1- characteristics and
loea rafric loac is
in as

>
=
19

3.2.1.1. Formal Message Service Tratfric Characteristics and Traffic Loads

The input from Formal Message Service traffic tne I-S/A AMPE shall be able

g .
;: to process cn a sustainea basis is 12.2 X8PS (19.0 line blocks per second).

- Tne lengtn of messages is expecteu to be negative - exponentially gistriputed
b with @ mean length or 2075 characters, (26 line blocks) (the maximum length of
? a message is 44,000 cnaracters). Thnerefore tne [-S/A AMPE shall be expectea
k . to process .73 input messages per second on the average. Twenty-five percent
. of input messages are expecte¢ tc be multiple addressed; and given that it is
b a multiple acdressed message the expected average of the number of agdressees

4

= per message is 4.2. The expectec message distribution by precedence is:

Flash and above 1%
Immediate 12%
Priority 38%
Routine 49%

The expecteda expansion factor for local delivery and aistribution is 5 (for
each message having at least one local addressee, the message must be

o=l delivered to 5 local channels). The resultant output from Formal Message

N Service the I-S/A AMPE shall process on a sustainea basis is 50 KBPS (77 line
blocks per second) which is expected to equate to 3 output messages per second.

.
Tl M)
Um0

3.5.1.1.1 Input Traffic Processing Capability

T

.

The I-S/A AMPE shall process input traffic at the sustained rate of at
least 12.2 KBPS (19.0 line blocks) per second with a total connected input
line load of 192,000 bits per second. After operating at the sustained input
anc output rates for 30 minutes processing the expected load with full input
and output line capabilities, the I-S/A AMPE shall be capable of hanaling the
rollowing surge conditions witnout denying input of Formal iMessage Service
traffic at its sustained input rate of 12.2 KBPS (19.0 line blocks per secona):

< a "
D ol S s
ol
.

o

-
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a. Loss of all output availability for ten (l0) minutes.

ey

-' B] Surge of input load to 192,000 bits per second for 20 seconds,
- output line capability not impaired. Aall input data in this 20 seconds shall |
be processed and not lost.

After either surge condition the I-S/A AMPE shall be able to recover to
the presurge conditions within one hour while continuing to process data at
the normal specified sustained rate.

v

N
a
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DEKIYAT1OK, OF TRAFFIC LOAUS

FROM SAMPLE DATA

Linecloca handlings per month in COLUS,

enc of 1960
nanalings per lineplock

Criginateg lineblocks per montin

A e e

UdysS Der | T

Lineplocks per average aay
Ratio of peak day to average cay

Lineblocks per peak day

pusy hour percent of aaily traffic

B A% A Ane & T—yT
ol Rt i R }4‘.\-"_\".—'._'_.YLWN‘W.‘| N e T S 31|

= 1.13 X 109 Lineblocks per busy hcur peax day
/ 3600 sec/nr
= 328 Lineblocks/sec - 1980
/ 72 AMPES
= 4,55 Lineblocks/sec/AMPE - 1980
9 6% increase per year (1.59) for 8 years
= 1.88 X 100 Lineblocks per busy hour - 1988
(= 1.2 X 109 (bits per busy tiour - 1988)
=522 ~ Lineblocks per sec IAS - 1988
(= 3.34 X 109) (bits per sec IAS~- 1988)
= 7.25 Lineolocks per sec per AMPE - 1988

Tnerefore it is expected that tne average connected terminal population will
generate 7.25 lineblocks per secona of traffic to the serving I-S/A AMPE.
This figure is used as Ix, the expected terminal input load in Figure 6(a).
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NETWORK
O In
,? $
N !
: i
( ‘
! ; PSN
{ $
I ]
OoN= 11.75 [ [ON 11.75
N a) :
1 i
' ?
! (a-1) !
l ’---- - e
.il
A 1.30
|
13.05 : 13.05
|

1

1
i_...__

I-S/A AMPE

1

t

l

1

'

|

Ix= 7.25 Ox= 65.25

I-S/A AMPE Throughput =
Ix + ON + Iy + Oy =
7.25 4+ 11.75 +
11.75 + 65.25 =
96 Lineblocks/second

AUTODIN
TERMINALS

NOTE :

M = 1.8 ; Multiple Addressee Factor

E = 5.0 ; Expansion For Distribution Factor
a = 9 ; Traffic-to-Network Factor

Figure 6 (a) - I-S/A AMPE Traffic Load Handling Requirements
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3.5.1.1.2 OQutput Traffic Processing Capability

The I-S/A AMPE shall process and output traffic at the sustained rate of
at least 50,000 data bits per second (77 line blocks per second) with a total
} connacted output line capacity of 192,000 bits per second. Reduction of
ocutput line capability shall not impact on the I-S/A AMPE capability to
process traffic and queue it for output at the above sustained rate (See 3.5.3
Storage Reguirements). If traffic has queued up for all output lines for any
reascon and all cutput lines become available to accept traffic at their
maximum rate, then the I-S/A AMPE shall be able to output traffic at the rate
of the sum of the output line capabilities up to a rate of at least 200,000
- bits per second while still processing new data for output at the sustained
rate of at least 50,000 data bits per second (77 line blocks per second).

"
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3.5.1.2 Throughput Traffic Processing Capability
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r
z

Throughput is defined as the sum of input plus output. The I-S/A AMPE
shall throughput traffic at the sustained rate of at least 61,500 data bits
per second (96 line blocks per second).

g SRR s
s

3.5.1.3 Traffic processing Delavs

Y
i
e

Traffic pProcessing Delay is defined as the elapsed time from time of
receipt of the last element of an incoming message bv the I-S/A AMPE until the
message is processed and transmission is initiated for output on all
applicable output lines. The transmission time into or out of the I-S/A AMPE
is not considered part of the processing delay time. The individual traffic
elements shall be processed within the time delays specified in the following
subparagraphs while processing the total sustained input and output traffic
locads specified in 3.5.1.1 above.

.,
v ey

P T,
b

3.5.1.3.1 Formal Message Service processing Delavs

: ‘v-,.m

L8

The processing delay for formal messages is defined as the elapsed time
from the receipt of the end-of-message sentinel on input of a message until
all required copies of the message are gqueued for output and transmission of
the first data bit (if the output lines are available and not gqueued up).
This includes all message format and heading validation, PLA to RI conversion,
RI to logical address conversion as required, routing segregation,
distribution and delivery determination, placement in all ocutput queues,
establishment of internal I-S/A AMPE connections where required, and start of
transmission of all copies of the message (on ocutput lines that are available
and not queued up with equal or higher precedence traffic). The allawable
traffic delays are specified for each precedence as follows: the maximum
value of the mean processing time E(t) and the elapsed time at which the
probability of completion shall be 0.95, Prob (t<4T = 0.95).
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R MEAN PROCESSING PROB (t=T)=0.95
- PRECEUENCE TiME Eqt) [
-~
‘ c H s T LG 0.75 Sec 1.22 Sec
w Flasn 1 Sec 1.7 Sec
Immeciate 3 Sec S Sec
Priority 30 Sec =0 Sec
M.QC‘?' e .-_‘u 5"_‘C ‘[\.: i"_‘\:
Tne [-S/A AWPE snell megt or Letier tne inc processing c2lays while
orocessing tne sustainea loao o7 3.5.1.2, anc waile processing & wsssage it
tne following cnaracteristics

mnessage length 5,400 characters

Two accressees - One renmote (terminatead on another [-S/A AMPE) ana
Jne local {airectly terminateq)

Local aelivery aistrioution 2xpansion of 4 (i.e., to b
local cnannels).
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2.5.1.3.2 Data Transactions to tne [AS Network

Post I0C non-FiiS traffic shall pe exchanced with the IAS Network as aata
transactions. A data transaction snall consist of the receiving of 2 block of
data from a local terminal and tne conversion of the plock of cdata to packets
arid tne transmission of the packets through the PSN backbone. The receiving
of a group ot packets, ccmoining into & block of data and tne transmission of
tnis plock of data to a local terminal is also a aata transaction. Tne [-S/A
AMPE shall process data transactions FIFO by precedence. The type of trarfic
snall not be consicerec in meeting processing requirements. The internal
delay for tne [-S/A AMPE to process a data transaction shall be measured as
follows:

a. For a block of data to be transimitted to the networx: from the
receipt of the last bit of data to rill the input ouffer or a receipt of a
request to transmit from the local terminal to the start of transmission of
the first packet to the network.

b. For a group of packets from the network to be compineo and
transmitted to a local terminal as a block of cata: from the receipt of the
last packet or enough packets to make a complete block of data until the first
i bit of that block is transmitted to the terminal. The maximum allcwable
B expecteo traffic processing aelays for data transactions are specified by
v precedence as follows:

[
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. o s TP Sl I < o
U R U SR S HLAE LA T, . UL A G P, 1 S P D | 0 U, . TR POV, IR R WU S S )

- s e Ve =~



e A e e e s s o el R Rl e B B RS S LS R B L A S S i S e R A e S e

MEAN PROCESSING PRUB (t=T)=0.45
PRECEDENCE TIME E(t) T
Flasn & acove 160 millisec 15C millisec
[miveaiate ZC0 millisec 200 millisec
Priority 300 millisec 500 millisec
Routine 00 millisec 700 millisec

2.59.c Connectien Service

onnection time is measurec from the time wnen tne originating user of
service completes tne initiation oOf the connection request untii the
connection is completeo and tne aavisenment to the originator is placea on the
line. Tne times apply to completion of the connection internal to the I-S/A
AMPE; that is, tne times are for total completion of:

a

Local suoscriber to local subscriber conrecticn

Fg Local subscriber to local service connection
s . . . . .
R but appiy only to the internal connecticn between tne local user or local
;" service ana tne THP (TELNET) for those connections to remote network

) elements. The connection time includes the time requirea to verify tne
;' connection is authorizea.
-
E - . 5 9
P - In the event the connection cannot be completea because the gestination
dé

user i1s busy at an equal or higner prececence level, then the originator of
the request shall be provigea with the busy inaication within the same {ime as
specified for tne connection completion. In the event a request for a
connection is received in which the oestination user is busy at a lower
preceaence level than the requestea connection, then the new ccnnection shall
o not be establisheo uniess the request is of flash or higher prececence; in

o which case the lower precedence connection shall be preemptec ana the new

3 (higher precedence level) connection established. The connection times
specified do not incluoe the time for preemption notification. There are two
oifferent preemption notifications cepenaing on whether the connection is for
. Formal Message Service or Data Transactions. [f the connection teing

S preempted was carrying Formal Message Traffic then the preemption notification
o shall be the cancel transmission (CANTRAN) sequence specified in JANAP 128 (H)
= paragraph 330, Cancelling Transmissions. The contractor shall develop the

K X preemption notification message for Data Transactions. The I-S/A AMPE shall
satisfy the following connection requirements:

v
T

T
[

Lo

o IME LIMIT
B MEAN PROCESSING P(t=T7)=0.95
L PRECEDENCE TIME T

[ Flash & above 500 Milliseconas 1 Seconc
- [mmedsate 1 Secono 2 Seccids
f Pricrity 2 Seconos 4 Seconas
[ Routine 2 Seconds 4 Seconds
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3.5.3 Storage Reauirements

- 7 ~ Yoo
D]

Tne I-5/A AMPE shall nave the capability to store on-line cata £o support
2in Language Aacdress to RI taoles, I to Logical Acdress tadles, rormzl
messege service traffic ano otner possinle storace requirements in orcer o
meet all I-S/A wmiPE pertformance raquirements simultaneously. Tne contractur
snall calculate ano cefine tne dirferent storage megia based on the
requirements specitiea herein and tne contractor's s,stem cesign and submit

T0r governient

-
>
I

Sl

approval.

3.5.3.1 Plain Language Acdaress (PLA,

Tne PLA to RI table snall be capabie of nolaing seventy-five tnousana
(75,000) entries minimum, expandable to 256,000 entries. An entry shall nave
an expected length of 40 characters and a maximum length ot 62 characters.

3.5.3.2 &I to Logical Adaress Taole

Tne RI to Logical Acaress table shall be capapie of nolding 5000 entriss.
entries snall be Is characters in length.
3.5.3.3 0On-Line FMS Storace

Tne expectea number of messages per day is thirty tiousana (30,000) with
an expected length of 2075 characters (26 line olocks) each. Agcitional data
clements are required to be stored with eacn message to meet tne requirements
of 3.5 System Control and 3.2.1.6.2 History Logs and Files. The on-line
storage capability of tne I-S/A AHMPE shall be a total of 10 gays on-line
traffic with the capability to expand to hold up to sixty (o0) aays of FNS
traffic by the simple adaition of more storage meaia. 'Simple' means there
snall be no cnanges required to the operating system or software to accomplish
tne expansion. Storage media shall be removable to facilitate extenced
storage in an orf-line manner. The contractor shall demonstrate in tne design
tne methoa to expand on-line storage for government approval.

3.5.3.4 Search and Retrieval Access Times

The I-S/A AMPE snall support searches of the kinds speciftied in 3.2.1.7.1
as applied to the on-line FMS storage described in 3.5.3.3. While processing
the sustained load specified in 3.5.1.2, a search or retrieval of any kind
snall not require more than 30 minutes to be accomplished, measured frem the
time of operator initiaticn or service request until the last unit or
information is queued for output.

3.5.3.5 General Storage Requirements

The contractor inay deem it necessary to proviae other storage capability
in oraéer to meet system performance requirements. The contractor shall
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specity in the system design all the cirrerent storage media anc their
SPeCiITIC us2(S).
2.5.~ Processing Error sates
Tne I-S/A4 AMPE shall meet the rollowing processing error rate requirements:
Tne propediliity of introducing a cata error «itnin tne [-S/A ~RPE
11 be 13ss tnan one occurrencs in 10! cnaraciers,
Tne prcoacility of transmission of errors originating witnin the
I[-5/A AMPE snall be less than one occurrence in iC'< characters.
Tne probaoility of messages being misrouted by action of the [-S/A
AMPE shall be less than one occurrence in 101< messages.
The probapility or messages being lost by action ¢of the [-S/A AMPE
snall be less tnan one occurrence in 101Z messages.
3.5.4.1 Unoetectea Error Rate
Tne probapility of any of the above errors occurring witnout getection and

notification of supervisory personnel shall ce less than one occurrence in
U<« events.

(99)
(8
(S4]

Availability

Availlability snall be considerea of prime importance in the Gesign and
nanuracture ot the I-S/A AMPE. The I-S/A AMPE snall automatically receive,

process

, anc transmit user transactions in accoroance with the functional

reguirements specifiea nerein, and shall pe capable of performing these
functions concurrently 24 hours per day, 7 oays per week. Availability
requirements shall meet or exceed colilectively the following quantitative

values:

3% S5l

Availability to operate witnout loss of service to a specific circuit
of at least 0.9995

Availability to serve 75% or more of ail circuits of at least 0.9995

Availability to process traffic on any non-failed circuit of at least
0.9995.

Recoverz

The [-S/A AMPE shall provide secure automatic restart and recovery
procedures (see Section 3.4) following a haroware malfunction or failure
condition. The expected recovery time of the I-S/A AMPE shall have a mean of
at most 5 minutes and preobability of at least 0.95 completion of recovery in
10 minutes or less. Uuring tnis recovery period, the [-S/A AMPE sheall
automatically perform the functions necessary to:

Replace or restore hardware as necessary to configure an operational
system
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. Reconstruct active processing files to their status prior to failure
. [escore all other software to its status prior to failure

No Formal Message Service traffic that has been accepted for processing
or to the time of I-S/A AMPE failure or malfunction shall be allowed to be
t. There is no reguirement for protection of Bulk Data Transfer Trafific
1 ly connected users of the I-S5/A AMPE shall be
failure and recovery wherein there was a zossible
data.

3.5.6 Degraded Cperation

In the event of a hardware failure, unavailable output circuit, or other
condition that decreases the processing capability of the I-S/A AMPE or
raduces throughput, a degracded mode of operation shall be available. The
degraded mode of operation shall process input data according to precedence
(as described in 3.2.1.3.4 and 3.2.2.5.1) and capability, with processing of
lower precedence traffic being denied as processing capability decreases. 1In
this degraded mode of operation, the I-S/A AMPE shall process the highest
precedence incoming traffic to the maximum extent possible. Aany degration
operation shall not violate the requirements of Section 3.4.
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.0 Requirements for Sortware and Firaware yUevelcooment

A11 soTftware anag firmware developea for the I-S/A AWPE shall meet the
~equirements specirica pelow. Sortwars ana firmware snall encorpass
cperational programns, ciagnostic programs, operating test, emulaticn firmware,
ang all support scitware.

A11 sortware anag firiware the contractor aevelops or uses Tor ine

maintenance, ogeration, anc testing or tne I-S/A AeiPcs shall be csliverea o

31Q DeCome tie property of the Government.
A1l security-relatec software and rirmware snall be classified in
accordance with tne Security Classitication Guicelines.

It the [-S/A AMPE is implemented using firmware aeveloped by the
centractor, the contractor shall proviade an assenbler and simulator as
software deliveranle items. Tne assembler, simulatcr, and any ctner micro
support sotrtware cevelcped or used shall be nost incepencent.

~11 sottware anc firmware snall be cesigned ana developed in accordance
witn #IL-STD-483, supplemented by MIL-STD-1079, ana the security reguirements,
section 3.4. In adgition, the requirements set tortn below snall apply. Any
ceviation Troim tnese requirements snall require approval by the I-S/A ANMPE
Program "anager. 7ine following paragrapis apply to specific wording or
requirements ot MIL-STD-1679.

3.6.1 Moaifications to MIL-STD-1579 (Navy)

The contractor snall comply with all requirements of MIL-STD-1679, as
modifiead below.

a. To improve readability and clarity, the contractor may replace
the pnrase "weapon system" witn the phrase "communications system" throughout
MIL-STD-1679. MNote, however, that Section 3.1 of MIL-STD-1679 includes
ccmmunications systems within the scope of the definition of "weapon system".

b. Page 6 Section 4.3: delete first sentence ana replace with the
following: "Communication system software shall be coded in a high order
programming language (HOL) approved by the procuring agency."

Co Page 10 Section 5.3.6: replace sentence with the following:
"Recursive proceaures or routines shall not be used unless approved by the
government on an inaividual basis."

@lo Page 15 Section 5.5.3: replace sentence with the following:
“"Communication system software shall be coded in a high order programming
language (HOL) approved by the procuring agency."

e. Page 16 Section 5.5.4: Acd the following at the ena of the
paragraph: "The use of patching shall be minimized."

f. Page l6 Section 5.5.5: Delete section.

g. Page 16 Section 5.5.6.1 line 4: delete the pnrase ", if
available."

o] - . ‘. . -, .o . N ._‘. . 1 A s
. 'y i3 ., LI " | . - . . 3 . - .-.».' -
‘In .' ‘J -- :-- '.7 ! . 3 . - s ° '- . - . .'. *s . ;. 1. '- .--. 3 o . 1. - . - ‘e . [ .
S i L L N L A ML S R R RN SR RN e G IR SR S IR It R I S i e B P I,

]




e R e Ve O S N T Y N W W V= W N G wam s SRS
n. Page 21 Section 5.10.2.2: delete the last sentence.
4o Page 22 Section 5.10.3.1: vreplace section with the €nllowing:
"There shall be zero unresolved software errors.”
3.6.2 Sofgware and Firmware Management
3. The contractor shall institcute a software and firmware quality
assurance program in accordance with MIL-STD=1672 (S=2e Section 4).
Sl b. Fhe compkermctor shal® pernfporm configuration managemeniE in accordancs
» with MIL-STD-1672 (See 4.1.1).
k.-
:f c. The contractor shall perform sufficient development testing to
= realistically measure program performance and development progress (See
‘u Section 4).
E:‘ 510 The contractor shall oproduce documents to substantiate security
- verification prior %to the Program Design Specification (PDS) DI-E=-2138
S specified in paragrapn e. Required documents are specified in Section 3.4.
b-
?:6 2. The contractor shall produce the following documents in accordance
F~1 with MIL-STD-1679:
M
.. Contract Data Reguirement i Deg ih VELd
.
R Software Development Plan DI-A-2176 1
i;‘i Software Quality Assurance Plan DI-R-2174 1
e Software Configuration Management Plan DI-E-2175 1
E Program Performance Specification (PPS) DI-E-2136 2
- Program Design Specification (PDS) DI-E-2138 3
Program Description Document (PDD) DI-S-2139 3
Data Base Design Document (DBD) DI-S-2140 3
Computer Program Test Plan DI-T-2142 4
Computer Program Test Specification DI-E-2143 5
Operator's Manual (OM) DI-M-2145 5
System Operator's Manual (SOM) DI-M-2148 5
Preliminary Program Package Document DI-S-2141 5
Computer Program Test Procedures DI-T-2144 6
Computer Program Test Report DI-T-2156 7
Software Change Proposal(SCP)/Software DI-E-2177 as needed
Enhancement Proposal (SEP)
Computer Software Trouble Report (STR) DI-E-2178 as needed
Final Program Package Document DI-S-2141 8
'. f. The contractor shall provide step-by-step operating instructions for
F.- message preparation, retrievals, traffic management and all facets of on-line
F and off-line system operations.
e
o
b
boe
b
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i~ The above items shall be pr
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X Program design documeéntation
ng. See 1.7

o
(PDS nall bwe comple

the programming regquirements of MIL-STD-1679 and the

o
on 3.4., the following shall apply:

-S/3 AMPE software shall »e wristten in a hi

R orseyr lencuace. iz
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2 2
rdance with DoDI 5000.31. The nigh order language sel=cted
ctor shall be approved by the Government Program Manage

H

o ger ior to its
use. Minimal use of assembly language is permitted when absolutely necessary
due to software dependencies on target machine architecture; however, no more
than 10 percent of the I-S/A AMPE software written in assembly language is a

2
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are and firmware design requirements shall be developed by

N
op-down methodology.
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Ce The contractor shall implement code in a top-down manner that
permits incremental development and test of software.

1. The contractor shall utilize structured programming techniques.

e. The contractor shall utilize common code and common procedures
to the maximum extent practical.

£. Software procedures and routines shall be serially reusable.
g. Instruction modification during execution shall be prohibited.

h. In-line documentation shall be included in software and firmware
and shall follow those guidelines set forth in 3.6.4

i. Software procedures and routines shall use the general registers
(or other conventional methodologies) in a uniform manner for procedure and

routine linkage, parameter passing, and error information.

3.6.4 Documentation Requirements

In addition to the documentation requirements of MIL-STD-1679 and the
security Section 3.4., the following shall apply:

a. The contractor shall document software and firmwavre in a clear
and concise manner.

b. Each software and firmware module shall contain a preamble of
comments describing its function, interfaces, inputs, outputs, number of lines

of code and any other information deemed necessary to the understanding of the
module. In addition, the preamble shall contain a list of those modules which
call the described module and those modules called by the described module.
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Bo Sotftware anu tirmware shall use Slock comments wherever
epproprizie to emplify the meaning of sections of coce. Elock comuents sicuia
not aera2ly restate in-lin2 comrents tut shoulc explicate the mezning ¢t th
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a. Slock comments anc preainbles snall be celineatea Trom the
SOTLware anc firmware Dy special character sequences for increased reacability

ana possiale later extraction.
e In-line comments snhall be clszar and informative, anc tney snzll
Ci simpiy restate ine instruction. In the case Or asszadly and 7ircwera
assemniy language programs, an in-iine comment snall be piaced on eacn line of
cogGe.

Haraware System Requirements

2.7.1 Haraware Definition

Tne I-S/A AMPE harcware snall consist of aata processing egquipment anc
peripnerals necessary to perform message storage and switching, operator and
service position controls anc displays, fault isclation ana correction
capacility and requirea connectivity among these elements to meet tie
gescription anc requirements specitiea in this document. Tne I-S/A AMPE
gevelopment snall not incluce cryptograpnic, terminals, or transimission
multiplex equipment., Except where otherwise statec, tne I-S/A AMPE equipment
snall meet the requirements ot MIL-£-4158E, General Requirements 7or Ground
Electronic Equipment, MIL-STD-188-114, Electrical Cnaracteristics of Cigital
Interrace Circuits, ana MIL-STD-183-100, Common Long Haul and Tactical
communication System Technical Standaras.

o

.7.2 lModularity

The I-S/A AMPE equipment shall be moaular in nature to permit a fully
tunctional [-S/A AMPE to be installea at each location that will be efficient
in utilization of resources, be a reaaily expandable facility, ana permit
gracual acegraagation in the event of component failure(s).

3.7.2.1 Reliability Through Modularity

The modularity of the I-S/A AMPE equipment shall be implemented in a
manner that will enhance the reliability of the overall performance. Failure
of a module shall not cause either other modules performing the same functicn
or otner modules interfacing the failed moagule to become inoperable.
Sufficient modules shall be used to duplicate functions so failure of a single
module shall not cause a complete I-S/A AMPE outage.

Iafme 2 SIATNG

Tne I-S/A AMPE, with its modular nature, shall be implementea in such a
nanner tnat an installea I-S/A AMPE can change sizing in terms of subscriber
connectivity and/or throughput capébility without replacing or grossly
nodifying existing equipment. Further the [/S-A AMPE shall have an inherent
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) at IOC. The contractor shall demonstrate how

ease in subscriber terminations, increase in
rent growth reserve. The minimum number of

shall be thirty-two (32) expandadble in increments o

(B 1]

3£ Zor the I-S/3A AMPE memory are maximum expansion size
S memory, maximum ad

i 2ment size, nominal cycle time, and cost per bit. The hardware structure
of the I-S/A AMPE memory shall provide for protection against errors and
memory loss of critical data (program, routing tables, etc.). For example,
this may be implemented with nonvolatile memory.

ressability capability of virtual memory,

3.7.3.1 In-Transit Storage

In-transit storage for the I-S/A AMPE shall be developed such that there
will be no loss of messages due Lo a hardware or sofiware failure. The
storage is to be multi-tiered to permit rapid access for current messages
being processed and a secondary storage for preserving traffic on queues while
a circuit is busy and not loading the main memory or processor, and some form
of off-line storage which does not require rapid access for historical
purposes.

3.7.3.2 Message Storage for Retrieval

Sufficient capacity of storage or capability in terms of off-line storage
shall be developed for the I-S/A AMPE to preserve for a period of up to 60
davs (determined on a site-by-site basis) the traffic processed by the I-S/A
AMPE. This storage shall be in a form that is usable on-line as specified in
3.5.3.3.

3.7.3.3 Memory Access

The I-S/A AMPE hardware implementation shall be of a nature which enhances
the capability to restrict access to certain portions of memory, such as a
ring architecture.

3.7.4 Fault Isolation and Correction Capability

The I-S/A AMPE FICC shall provide automatic testing and a default manual
testing capability, circuitry termination and rerouting, and reporting. The
FICC shall be designed and implemented as an integral part of the I-$/A AMPE.
An objective of the FICC is to minimize the human actions reguired. The FICC
shall comply with MIL-STD-188/310, Subsystem Design and Engineering Standards
for Technical Control Facilities. The I-S/A AMPE FICC shall provide on a per
termination basis:

o Circuit confiquration data base;
o Immediate alarm indication of circuit degradation or outage;

o Rapid, remote access to any circuit segment for loopback and testing;

3-101
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» 0 Automatic rault isolation using jocppback, renmcte test ecuiprent and
- SOt tware rceutines;
0 Keystrise spes=g or patcning (replacing incivicual cetactive equigment
or vacilities);
o Positive verirication OT repaired operation:
T v T ‘..: (IC";- <
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3.7.4.1 Connection Capapility

k Tne [-S/A AMPE FICC shall provice for the secure termination of

- - comnmunications circuits, associated cryptographic, moaem and otner related
communications haraware associated witn per line communications circuits and
shall provice "normal through" and reconnection capacilitiss for rcutine anad

™ i

:1: tailed haraware situations. See paragraph 3.3.6 tfor further reguirements.
-

- 3.7.4.2 Testing

X Tne [-S/A AMPE FICC shall provige autematic testing witn manual testing
FIK falloack capapility. Automatic testing snall enaple the operator to perforn
f; autcmatic line testing (e.g., to specify the line anc test to be performec)
;3 ana ootain tne results of that test from a conscle position. The console

- snall provice the capability of selacting a circuit in the Rea, &lack, or

moaem area 70r testing; however security concerns require strict segrecation
o Red ana Black, tnus the aesign shall ensure tnat the FICC is working Rea or

E Slack but never botn simultaneously. Manual Testing provides tne gperator the
Plf capability ana test equipment to physically access lines and perform

g - appropriate tests. Test equipment snall meet minimum perfcrmance stancards of
- DCAC 300-17:5-9. The I-S/A AMPE FICC shall nave rapia, remote access to

-, circuit segments for loopback and testing, and automatic fault isolation using

loopback, remote test equipment and software routines.

ROE

L 3.7.4.3 Reporting
t‘ The FICC will be responsible for reporting as requirea by DCAC 310-55-1.

Tneretore, tne FICC shall provide a semi-automatea capability tc provide
@ required reports (See paragraph 3.3.5).

- 3.7.5 Operational Characteristics (See aaditional aiscussion in Section 3.4,
o Security)

.

P T Y T Yy e
L2 e &
g
A .
v e

%] 3.7.5.1 Availability

o

.2 The capability of the I-S/A AMPE system to perform traffic handling

b, tunctions shall be a minimum of ©9.95 percent with tne I[-S/A AMPE in

| continuous operaticn. This may be accomplished by reaundancy of processors.,

¥4 Redundant processors may be implemented using one processor for cemmunications

“‘r functions while ancther performs background, statistical and other
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'nouseke2ping' runctions, operating precessors in parallel, or splitting
processing ameng multiple processors.

9 8 5 95,
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The I-S/A ANMPE equipment snall have features to maintain nign levels of
reliability in terms of both maintaining operation ana maintaining correct

functioning. Tiis will be implementea through mechanisms for aetecting

Tailures sucn as a watchcog timer, autcmatic restarts ana recovery, cipaoilit
to autcmaticaily recontigura and cperate in a degracded mode, intérnal cata
cnecks ror cata transfers, ana surficient 1/0 channels anc checking. Fallure

0T a single peripneral snall not stop operations.

3.7.5.3 HMaintainability

The [-S/A AMPE shall be modular in both logic and hardware
implementation, Tnis will &ssist in provicing a capability to perform
naintenance on a portion of thne equipment while tne remaincer is still in
gperation. Haintainability features snall be previcec to maintain a Hean Time
to Repair (MTTR) for any failure of less than 1 hour.

3.7.5.4 Interrupt Structure

Oue to the multiievel precedence nature of traffic, the processor shoula
possess a multilevel vectoreag priority interrupt mechanism with context
switching hanaied in hardware unader ccntrol of the trusted computer base,
There snall also oe a secure capability to innidit interruots to prevent
erroneous operations during operations such as upaating routing tables.
Section 3.4, I-S/A AMPE Security.

See

3.7.5.5 Instructions in Haraware

To improve reliability and minimize operation times, implementing
operations in haraware or firmware shall be implementea where it is feasidle
ana aoes not detract from system flexibility, such as coce conversions,
recognition of special characters, parity or CRC checxing, flag aetection, and
operations with bit transparent protocols.

3.7.5.6 Cycle Times

A significant criteria is the instruction operation time for operations
which will be used repetitively in the [-S/A AMPE software.

|
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functions necessary to support tne communications lines ano user terminal
cevices connected to the I-S/A AMPE. Tne functional structure of a given
[-S/A AMPE sihall oe tailoraole to tne requirements of tne [-S/A AMPE users.
However, tne performance or provision of eacn function inclucea in tnat I-S/A
~iPE snall be accomplishned in acceordance with tne requirements of tne
functional specirication.

3.8.2 Sottwere Jesign

The software gesign for the [-S/A AMPE shall be ceveloped under
disciplinea, top acwn, structureo pregramming technigues in accordance with
“IL-STO-1679 and OoU Directive 5000.29. Stangaro software snall be aevelicped
using an approved High Orocer Language (HOL) (See 3.6.3) or give sufficient
Justification to the Program Manager for using @ non-approved HOL. The
scttware shall be gesigned to be expanagable anc, to the maximum extent
practical, incepencent of tne vengor hardware.

~ A

3.8.3 Haraware Uesign

Uesign and construction of the [-S/A AMPE shall demonstrate a quality
commensurate with the best commercial design practices. The harcdware shall be
modular in nature allowing graceful growth ana enhancements ana minimizing
field maintenance. The haroware shall also be aesignea to minimize the amount
of hardware mogification needed to satisfy any required I-S/A AMPE packaging
configurations (e.g., rack-mounted, stand aione, or transportable units).
iMaximum use shall be mace of state-of-the-art tecnnologies available at the
time of procurement in order to fully explioit the performance, reliability,
cost, size, weight, logistics, and maintenance aovantages tnose technologies
may offer. Replacement mocules shall be utilized whenever practical to
promote ease of maintenance, reouce cowntime, and lower costs. The I-S/A ANMPE
shall be proviced with a computer power center compatible with the I-S/A AMPE
haroware proposed at each site. Tne computer power center shall include as a
minimum an isclation transformer, circuit breakers, panelboaras, computer
Automatead Data Processing tquipment (ADPE) branch circuits, shunt trip
breakers, transient protection, anc meters.

3.8.4

Commonality/Stanacardization

Tne 1-S/A AMPEs shall be developeo with a maximum degree of commonality in
hardware and software and with a degree of standaroization requirec to insure

commonality without compromising operational effectiveness.
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3.8.5 Human Pertormznce/human Engineering

slevant numén ractors which can ce igentirisd i tre context or tne
ari/macning interrtece runctiens snall oe cerinea anc gppliec in accercancea
41tn Tne tecnnigues cescrined in appropriate paragrapns orf o[L-H-456855. Al
qunén Zngineering inputs snzll weet the applicanle criteria of MIL-STD-147¢

.
)
ana other criteria specitiea in tne Intertace Control Cocuient.

Lo B BEE EEN Ny ERna D9 NSTEES

o

waintainanility snall oe consicerec of prime importance in tne aesign éana
manutacture ¢f tne I-5/A AMPE. HMaintainability requirements snall comply with
MIL-STD-470. Maintainanility requirements shall acgnere to the following
guicgelines:

Maintenance procedures shall be designea to be as simple and
efricient as possible.

. A maintenance concept shall be developec whereby maintenance
responsidility is assumed Dy on-site personnel to the fullest extent
possiole.

Secure maintenance procedures snall be emphasized.

A preventive maintenance program snall be defined anG gquantitative
limitations snall be established on the frequency of requirea
preventive maintenance.

Tne i“ean Time to Repair failures which would cause loss of service to
all circuits snall not exceed one (1) hour.

An Integrated Logistic Support (ILS) Plan snall be prepared as part of tne
[-S/A AFMPE agevelopment process. The ILS Plan shall adhere to the following
organizational and conceptual guicelines.

3.9.1 Haraware Maintenance (Also see Section 3.4, I-S/A AMPE Security)

The [-S/A AMPE equipment shall be reaaily installed and maintainea. It
snall be subject to repair at three levels as follows:

a. Organizational Level Maintenance. This level of maintenance is
defined as tne maintenance which is the responsibility of and performea by
organizational personnel with assigned equipments. It snall consist of
inspecting, servicing, lubricating, adjusting, and replacing printed circuit
cards, subassemblies, and assemblies.

b. Intermediate Level Maintenance. Intermeadiate level maintenance
shall consist of the repair of taulty components anc assemplies not considered
repairable at tne organizational level. It shall incluge printed circuit
oocara component replacenment, calibration, adjustments, soldering, and any
required/scheculed preventive maintenance actions.
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C. oepot Level Maintenance. Depot level maintenance shall consist
Tt all repairs anc overnaul not considerea or cesignated as repairao]

Tower maintenance levels. Tnis service snall be performec by cesigna

redzir facilici=s.

3.9.2 Haintenance Concent

Yodule replacement at tne organizational lzvel snall be the maintenance
concept to be applieu to the [-S/A AMPE. liocule re=pair anc parts replacetent
snall pe accenplisned in accorgance with 3.%.1 of this specification. =~ izvag
of repair anaiysis shail b2 periormed in @ later pnase o7 program uav2lopment

ang shall oe used to justity a decision 10 repair or ciscarc & cerective
mocgule, printee circuit poara Or component Tor each maintenance action at each
Tevel of maintenance. bBuilt-in-Test and diagnostics snall be usea, wilere
teasible, for rapid rfault isolation. Fault isolation shall be acnievaple to
tne lowest replaceanle module. Use of multipurpose test equipment shall be
empnasizea to reguce numoer ana types of cn-site inventory.

3.9.3 Sortware Maintenance Concept

Atter IAS Phasing Group processing, software cnanges will be forwarded to
the LMU/PMO for action. Tirougn the Configuration Control Board (CCH), the
LMD/PMO wi11 establisn proceaures for handling all aspects or proposed system
software mogitications, testing ana certification of approvea software
cnanges. These procedures will incluce initial review anag approvai or
aisapproval. Responsibility for implementation of approved changes will
resice with a centralized authority to be inclucec in the Program ifanagement
Responsibility Transrer (PMRT) ana Systems Operaticnal Concept.

3.9.3.1 I-S/A AMPE Test Bed

Experience with AUTODIN has clearly demonstratea the need for centralized
life-cycle software management and control, the need for a scftware
development and testing facility, ana the advantages of proximity between the
software support staff, the management starf, ana the test facility. Tnis
permits maximum responsiveness to operational needs regarding cevelopment and
test efforts and reduces costs associated with travel ang time. A centralizea
engineering and software development test bed facility is definitly requirea
for life-cycle support of fielaed I-S/A AMPE installations and will be
proviaged by the LMD/PMO as part of the I-S/A AMPE Program. This facility will
be referrea to as the AMPE Support Facility (AMPE S/F). The LMD/PMO, tirougn
tne contractor, will be expectea to provide the first year's support. How the
final life-cycle support in this area is accomplisheda will be decided by the
LMD through coordination with DCA ana the S/As. The decision will be
reflected in the PMRT ana must include a trade-off concerning contractor
versus government support and must consider possiblie LMD delegation of this
responsibility to other Services and Agencies. Q& planning rigures and an
organizational concept plan will be provided by the LMD/PMO as an input to the
OCA Five Year Plan (FYP).

2.10 Desian Priorities

wnile all requirements levied on the [-S/A AMPE are important and must be
fully complied with, tne following requirements shoula receive first priority
in design and implementation.
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3.10.3 Pertormance

The design shoulo explicitly address performing service functions and
features in & way tnat least impacts the apility ot the I-S/A AMPE tc perform
its total set of requirements. Aspects sucn as overflow and routing shoulo &=
pertormea with minimal numen intervention. To tne maximum extent practicanle
functicons ang Teatures snoulc be performed via comouting power vice numan
intervention.

7=

3.11 Government rurnisinec Property (GFP)

3.11.1 Uesign Assistance

The government has available a numper of computer caseo tools, such as
simulation programs. Prior to either procuring or oesigning software tools,
the contractor shall consult with the government. However, it is not the
intention of the government to provice computer time for the use of any
soTtware tools.

3.11.2 Hardware and Sottware

-

Fcr the effort to prepare Type B cevelopment specifications, the
government Goes not anticipate proviaing any GFP. However, acepenoing on the
oesign approach adoptea, GFP could be required for tne implementation phase;
thus the contractor snall interact with the government to generate a listing
of GFP, as appropriate. The listing shall joentify the property by reference
to its nomenclature, specification number and/or part number or other
appropriate icentification.
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I-S/A AMPE is being implamentea in two parallel ziag interlocheu

Traca I is tne tunctionai replacsment anag imglementation of valizatea
telecommunications requirements, anc the replicement of certain
witching Center rtunctions. Trac< [ will cnplcy trusted computing
tecnnolagy in the design ana implementaticn phases with test eand
T&E) tu tne ~1 level, Ricorous matheriatical prcar aown to tne
T e

Tate-0f- ~-~ru, is ceverrvec to Track II. us, Guri GCK
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rate USSCS anc ;k‘-;x systems will ce cepioyed. & DSSES systems will
accommogate 0SSCS-cnly ana OSSCS- a.au- 1lowec-ta-pass-GENSER subscrisers.

Track II proviaes tne I-S/A AMPE intertace(s) to the Derense Data Mhetwerk
(DDN), otner as yet unvalidatea ennancements, ana the TCB T&E to allaw full
cansoligation of DSSCS and GENSER racilities. Track Il effarts will be
accomplished by pre-planned product improvement (P3I) techniques.

Pre-plannea product iniprovements are l1ife cycle techniques ta proviage features
wnich are nat presentiy incluced in Track [ (based on, e.g., lack of
tecnnolagy, immediate mission need, and excessive ris<)

v
{
<
(

3.12.1 Pre-Plannea Product Improvement Impiementetion

telecomnunication researcn ana development is ongoing, the neec to
impl t P>l reatures ccula come at any point during tne I-S/A AMPE life
Cjb]-. Conseguently, the [-S/A AMPE design shall explicity incluce a means of
inccrporating new capabilities such as P31. Once tne technalogy is
state-or-the-art, recomendations for 1mp1ementing a validatea feature will be
assessed based cn cast, schedule, and pertormance impacts the contractor shall
proviage during the Formal Review Process. AS P3] features are approved and
valiagatea, they will be incorporatea into the [-S/A AMPE. The following
paragrapns autline p3] requirements.

ll Ll)
('D

9

3.12.2 Acaitional I-S/A AMPE Services

Since the telecommunications environment is constantly evolving, future
[-S/A AMPE subscricers will recognize and document tne neea for aaditional
services. Far planning purposes, it is estimated that several services will
be requirea in addition to the Formal Message Service (See para 3.2.1) with
jts Message Eaiting and Preparation Service (See para 3.2.2). The following
services are examples of those which may be required:

a) Informal Message Service (IMS). Informal Message Service providges two
capapilities: "interactive" and "mailbox". Interactive Informal Message
Service implies a near real time "electronic note pad" capability between two
users. "Mailbox Service" implies the ability to defer delivery (analagous to
"overnignt telegrams"). Such service might be provided without the rigor of
the %S (e.g., lesser degrees af assurea delivery, traceability, recovery).

b) Teleconterence Service (TCS). This service provides capability for
groups of subscricers to use the IAS network to engage in interactive group
transactions. That is, an "electronic blackboard" might be establishec¢ at
each af several "conference" locations for group sized briefings, lectures,
and so on.
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c¢) Data Ease Transaction Service (UBTS). Tnis service proviaes
subscrioers ~ith tne capability to generate, mocify, anc retrisve cata from
thelir own Or other subscriper data bases worla wide.

ine [-S/A AMPE design shall allow for the adciticn of vaiicateo new
services zna the enhancement of existing functions anc services througnout the
service lite of the system.

1S N B
Pach ~ecou=sts

&
'
¢
§
£

3C sudsScriber or service rsquesting "cata patns' tnrougn the [-S/4 ANPE
snall require valication to access either a suoscCriber airectly connecieo to
tne I-S/A ~MPE, oOr a service provided by the I-S/A AWPE (e.g., Formal idessace
Service). Tne types of services ano connections tinat a user or service 1S
autnorizea to invoke snall be predefineo (e.g., by a classmark or a table) and
tne I-S/A AMPE shall verify that tne subscriber request is authorized prior to
cranting access. The following examples illustrate potential applications for

gate patns.

[

a) OUirectly Connected Suoscrioer to Another Direcily Connected Subscriter.
Tie [-S/A AMPE sndil nave tne capability fo aliow a subsCriber uirectiy
connected to the [-S/A AMPE to communicate with anotner subscriber who is also
Uirectly connected tc the sanme I-S/A AMPE, without requiring processing by the
FiHS.

b) ODirectly Connected Subscriber to Network. Thne I-S/A AMPE shall allow
a subscriber directly connecteo to tne [-S/A AMPE to estaplish a connection to
the network. Tnis type of connection will provice access to such services as
the Informal Message Service ano the Teleconferencing Service.

¢) Remote Subscriber tc Local Service Connection. The I-S/A AMPE shall
provice The capability for a rerminal Access Controlier (TAC) subscriber (a
subscriber not directly connected to an I-S/A AMPE) to establish a connection,
througn the network, to an I-S/A AMPE for local service (e.g., MEPS). The
connection request shall be subject to access control to determine whether or
not the TAC subscriber is allowed access to that particular service.

3.12.4 Preample Format

The I-S/A AMPE shall nave the capability to identify and accept for
processing messages in Preamble format. Preamble is a format usec by Army
data processing installations in lieu of JANAP-128 format (See Appendix D of
the [-S/A AMPE Interface Control Document).

3.12.5 Routing Table Upcate

The I-S/A AMPE shall be capable of receiving aiternate routing table
update information from the IAS Monitoring Center. The receipt of this
information shall include safeguards to prevent malicious or accidental
modifications of the routing tables.
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3.12.6 USSCS anc GENSER Consolication
Suring Track I tne state-or-the-art in providing trusted computing base
software restricts sacurity to tane [Al] level or the DcD Computer Security
te

Center's, Trusted Cemputer System Evaluation Criteria; thus the [-S/A AriPt
w111 oe geployea either as a Multilevel Secure (iMLS) GENSER or a MLS DSSCS
facility, cependent on operational requirements. It is not manoatory that the
1/S-A AMPE meet tne criteria or Class A2 as this class is currently considered

Y T e e e

. ~ - -y - " o \ > 4 - - H
Jeyona tne state-Cr-tne-art. hROwever, 3aspeCisS 0T LiaSS ~c tnat Can D2
Oy e o T e b 1 e S AT ol — SO SRR LS A ol = s o
accomplisned <noula o€ cnsiceraa 4 fiCe _..f‘.f.] N Invg TN 1=3/RA ~aFL.
()R N = - 5 3 -] EY - 3 ~ S g - 3
hote: To meet Class AZ, a forial analysis of tne coject ccue is reguirec Lo

prove that tine implementation sotiware 7ulrills tne requirement of tne
security mooel. Also, formal metnods of verification are applied to tne
hardware design.] In adoition to tne security T&E, this Track Il effort shall
include the aesign, implementation ana instailation of any modification
necessitatec by tne security T&E.

3.15 Training
Estaolisnment of a comprenensive life-cycle orientea training program

snall parallel cevelopment ot the [-5/A AMPE. Ihe 1nitial training increment
shall pe completed in time to support the IOC geplioyment of the I-S/A AMPE.
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s 2.0 QUALITY ~SSURANCE PROVISIONS

F":‘

N An extensive [-S/A AMPE Test anc Evaluation program shall be cenducteag to |
insure tne acguirea systam meets its cperaticnal reguirements. Keview ana

- L.| C i I W 9 Y o &8l 3 i i ] (v { 'ined

S5 testing o1 the software, hardware na functional operation snall be pertormned

- continuously tiaroughout tne development ana implementation phases. This
ertort shall pe aiviged into a number or evolutionary steps as prescribed in
tne following paragraphs ana Section 3.4, I-S/A AMPE Security. The
contractor's proposal snall fully descrio2 now the mandatory reviaw and
testing reguircments describea nerein shzlil ce met, optimizec, ana intecrated
into managenent, and security programs.

v

The government intends to nave an independent verification ana valigation
effort covering the full life cycle of the program. General auicelines are
provided in tne following publications (See Section 2.0) reference 2.5c,
MIL-STD-1521, ana NAVELEX INST 5200.23. The contractor shall also procuce a
Software Quality Assurance Plan in accordance with MIL-STD-167S (see 3.6.2).

4.1 Contractor Configuration/Uevelopment Reviews

Tne contractor shall conauct configuration management meetings ana audits
tnroughout the contractual period and provide configuration management aata to
tne Government. The configuration menagement program for sortware ana
software relatea equipment functions shall ensure that wnen the software is
transitionea tor Government control, the records ana data are in detail,
format, ana status to allow Government use for future moditication
recommencations such as reviews and approvals. Formal design reviews snall be
conauctea by the contractor for the Government as an integral part of the
software, harcware, and security design, development ana test pnases. Formal
security design review will be conGucted by the Government during aesign,
development, anc testing phases. At each review, the contractor shail conduct
a system/software walkthrougn using, as a baseline, tne latest approved
revision of tne computer software specification ana cesign plan. As a
minimum, design reviews shall be conductea to support the Government's review
of major design data (e.g. software specifications). Further, the contractor
shall schedule ana conduct management progress/status reviews at each key
agecision point during the design development and testing of the I-S/A AMPE
program. The contractor shall identify proposed scheduling, location ang
special requirements of the above meetings and reviews in his proposal, and
wnere appropriate, in planning data required by applicable DD Form 1423s. In
aadition, the contractor shall support requirements for unscheaulea meetings
callea for by either the Government or the contractor to discuss special
problems requiring early resolution. Proposed agenda of subjects to be
covered in Government/contractor reviews and meetings, and minutes thereof,
snall be provided.

4.1.1 Conriguration Management

Total system configuration management shall be employed in the [-S/A ANMPE
program. Configuration management empnasis shall be placed on the aeveloped
software, firmware , and any specialized haraware, as these areas have the
greatest technical and security accreditation risks (see Section 3.4). The
functions of the [-S/A AMPE contiguration management are to identify, centrol,
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provice status accounting Tor anc verify the sofiware configuration as it is
levelopec. This connotes rormal lite c¢ycle baseline cerinition and control,
“ormal reviews ang auwagits, na Tormal cnange status acccunting. “Formal” dis
setinec in this cas2 as coCumented &nd agreed to oy tne orfergr and e

1.1.1.1 Cenfiguration anagement Baselines

S PAMTPRE R e T e M0 Ry SR PN 3 g ;
The contractor snali OCuCe & SO0Tilwére Lontiguréatilion manage c Fian 17
CincCe &»1L0 Paragrépn

«.1.1.2 Engineering Change Proposals

Engineering Change Proposals (ECPs) shall be tne only means by wiich tne
tunctional, allocated, or proauct baseline may be changec. ECPs shall be
preparea and processea as specified in the CORL. Each ECP shall incluae all
necessary specification change notices (SCNs) to correct/revise all cocuments,
to include tne system performance specirication anc the FRD/ICD, wihich nave
been incorporated intc tne contract. It is important to note tnat contrcl of
2acin oaseling continuegs targughout the life cvele of the contract. Thus, a
¢nange late in the implementation effort may impact the entire nierachy of
baselines engencering changes to corresponcing aocurents.

2.2 Dev2lopment Teat ana Evaluation (OT&E)

Tnhe contractor shall perform necessary cevelopment testing cn all
narcware units and subsystems, and associatea software of the I-S/A AWPE in
order to: wvalidate his equipment selection ana its conciticn upcn receint
from vendors; insure this cesign and security reatures meet specitied
operational performance; verify his testing procecures; and providge the
Government a high level of confidence that operations testing will be
accomplisnec with minimum agelays and/or retesting. Test pians anc procecures
supporting contractor development testing shall be provided the Government.
Contractor development testing may be conducted in the contractor's plant,
subcontractor‘s tacility, the nardware/software test tacility and/or other
approved testing area. Oevelopment testing shall incluce, but not be limited
to, any testing requiring Government approval. The Government will retain tne
rignt to witness All contractor testing; however, such witness shall not
constitute Government acceptance, or readuce Government formal operational
testing requirements. The development testing cycle shall incluce complete
integratea testing of all nardware units, subsystems, and applicacle software
mogules prior to release for installation.

4.2.1 Software Testing

Comprenhensive and integrative testing of software shall be pertormea by
the contractor in accoraance with ang Sections 3.4 and 3.0 at critical points,
as defined below, in development of the system software. Tnis testing shall
pe conductea sequentially as software modules are developea, followed by
integration testing of functional sets of mocules with final hardware/software
testing of all mocgules reguired to control tne complete I-S/A AMPE. Software
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B - tasting shall conform to mocular aevelcpment uncer the approved siructured

Ly programming wetncds. The Government shall ve invited to witness anc/or

iy participate in all contractor software testine. Scftware testing :ina tne
reporting ané approval or test results shall ne accomplishea. The cZontracior

sihall insure tnat specCitic ano cetailed testing ¢r security mouule(s) is
accomplishea. Souftware ang sofrtware security testing, described nerein, snal
be completeg ana approveo prior to the start of the operational testing
specitiad in 4.3.

Sctiware test pl ang procecures shall be prepearead by the contractiar in
sccorgance witn mIL-S Th ] 7% ang Sectign 3.4 and submitted to tne Goveranant
for approval. Furtiner, software testing shall be uefinea in tne Test Program
Qutline/?lan requirea by 4.4. These plans shall provioe for the levels of
testing described nerein; separate test proceaures shall be provided, as
necessary, to support indivicual module ana integrative testing.

o

Tnis testing shall use a builaing block approach with Tull testirg at
2acn iteration. First, tne individual sortwere mocules snall De testea.
Tnen, these testec mocules shall be integratea on a functicnal basis and
testea.  Finally, the complefe sorfware program for tne [-S/A AWPE snall be
integrated with associated naroware and fully tested.

~

S
e lel !

(R

circimagnetic Testing Requirements

M

Tne I-S/A AMPE shall be tested to cemonstrate full compliance with the
requirements of the ICD.

4.3 System Testing

System testing for the I-S/A AMPE system shall include site testing in at
least one mutually selectea location. Althcugh systems software/harcware may
e testea at tne moaule, unit, subsystem or even site level in the various
pnases of testing prior to system ana Government testing, successtul
completion of preliminary testing will constitute conditional acceptance only
(for contract milestone purposes). Final system acceptance will be subject
to: tne successful completion of all system testing ano Government conducted
operations testing, and tne approval of test results by the Government.

4.3.1 Site Acceptance Testing

Site testing shall be designea and concucted in accoraance witn Sections
3.6 and 3.4. Formal testing shall be conouctea unoer the direction of a
Government provioed test director at each site. During site testing, each
site snall be individually tested. This testing will be considered the
initial phase of acceptance testing ano shall include all haroware/sottware in
its final design configuration unless specitically waived by the Government
Test Uirector.

4-3
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- This testing snall verity that; the installation anc racility perrtormance

R reets all requirenents of the specirication/contract except those requiring

. compliete nelnork integration (as regquired ror system testing in 4.3.2); the

‘ Site narcuare/sofieware is properly intercinnectel & crationzliy cempatinlaz
L, «itn connectea GFE, muitiplexers, ana subscribar meCens/ intertace equipnents,

3 as appropriate; tne site meets all requirements tor interface, rormats and
codes; proper operational tecnniques nave peen cevelopea for precessing
-, trafric under normal anc stressea congiticns; performénce requirements are et

meer 0ot normal ang stressed conciticns, ang the r2guirem=nis of scitwars
e S=Curiiy testing are met., Testing 0T SLOSCriser inleriacse nircware ana
oftwars snall inciuce tull operational compatioiiity anc security testing of
all access area components. Site testing shall be concuctec in accordance

with tne contractor providea, Government approved Installation ang Checkout
Test Plan and Proceaures. Sufficient equipment for each site testing

terminals, traffic generators, network simulators snall be provideo by the
contractor so tnat all operational requirements can be fully festea. |

4.3.2 System Tests

yoon successtul completion ar an initial orr-line system test, the I-S/A
APEs snall pe connectea tu botn the AUTODIN, DD, TRI-TAC Eguipment, anc
NICS/TARE in preparation for full system testing. Successful performance of
tnis system test ana Government testing specifiead in 4.3.3 ana Section 3.4
must be aemonstratea prior to furtner installation of follow-on I-S/A AlPES.
Tne follow-on units shall pbe integratea, testea and accepted on a site-by-site
pasis. Tne system test shall consist of sequences of events to exercise and
test all areas of system software, and verify that the [-S/A AMPE nhardware anc
scfiware meets thne total requirements of the specification/contract. The test
shall gemonstrate tnat tne I-S/A AMPE, operating witn AUTODIN, DDN, TRI-TAC
Equipment, and NICS/TARE provices message integrity ana protection with
reliable security provisions unaer all operating conditions while at the same
time meeting traffic, speed, throughput, reliability ano availability
requirements. The interconnection of ditferent user types shall be
specifically tested. Al]l users operating with standara protocols and
interfaces as well as users operating with unigue link protocols (See ICD
4.2.2) or variations to FMS (See paragraph 3.2.1) snall be tested to insure
that: (1) all user types can exchange message traffic through FMS; ana (2)
all local user types who have the capability to select connection to otner
lTocal users shall be able to intercommunicate with each other. System testing
snall be conducted by the contractor under the airection of a Government test
director in accordance with contractor proviced/Government approved System
Implementation Test Plan and Procedurnas.

4.3.3 Operational Test and Evaluation (OT&E)

As a final pnase of system testing, the Government ~ill concuct formal

L. testing of the I-S/A AMPE. The Government will prepare all necessary test

b plans ana procedures, test configuration and test data, and provide for

P documentation and analysis of test results, The contractor shall not have

b access to tnese test plans, procedures, test configuration, or test data prior
P to Government testing. Tnis Government testing will include, out nol be

&f limitec to, operational, performance, and security testing. The

e

l.}

i’
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tractor snall support this erfort to the sane extent as requireg for tne
system testing giscussed in paragrépn 4.3.2. Sufticient time and resourcss
support tnis testing snall be icentiriec in tne contractor's preposal. Tn2
Government w171 nave a mininum of 90 uninterruptec testinc cays in order t
sertorm tais testing. The term "uninterruptecd testing days" is cefinea &s tne
time periog curing wnich there are no o.tstanaing (open) deficiency reports.
Srcula agericiency reports gevelop, the testing time period will De restarted.

Lo

4.¢ Test Documentation

Tne contractor snail preparc agetailea test plans anc procecures in
accoragance ~itn Sections 3.4 ana 3.0 to insure all contractor concuctea
testing, outlinea above, will be accomplishea. The contractor shall previde
test results to the Government for all tesis ana evaluations performea as

required (See 3.6.2).

d.4.1 Test Program Outline/Plan

An overall Test Program Jutline and Plan integrating
testing snall se prepared ana suomittea to the Government for a
fest Progrem Outiine/Pian snaii cescrioe tne peginniny-tv-énd t
phasing anc integration of testing, test opjectives, nlanning f
scheculing, rtacilities requirec, cescription of inaivigual test
acceptance tor 311 contractor testing.

4.4.2 Test Plans and Procedures

Test Plans ana Procedures shall be prepareg by tne contractor to detail
resources ang assets required, test requirements, test data, procedures, test
limits, layouts, anu acceptance/rejection ana retesting criteria of all
gevelopment and operational testing. Thec: shall be prepared tor unit,
subunit, anc subsystem level testing; for site testing; ftor overall [-S/A AMPE
system testing; and for the special testing reguirements of TEMPEST ena
EMI/EMC. These test plans and procedures shall provide for ageguate testing
of system design, nardware and software, system security, and instailation.

4.5 Responsibilities for Contractor Conducted Testing

4.,5.1 Contractor Test Procedures

Once the development test plans and procecures have been accepted by the
Government, the contractor is responsible for implementing and documenting the
tests and inspections as necessary to demonstrate acceptable performance. The
contractor shall:

a. Prepare and forwara to tne Government for approval an overall
system test program outline ana plan, functional area test plans ana
procedures, and acceptance test plans and procedures.

b. Inform the Government (Test Director) in writing at least 30
days prior to desired start date of any testing wnich is subject to Government

witness or approval.
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The Government will:

a. Review and accept, provide recommended changes, or reject test
plans and procedures submitted by the contractor.

©. Be prepared to witness/conduct testing within 30 days after
receipt of written notification from the contractor.

c. Direct and participate in formal acceptance testing in
accordance with aprroved test plans and procedures, and with the support of
the contractor.

d. Provide acceptance or rejection of test(s) results within time
frames specified in DD Form 1423.

1.6 Eguipment

The contractor shall furnish all equipment, services, and facilities
required for testing except Government Furnished Cryptographic Equipment and
Subscriber terminals. The contractor shall furnish transmission facilities to
existing ASCs and PSNs, and to any subscriber terminals which may be utilized
during the testing at the test facility. The contractor shall submit, subject
to Government acceptance and amendment, the subscriber configuration necessary
to meet the test requirements as part of testing prescribed in 4.3.1 and 4.3.2.

4.7 Quality Assurance Provisions - Security Design

Security requirements are described in Section 3.4, I-S/A AMPE Security.
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SECTION 10
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DEFINITIONS AND TERMINOLOGY

i

-
|
1
L) . Ll ' . .
P PO DE OV 0 1P B U0 10 500 "Wl T sl WU D L VU L o G & S (RN DL 0 ORl Gel D Gu Bl Sl UER TN Dok B U, G G, S R SEARP 0 S TEL Ut 0 Wi Sl O, 1 G e P




B X
4

L
k-
E
E.
.
f‘ .

TONS AND TER?

ACK (ACKNOWLEDGMENT)

Access Control:

\?” ’A;:ess Con<rol
“lechanism):

Altroute (Alternative
Routing):

AMPE (Automated !lessage
Processing Exchange):

ASC (AUTODIN Switching
Center):

AUTODIN (Automatic Digital
Netvork ):

-
-

e W N LA i - 5 v rem. v o —— -

TNOLOGY

MEANTNG

\ conirol sequence sent 2ither to or from the
subscriber.

Actions taken to permit or deny use of the

components of a communications system. (NCS)

A Harﬂwara and/or software ccmponent that
implements an object protection strategy.

A process whereby alternate delivery stations are
used when circuit failures, equipment outages, or
backlogs develop wnich restrict delivery to
primary addressees.

Equipment which automates the functions
necessary to transmit, receive, and process
messages to and from or within a
te1econnunications network. AMPEs may stan
-_ hi
Liai

.......... J.-&..__ -
] a

dIUllt: il PYUVIUt: bClVlbt: LU renoe et

UDQ_

The switch node in AUTODIN that performs

the store-and-forward message functions and
inciudes the patch and test faciiity, power
generation and distribution, modems,
cryptographic equipment, and other peripheral or
support functions.

Note: The Teased and governnment-owned AUTODIN
switching centers are operationally compatible,
al though they differ in capabilities, hardware,
and software. They function as a common system
and will be referred to by the cormon term

"ASC'. The prefix "Leased" or "Government-owned"
ASC is used when addressing or emphasizing a
peculiar function of oniy one type of ASC.

The Automatic Digital Network (AUTODIN)

is a switched network of the Defense
Cormunications System (DCS), which functions as a
single, integrated, worldwide, high-speed,
computer-controlled, general-purpose,
store-and-forward communication network,
providing record cormunications service to the
Department of Defense (DoD) and other Federal
Government Agencies. It consists of all AUTODIN
Switching Centers (ASCs), interswitch trunks, and
111 subscriber stations connected thereto. This
secure, fully automatic, switching network was

10 -1
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8lacker Progran

CSN (Channel Sequence
Number):

CARP (Contingency

Classification:

Classmark:

Content Indicator Code:

CRIyICH

DCAC:

Alternate Routing Program):

RS LS L L AT BT 0! VO D0 R BT S0 M o v T Iy

¥ v *
.......

designed, engineered, and programmed to provide
continuous operation, minimal ioss of service,
and no loss of traffic; and has done so since
1964.

An end-to-end encryption program with
applicability to the I-S/A AMPE's connection to
the Defense data Network (DDN).

A three-digit number used to indicate the
sequential number of +the transmission on a
channel between two stations. These numbers
shail commence with number 007 and continue
consecutively through 000 (1000).

Inherent in all ASCs is a program identified

as the Contingency Alternate Routing Program
(CARP). This program provides an automatic
capability of routing a message destined for an
identified station to an alternate station not
necessarily connected to the same ASC. CARP can
pe used to aileviate backiogs, for traffic
managenent, or during a contingency condition,
e.g., ASC failure. CARP cannot be applied to
messages routed by a collective routing indicator.

The security classification of the message.

Designators used to describe the service
privileges and restrictions for lines accessing a
switch, e.g., precedence level, security level,
zone restriction.

The Content Indicator Code/Communication Action
Identifier (CIC) is composed of four alphabetic
or three alphabetic and one numeric character in
format line two of a message which can be used to
specify the content of the message. See
JANAP-128 ANNEX B.

The highest precedence message processed by the
DSSCS. Critic messages in the DSSCS community
are recognized by the Critic prosign of "WW
YEKAAH". CRITIC messages are provided special
handling in the AUTODIN system and require
special operating procedures to ensure proper
delivery. CRITIC messages preempt messages of
any other precedence with the exception of ECP
messages or another CRITIC message.

Defense Communications Agency Circular

10 - 2
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DDN: Defense Data Metwork, packet switching backbone
for the Integrated AJTODIN System.

DSSCS: Defense Special Security Communications Syvstem,
DSSCS is the intelligence cemmunity record
message portion of the AUTODIN.

Duplex: A cormunication system or equipment that can
carry information in both directions between two
points. See Full-Duplex and Half-Duplex.

PrT——

qPrg g

ORCORCE R
-,

EAM (Emergency Action High precedence message that is transmitted

Nessage): at Emergency Command Precedence or Flash
Precedence. An EAM of flash precedence with the
appropriate CIC is queued to the front of the
GENSER flash queue, but not ahead of a DSSCS
flash message.

MR e gun g pen g
e e i i e
; f .
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L
)

Ra e 2
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ECP (Emergency Command Emergency Command Precedence is designated
Precedence): for use on certain time-sensitive command and
control emergency action messages. ECP preempts

-~
.- all messages of lower precedence. Only the
B National Command Authority (NCA) and certain
o designated commanders of Unified and Specified
fo. Cormands are authorized to use the ECP capability

of the AUTODIN system and then only for certain
designated emergency action command and control
messages. ECP is the nighest precedence in the
GENSER community.
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E3 End-to-End Encryption
-
[ EOM: End of Message
k-
¢ Far-Term: The time frame after phase out of all of the ASCs.

FIFO (First-In-First-Qut): The system where incoming messages are processed
sequentially and transmitted at the end of their
respective precedence queue when completely
received.

FMS (Formal Message FMS provides the capabilities for IAS

Service): subscribers to create, send, and receive formal
messages. Formal message service can be
regarded, in large part, to be a continuation of
AUTODIN “"official" message service. Formal
nessages are defined as messages that are
prepared, handled, released, and recorded for
storage in accordance with Service/Agency
procedures.
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FRD (Functional
Requirements
Descrintion):

Full-Duplex Channel:

Full-Duplex Transmission:

Functional Requirements:

GENSER (General Service)
Traffic:
Guard:

Half-Dupliex Channel:

Hal f-Duplex Transmissicn:

History File:

History Search Capability:

.
-

Bl o oy B Rl s o b Roain mS e - g st e i e N e B L T

Describes and baselines the functiona’
requirenents for the Inter-Service/Agency
Automated ilessage Processing Ixchanga (I-S/A
AMPE). This document provides a definitive
description of the needs of the particinating
Military Services and Defense Agencies, and the
Defense Communications Agency (DCA).

A communications channel where the signals may
flow in both directions simultaneously and
indenencently. The signaling speeds used for the
tuwo directions of transmission on a full-dupiex
channel need not be the same.

A type of transmission where information is sent
in both directions simultaneously and

independently. Two-way simultaneous transmission.

Functional requirements are the actions needed to
perform the Service/Agency mission, and the
quantitative performance parameters needed to
specify the extent of the action.

Traffic that includes all security
classifications, excluding DSSCS traffic.

The telecommunications center provides internal
office distribution to specified organizations.

A circuit that affords communication in either
direction but only in one direction at a time.

A type of transmission where information is sent
in one direction or the other, but not both
directions simul taneousiy.

A complete, continuously maintained
cormunications record to include the following
information for each message processed by the
AMPE: A complete copy of the message as received
(with the exception of ALPS and SDS messages
whose text shall not be recorded); a complete
record of all message transactions beginning with
the start of the message into the I-S/A AMPE and
ending with receipt of the end of message
acknowledgerent from the last addressee terminal.

The capability to search history files (on-line
or off-1ine) based on varied criteria to extract
message data for display or print.
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Host:

(¥2)

1

TASA:

IAS Hetework

ICD [Interface Control
Document):

Intercept Processing:

Interface:

Interface Criteria:
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An IAS Host is a piece of user equipment that is
connected to the I[AS backbone {the DDN) and is
capable of handling simul<aneously rultiple
logical channels with the [AS.

The Integrated AUTODIN Svstem (IAS) is the
narrative record/data portion of the Defense
Communications System. The IAS will evolve from
the currently operational AUTODIN
store-and-forward message switching network and
the packet-swiicning Defense Data Network. The
principal concept is that DON will be the
cormunications backbone and along with the I-S/A
AMPE will provide the communications connectivity
for all users.

£
o

o
L]

IAS Architecture, see IASA Report (Part 3).

The I-S/A AMPEs and their connectivity to other
[-S/A AMPEs. Initially for the I-S/A AMPE, the
connection is through AUTODIN,then, as I-S/A AMPE
deployment progresses, a combination of AUTODIN
and DDN. Finally, as AUTODIN is phased out, it
will be through DDN only.

Interface Control Document(s) serve as the
repository for environmental, mechanical,
electrical, protocol/format, and human interface
criteria controlling or constraining the
functional requirements described in the FRD.

Intercept processing provides operator initiated
interin storage for messages whose delivery is
delayed by an inoperative or backiogged output
channel. Using intercept, the AMPE can
temporarily hold messages for a destination which
is partially or completely out of service or
which operates on a part-time basis.

A boundary or point common to two or more systems
or other entities across which useful information
flow takes place. (It is implied that useful
information flow requires the specification of
the interconnection of the systems which enables
them to interoperate.)

Interface criteria are the functional/ physical
characteristics required to exist at boundaries
between two or more equipments or computer
prograns provided by different DCS or
Service/Agency subsystems or contracted
(tariff/leased) subsystems.
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e Interoperability: The ability of systems, units or forces to
provide services to and accept services from
other systems, units or forces and to use the
service so exchanged to enable them to operate
effectively together.

\
3
*- In-transit Storage: In a store and forvard message processing systen,
i storage that is used to store messages that have
4 been acknowledged on input but have not been
E delivered to all addressees on input, i.e.,
Tl messages occupying intransit storage space are
iii those currently undergoing input or output

: processing or currently on queue for output
4 delivery. Messages on intercept or overflow

storage do not occupy in-transit storage space.

E- - I0C (Initial Operating The first attainment of the capability to

Fu Capability): enploy effectively a weapon, item of equipment,
or system of approved specific characteristics,

O and which is manned or operated by an adequately

L. trained, equiped, and supported military unit or
- force.

h

L-‘- I-S/A AMPE (Inter-Service/ The standard element that will replace the

S Agency Automated Message individual message processing exchanges of

- Processing Exchange: the Services and Agencies and the ASCs.

L.- -

:?ij LA: Logical address, binary address of host

- subscriber to the DDN.

Language Media Format: Language Media Format (LMF) is a single
alphabetic character which describes message
media and format, LMFs are used in pairs to
indicate the source and preferred destination
media format. NOTE: For more detail, see JANAP

s

a2

-

K.] 128, paragraph 414,

Looping: A message passing through the same I-S/A AMPE
more than one time before delivery to its final
destination.

E‘, Message: Any thought or idea expressed briefly in a plain
- or secret language, prepared in a form suitable
E for transmission by any means of communication.
- (JCST)

L::.

- - Message Accountability: A process utilizing a unique series of numbers
Y used to ensure the known disposition of every
b mecsage and to provide the bookkeeping associated
. with message handling.

-

b Message Editing and See paragraph 3.2.2

- Preparation Service

>

'« [MEPS]

2
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lessage Recovery: The ability to recover and protect delivery for

X messages that have been acknowledged on input bSut
15 not delivered on output and have been temporaril;
lost due to AMPE equipment (processor or
peripheral), softuare or total system failure.

.

Lt

Retransmission: Retransmitting of a message or group of messages
that have previously been transmitted and receipt
acknowledged by the addressee(s). Message
retransnissions are normally performed at the
request of the addressee(s). I!lessages to be
retransmitted must be retrieved from AMPE history
files and each retransmission snall be marked ZDK.

s
(D
(2]
(2]
jov}
©
89

s il

]
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Message Retrieval: The ability to retrieve a previously delivered
message or group of messages from history files
(on-1ine or off-line) based on varied criteria
for print, display or retransmission purposes.

o e SR
o1 % E ’

.
RN
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Yessage Switching: The technique of receiving a message, storing it
until tne proper outgoing line is available, then
transmitting. No direct connection between the
incoming and outgoing lines is set up as in
circuit switching.

o

vv
gy
.a

Mid-Tern: The time frame which includes the fielding of the
[-S/A AMPE and concludes with the phasing out of
all ASCs.

.

; o ;

s G

Misrouted Message: A misrouted message is one wnhich contains an
incorrect routing instruction.

o Missent Message: A missent message is one bearing a correct

i routing indicator but transmitted to a station
other than the one represented by the routing
indicator. Altrouted messages contain the RI of
the delivery station in Format Line 2 and are not
in this category.

Modular: a. Software.

The goal of modular design is to build
independent functional pieces of a computer
program which can be separately developed,
tested, and modified or replaced. Good modular
design minimizes and allows easy modification.
Software which employs modules must rely only on
a linmited, well defined set of properties for the
modules. Nothing in the software should depend
on the internal method by which the modules
accomplish their job. Proper modularity will
reduce code by collecting similar functions into
one module. It increases the program's clarity
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by employing a small conceptual set of well
defined properties to construct larger progranm
elements.

b. Hardware.

(1} A degree of standardization of
computer/cormunications system components to
allow for combinations and large variety of
compatible units.

(2) Tne determination of the design of the
equipment such that components can be readily
identified, altered, or augmented without
replacements of particular units or sections.

Monitoring Center Function This function is to provide an automation
assisted capability to maintain a current status
as to the efficient operation of the I-S/A AMPE
sub-network. The MC function is to be
implemented on a regional basis (CONUS, Pacific,
Europe) that will be collocated with major DCS
systemns operations centers and will support
individual I-S/A AMPE status reporting as well as
sub-network Tlevel.

Near-Tern: A point in time prior to fielding of the I-S/A
AMPE.
Network: An organization of stations capable of

intercormunication but not necessarily on the
sare channel. -

NICS/TARE (NATO Integrated The NICS TARE System is an automatic

Cormmunications System/ store-and-forward message relay system.
Telegraph Automatic Relay The automatic switching centers are
Equiprent): interconnected with dedicated trunk circuits.

They serve users via dedicated low speed
(typically 50/75 baud telegraph) and medium speed
subscriber circuits. The TARE Network will
accept, process and retransmit messages in the
formats specified in ACP 127, NATO Supplement 3,
as well as in the basic ACP 127 (manual torn-tape
relay) formats. No other formats will be
accepted. The NATO versions of ACP 127 are
somewhat different from those used in the AUTODIN.

NSA: National Security Agency

0ff-Line: That condition wherein devices or subsystems are
not connected into, do not form a part of, and
are not suject to the same controls as an
operational system. These devices may, however,
be operated independently.
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On-Line:

Cserating Signai:

OSRI (Originating Station

outing Indicator):

0SSN (Originating Station
Serial Number):

Overflow (Channel):

Overflow (Input):

Overflow (System):

P R e et o

That condition wherein devices or subsystems ar2
connected into and form a part of, and are
subject to the same controls as, an operational
systen,

An operating signal consists of three alphadbetic
characters and a fourth position for a numeric or
blank--used to convey message handling
instructions, see ACP 131.

The routing indicator of the station that
originated a message.

a. Station Serial Numbers are used for two
purposes: (1) in combination with the
originating station's routing indicator they
provide positive identification for each
transmission, and (2) as the EOM validation
number appearing in format line 15 they provide a
means by which ASCs check for the existence of
straggler messages.

b. The OSSN is expressed in four numeric
characters beginning with 0001 and continuing
consecutively through 9999 On completion of
each series of numbers, a new series begins.

This function is similar to system overflow
except it is output channel oriented, e.g., when
the specified traffic queue threshold for a given
output channel is reached, the most recently
received and lowest precedence messages destined
for that channel are diverted to overflow
storage.

The purpose of this system controlled function is
to return messages, previously placed on overflow
storage due to system or channel overflow
conditions, to the output channel queue when
system and/or channel thresholds indicate that
such action is warranted. The messages are
returned to the output queue in such a manner
that FIFO by precedence is maintained.

When a specified threshold of system traffic has
been reached indicating that the system
in-transit storage capacity is near saturation,
candidate messages are diverted to overflow
storage. Candidate messages for overflow are
determined by precedence, time in the systen,
queue load and channel activity. In general, the
most recently received and Towest precedence

10 - 9

This function is also system controlled.
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PLA:

Plain Language Address
(PLA) Directory:

Plain Language Address
(PLA) to Routing Indicator
(RI) Assignment:

Precedence:

messages destined for inoperative or backlogged
channels are diverted to overflow storage. This
function is system controlled.

Plain Language Address, an abbreviated or
conplete activity (organizational) zitle. The
geographic location may or may not be included
with the titie.

A directory consisting of a compilation of
Plain Language Addresses. (0ften refered to as a
PLAD.)

Determination of the appropriate RI for a
given PLA and its insertion in appropriate
format lines of the message.

A designation assigned to a message by the
originator to indicate to cormunications
personnel the relative order of handiing and to
the addressee the order in which the message is
to be noted. NOTE: Precedence designations, in
order of decreasing precedence, are ECP and
CRITIC (same precedence level), FLASH, IMMEDIATE,
PRIORITY, AND ROUTINE. These are defined as
follows: (The letters indicate the corresponding
prosign).

ECP Y Is designated for use on certain
time-sensitive command and control emergency
action messages. "Y" is designated Emergency
Command Precedence (ECP) and has FLASH preemption
capability and is used only in the GENSER
cormunity.

CRITIC WW Is designated for use on certain
time-sensitive DSSCS messages and has FLASH
preemption capability and is used only in the
DSSCS community.

FLASH Z Reserved for initial enemy contact
messages or operational combat messages of
extreme urgency, and CRITIC messages originated
in the GENSER community. Brevity is mandatory.

IMMEDIATE O Reserved for very urgent messages
relating to situations which gravely affect the
security of national/allied forces or populace.

PRIORITY P Reserved for messages concerning
the conduct of operations in progress and for

other important and urgent matters when routine
precedence will not suffice.
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ROUTINE R To be used for all types of
messages wnich justify transmission by rapid
means but are not of sufficient urgency and
importance to require a higher precedence.

raemption: The reallocation of services and equipment fron a
lower precedence use t0o a higher precedence usa.
Tnat is, the AI'PE shall have the capability to
rreenmpt the output of a message to allow
transmission of a specified higner precedence
nassage; preemption shall not cause the loss,
10di fication, or segmentation of a message.

Preplanned Product Is an acquisition concept which programs resources
Product Improvement to accomplish the orderly and cost effective
(P31) phased growth or evolution of a system's

capability, utility, and operational readiness.

Protect: The telecormunications center provides a set
number of copies to an organization, which in
turn arranges for its own internal distribution.
NOTE: Office and unit determination is not
performed for data pattern messages.

which handle classified plain language

i information in electric signal form (RED) be

B separated from those which handle encrypted or
& unclassified information (BLACK). Under this

C; concept, RED and BLACK terminology is used to

- clarify specific criteria relating to, and to

di fferentiate between such circuits, components,
equipments, systems, etc., and the areas in which
they are contained.

I Protocol: The rules for communication system operation that
= must be followed if cormunication is to be

- effected.

b . -

b R: Refers to the first character of the routing

{ indicators {always an R) in the GENSER community.
\-n

o2 Readdressal: Those actions necessary to cause a message stored
b on the message storage file to have a new set of
=2 addresses assigned which differ from the original
(- set.

(e

= RED/BLACK: The concept that electrical and electronic

[ circuits, components, equipments, systems, etc.,

RI (Routing Indicator): A group of letters assigned to indicate: a. the
geographic location of a station; b. a fixed

\ headquarters of a command, activity, or unit at a

geographic location; and c. the general location

of a type of relay or tributary station to
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Snall:

SHD (Special Handling
Designator) Symbol:

SOM (Start of Message):

SPECAT (Special Category)
Messages:

SSN (Station Serial
Number):

vvvvvvv

facilitate the routing of traffic over the tape
relay networks. (JCSI)

Refers to communications facilities, e.g., lines
and terminals, that process both GENSER and DSSCS
traffic. Mote that such facilities are "Y" and
belong to the DSSCS community, but are allowed to
also process "R" traffic.

Statements incorporating the verd "snail" are
directive on the contractor(s).

A five character field consisting of one
alphabetic character repeated five times. The
SHD Symbol appears in the SPECAT field of the DD
Form 173. 1In JANAP 128 format, SHD Symbols
appear in format line four, immediately following
the classification/transmission release code
field (e.g., /AAARA).

Sentinel indicating the message start (V or Ltrs
ZCZC in format Tine 1).

A subset of special handling designations

which are recognized by the word "SPECAT"
immediately following the classification in the
first word of text. In addition, the appropriate
SPECAT DESIGNATOR OR SHD repeated five times,
preceded by an oblique (/) will immediately
follow the security characters appearing in
format line 4.

A message reference number assigned within a

a communication/signal center. NOTE: It will
normally consist only of a number allotted in
sequence. However, in those instances where
station serial numbers are alloted at more than
one position, as prescribed by in-station
procedure, a single letter designator can follow
each number, e.g., 107A, 119B. SSN with an
alphabetic character is not allowed in the DSSCS
cormunity. The message reference number is
normally expressed in four numerical characters
and is assigned within a communication center for
two purposes, viz., in combination with the
originating station's routing indicator; it
provides positive identification for each
transmission, and, as the validation function
number appearing in format line 15, it provides a
means by which the station can check for the
existence of straggler messages.
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Three Tletters which identify one or both of
the stations and a specific channel between
two stations. These are used as follows:

the

{1) €ither two letters to identify one or
both of the stations and one letter to identify a
specific channel, or

(2) Three letters to collectively represent
one of the stations and a specific channel.

A function that is performed automatically by the
AMPE system (hardware/software). Operator action
is not required to initiate or terminate the
function.

An IAS subscriber is an IAS user that uses its
ovin equipment homed to an IAS element. The term
"subscriber" means either a terminal with its
associated operator or a host. Subscribefs are
further categorized as local subscribners and
remote subscribers. A local subscribers circuit
terminates on the I-S/A AMPE. A remote
subscribers circuit terminates on another IAS
element (e.g., TAC), and the remote subscriber
accesses the I-S/A AMPE through the network to
obtain service.

Terminal Access Controller, a host subscriber of
the DDN provides the Virtual Connection Service
(i.e., TCP, IP, and DDN interface) via THP to
terminal subscribers of the DDN. An FMS terminal
can make use of a TAC for transport to its home
I[-S/A AMPE for Formal Message Service.

Transmission Instructions: Transmission
instructions are preceded by the prosign "T" and
indicate specific transmission responsibility not
apparent in other components of the message
heading. These instructions appear in format
line four of the message heading.

An alphabetic code in the security field of

the message header which is verified against the
destination parameter of the subscriber to ensure
the terminal is authorized receipt of the message
contents.

Traffic Engineering Practices (for the Defense
Cormunications System) DCA CIRCULAR 300-70-1.
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Throughput:

TRC (Transmisson Release
Code):

TRI-TAC:

a. Terminals are usually, but not always,
located with the ultimate addressee and may
provide for send and/or receive operation. The
terminal uses the automated capabilities of an
AMPE to perform message processing functions
which would normally be done manually.

b. In the Packet Processing System (DDN)
terminals are defined as character oriented
devices capable of conducting conversation wit
only one destination at a time. Terminal devices
may be computer peripheral controllers and or
intelligent or unintelligent input-output devices.

c. Message Processing Terminal: A terminal that
provides a basic capability to process messages
to and from AUTODIN directly. These terminals
may be either leased or government owned.
Detailed information concerning these terminals
is contained in the following: DCAC 370-D175-1,
DCAC 370-D195-3, DCAC 310-D130-3, and DCAC
370-D95-1.

d. Local Terminal: In the IAS a local terminal
is a terminal connected directly to an I-S/A AMPE.

e. Remote Terminal: In the IAS a remote
terminal is a terminal directly connected to
another IAS element but is "homed" to an I-S/A
AMPE for certain services.

The number of bits, characters or blocks which
can pass through a data cormunications system (or
poirtion of that system) when the system (or
portion of the system measured) is working at
saturation. The throughput will vary greatly
from its theoretical maximum.

The transmission release code is a

two-letter element which is inserted in the
message heading format in conjunction with the
redundant security character group to indicate
authorization for the transmission of any U.S.
DoD GENSER message to a regional defense
organization or foreign nation (international
traffic). It is, essentially, a software check
on the release of a message to non-U.S.
subscribers.

Joint Tactical Communications Office.
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TRI-TAC Message Switched

Hetviork:

Unique Message Identifier:

User:

Virtual Connection Service:

Will:

WIN (WWMCCS Intercomputer
Network):

The TRI-TAC message switched network is a
cormion user network consisting of TRI-TAC
feveloped store-and-forward switchas (AN/TYC-39
and AN/TYC-11) and existing tactical inventory
<ape relays.

a. The TYC-39 is an automatic electronic
store-and-forward message switch under processor
control. The TYC-39 comprises the backbone of
the TRI-TAC message switched network.

b. The smaiier capacity TYC-11 is an automatic
message switch configuraed for inclusion in the
TRI-TAC Modular Tactical Communications Center
(MTCC) to provide expanded external circuit
termination capability. It may be used as a
concentrator or access switch for subscribers
requiring access to the TYC-39.

The global unique message identifier shall be
assigned by the origination I-S/A AMPE and shall
uniquely identify the message globally in the IAS.

An I-S/A AMPE user 1is any organization or
activity that obtains service from the I-S/A
AMPE. A user may obtain this service by use of
their own equipment connected to the I-S/A AMPE
or by obtaining "over-the-counter" service from a
telecommunications center.

See paragraph 3.1.5.1.4.

Statements incorporating the verb "will" are
directive on the Government to satisfy in support
of the contracted tasks.

The WWMCCS Intercomputer Network (WIN) is a
centrally managed information processing and
exchange system designed to serve the corporate
information needs of the NCA, the JCS, the CINC's
and Services. The WIN consists of an aggregation
of WWMCCS computers, WWMCCS standard
applications, command unique applications,
communications, reporting systems and

procedures. The term WIN encompasses WWMCCS host
computers, designated WIN terminals and
interconnecting cormunications subsystem. The
WIN communications subsystem consists of the
Interface Message Processors (IMPs), inter-IMP
trunks, host-to-IMP and VIN terminal-to-host
access circuits together with associated modenms,
mul tiplexers, concentraters and cryptographic
equipment.
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1 WWDSA World Wide Digital System Architecture

i B Refers to the first character of the routing
i indicators {(always a Y) used in the DSSCS
comrunity.
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Computer Security Glossary

The following terms and definitions are provided to achieve a better
understanding of terms used in computer security as they relate to the I-S/A
AMPE Program.

Access. The ability and the means necessary to store or retrieve data, to
communicate with (i.e., provide input to or receive output from), or
otherwise make use of any resource in a computer system.

Access Control. A strategy for protecting objects from unauthorized access.

Access Control List. A list of subjects which are authorized to have access
to some object. See Subject, Object.

Access Level. See Security Level.

Access Mode. A distinct operation recognized by the protection mechanism as
a possible operation on an object. Read, write, and append are possible
modes of access to a file, while execute is an additional mode of access
to a program. See Security Mode.

Access Policy. See Policy, DoD Security policy.

Accreditation. The final acceptance of a system for operation in a specific
environment. This is a subjective evaluation of a system based upon
certification testing and environmental analysis.

Accountability. The property that enables violations or attempted violations
of system security to be traced to individuals who may then be held
responsible.

Activity. A security model rule stating that once an object is made inactive,
it cannot be accessed until it is made active again. See Bell-LaPadula
Security Model.

Address Space. The virtual memory that can be address by a process. The
maximum size of a process address space is usually a function of the
underlying hardware.

AFFIRM. A formal methodology developed at USC-ISI for the specificatiocn and
verification of abstract data types, incorporating algebraic specification
techniques and hierarchical development.

Aggregation. A circumstance in which a totality of small pieces of information
must be classified at a higher level than any single piece of information
which comprises it.

Attention Character. 1In TCB design, a character that, when entered from a
terminal, tells the TCB that the user wants a secure communications
path from the terminal to some trusted code, in order to provide a secure
service for the user, such as logging in or logging out.
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. Audit. An independent review and examination of svstem records and activities
. in orcer to test for adeguacy of system controls, to ensure compliance

] zaolished policy and oderational procedures, and to recommend any
ad changes in controls, zolicy and procedures.

ap. Bang

2z,
b
ot
oy
W
o W

S Audic Trail. A chronological record of system activity which is sufficient to
. anatcle the reconstruction, review, and examination of the sequence of

- environments and activities surrounding or leading to each event in the

9 path of a transaction from its inception to output of final results.

&

Authenticacte. To confirm the identity of a person (or other agent exteraa. to
the protection system) making an access request.
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Authentication. The act of identifying or verifying the eligibility of a

i station, originator or individual to access specific categories of

. information. The process by which the Government determines concurrence
with specifications.

- &

Authorize. To grant a subject access to certain information.
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Bell-rLaradula Security Model. An "access control" type of security model
based on state-machine concepts; sometimes called the MITRE Model. 1In
tals model, the entities in a computer system are abstractly divided into
sets of subjects (active entities such as processes) and objects
(information containers). The notion of a secure state is defined, and an
inductive proof of system security can be given: the initial system state
is shown to be secure, and every state transition is shown to preserve
this property.

A system state is defined to be "secure" if the only permitted

i accesses of subjects to objects are in accordance with specified security

ks level restrictions. For example, a subject is permitted to read data at
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its own level or at a lower level ( simple security condition), and to
write data at its own level or at a nigher level (*-property). State

. .
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‘i transitions preserve the "secure state"™ property in accordance with
: tranquility, erasure and activity principles (q.v.).
- Among several versions of the Bell-Laradula Model is an integrity

.3" model, which is essentially the mathematical dual of the security model,
incorporating a "simple integrity principle®” and "integrity *-property.”
See Integrity.

Capability. 1In a computer system, an unforgeable ticket that is accepted
by the system as incontestable proof that the presenter has authorized
access to the object named by the ticket. It is often interpreted by the
operating system and the hardware as an address for the object. Each
capability also contains authorization information identifying the nature
of the access mode (e.g., read, write).

Category. The unit into which security information is partitioned,
iy corresponding roughly tc an interest group or topic area, e.g., NATO,

1 CRYPTO. Category information can exist at many levels, unclassified
. through top secret. A subject must be cleared to an adequate level and
- nave access to the proper category or set of categories before access to
o Ty . ;
e classified data can be given. See Security Level.
[
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Certification. The application of policy doctrine and technical evidence to a
syvstem to determine the prudence of its use in a particular secure |
aoplication. This is a technical activity.

Chann=l. An information transfer path within a system. "Direct" or "overt"
channels are those paths that are designed for data transfer; "indirect"
or "covert" channels are not explicitly intended for data transfer, but
can pass information through the selected use of system resources, that
is, through "leakage" or "signalling." 1Indirect channels are generally
categorized as "storage" and "timing" channels. Timing channels are those
that exploit the system clock or system performance characteristics to
Pass information and are difficult to identify in a3 non-procedural system
specification, while most storage channels can be identified by flow
analysis technigques. Both types of indirect channels are exploitable only
through interprocess cooperation.

Classification. The level of protection that must be afforded information.
It is the information counterpart of Clearance in DoD security policy. It
applies to such system objects as buffers and files, as well as to
"real-world" security-related documents.
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Clearance. An authorization allowing a person access to classified
information. This is a "real-world" term used in connection with DoD
policy, whose mathematical counterpart is security level (g.v.). A
clearance typically consists of a level (unclassified through top secret)
and a need-to-know category or categories.
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Code Proof. See Implementation Verification.

ey

- Compartment. See Category.

3? Computer Program Component (CPC). A CPC is a functionally or logically

i distinct part of a Computer Program Component Item (CPCI) distinguished
-,} for purposes of convinience in designing and specifying a complex CPCI as
o an assembly of Subordinate elements. (Para 5.D MIL STD 483 of 31 Dec 70)

Y Computer Program Configuration Item (CPCI). An entity that will be tracked by
configuration control. The aggregate of CPCIs is the software system.

.
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Computer Security. See Security.

Compromise. The kncwn or suspected exposure of clandestine personnel,
installations or other assets, or of classified information or material to
an unauthorized person. (JCS1)

A o,
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Confidentiality. The status accorded to private data and the degree of
protection that must be provided for such data. Data confidentiality
applies not only to data about individuals but to any proprietary or
sensitive data that must be treated in confidence. See Privacy.
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Confinement. Allowing a process executing a borrowed program (in general, an
arbitrary program) to have access to data, while ensuring that the data
cannot be misused, altered, destroyed, or released. See Channel.
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Confinement Channel. See Channel.

Contain2r. A repository of data in a system. See Object.
d Security Mode. A mode of system operation in which there are users
Jho nave legitimate access tO the syvstem but have neither a security
Clearance nor need-to-xnow for all classified material contained in the
system. However, the separation and control of users and classified

(4}
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material is not essentially under operating svstem control as in the
mul=ilevel secure mode. =guivalent with compartmented mode (Ref
112M503). See Securizy HMoge.

i1

ness. rFormally, the property of a system that is determined through

1l verification activities. Correctness is not an absolute property
a system, rather it implies the mutual consistency of a specification
and its implementation. See Verification.

Correctness Proof. A mathematical proof of consistency between a
ecification and its implementation. It may apply at the security model

formal specification level, at the formal specification-to-HOL code
level, at the compiler level, or at the hardware level. For example, if a
system has a verified design and implementation, then its overall
correctness rests with the correctness of the compiler and hardware.

Cnce a system is proved correct, it can be expected to perform as
specified, but not necessarily as anticipated if the specifications are
incomplete or inappropriate.
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Covert Channel. See Channel.
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. Data Security. Procedures and actions designed to prevent the unauthorized
- disclosure, transfer, modification, or destruction, whether accidental or
> intentional, of data.

t' Debug. Jargon meaning to detect, trace, and eliminate mistakes.

E! Dedicated Security Mode. 1In government installations, a mode of operation

X in which the computer system, its connected peripheral devices and remote
- terminal are exclusively used and controlled by specific users or groups
i of users who have a security clearance and need-to-know for all categories
(& and types of classified material contained in the computing system, See
Security Mode.

j Denial of Service. The prevention of authorized access to computer resources,
- or the delaying of time-critical operations.

Design Verification. The use of verification techniques, usually computer-
° assisted, to demonstrate a mathematical correspondence between an abstract
¢ (security) model and a formal system specification. See verification.

R
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Discretionary Access Control. Access controls to an object that may be
changed by the creator of the object. More generally, mechanisms that
allow each subject, at its own discretion, to decide which of its own
access rights are to be given to any other subject.
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DoD Security

(9]

Policy. The complete body of law, regulations and policy
concerning the safeguarding of Defense sensitive information. DoD
security polizy includes all the espionaqe laws, the DoD regulations, and
CoD authoriz=d commercial classification for handling and access to
information concerning national defense. The basic policy sets four
levels and several categories on non-discretionary information control and
reguires that anyone accessing classified information have a
"need-to-know" for the particular information in guestion. See
Non-Discretionary Access Controls.

Demain (Hardwar2). A means by which hardware features can be restricted or
nested. For 2axample, the DEC PDP-11/45 or 11/70 has three execution
domains: kernel, supervisor, and user. The kernel domain 1s the most

;: privileged, and allows access to all hardware features including memory

- maps and I/0; the other domains do not allow these privileges. Another

. example is the Honeywell MULTICS architecture, which includes eight rings.
:ﬂ Domain (Software). An environment or context that defines the set of access

i rights that a subject has to objects of the system.

Ty
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Downgrade. See Regrade.

r .

R,

;N' Edit/Reasonableness Tests. A wide range of tests may be performed on items
L,‘~ within the files from zero to excess balance. Thesetechniques are

: searches for conditions which should not exist if controls are effective.
b.-

. Emulator. A combination of hardware and software that permits programs

k- written for one computer to be run on another computer. In computer

- security terminology, the emulator is the portion of the system

responsible for creating an operating system compatible environment out of
the environment provided by the kernel. 1In KSOS, the emulator maps the
xernel environment into the UNIX environment.
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b Encryption. The (usually) invertible coding of data through the use of a
transformation key so that the data can be safely transmitted or stored in
a physically unprotected environment.

Erasure. A security model rule stating that objects must be purged before
being activated or reassigned. This ensures that no information is
retained within an object when it is reassigned to a subject at a
different security level., See Bell-LaPadula Security Model.

Error. An error is an item of information which, when processed by the
system, produces a failure (of a non-reproducible type).

Failure. The termination of the ability of an item to perform its required
function.

Fault. A malfunction that is reproducible, as contrasted to an error, which
is defined as a malfunction which is not reproducible.

Fault Isolation. 1In testing, the process of searching for and locating a
defect in a system.
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?low Analysis. See Security Flow Analysis.

Flow Control. A strategy for protecting the contents of information objects
frcm belng transferred to objects at improper security ievels. It is more
restrictive than access control. See Access Control, Non-Discretionary
security.

12

Formal Specification. The unambiguous descrivtion of hardware or software
in @ language with a well-defined syntax and semantics. These
specifications give a precise mathematical description of the nehavior of

the system oeing specified. Computer readanility of these specifications
allows for automation of various phases of the verification. Formal
specifications for a system can be written at any level of detail. See
Top Level Specification.

Granularity. The size of the smallest protectable unit of information. 1In a
TCB system, tnis would be the size of the smallest protectable file or
portion of virtual memory.

Human Interface Functions. TCB operations that require human intervention
or judgement. Untrusted processes would not be able to invoke them. See
Software Interface Functions, Trusted Computing Base.

Identification. The process that enables, generally by the use of unigue
machine-readable names, recognition of users or resources as identical to
those previously described to the computer system.

Implementation Verification. The use of verification techniques, usually
computer-assisted, to demonstrate a mathematical correspondence between a
formal specification and its implementation in program code. See
Verification.

Indirect Channel. See Channel.

Integration Testing. A technique used to test groups of components together,
particularly in order to evaluate the correctness of shared interfaces.

Integrity. The assurance, under all conditions, that a system will reflect the
logical correctness and reliability of the operating system; the logical
completeness of the hardware and software that implement the protection
mechanisms; and the consistency of the data structures and accuracy of
the stored data. In a formal security model, integrity is interpreted
more strictly to mean protection against unauthorized modification or
destruction of information.

Interface. A boundry or point common to two or more similar or other entities
against which or at which necessary information flow takes place.

Interprocess Communication (IPC). Communication between two different
processes using system-supplied constructs, e.g., shared files.

; Isolation. The containment of users, data, and resources in an operating
= system in such a way that users may not access each other's data and
e 11 - 6
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resources, and may not manipulate the protection controls of the operating
system. See Confinement.

Lavel., See Security Level.

Mapoing. The use of program analyzers to determine what special conditions
lead to the execution of each program module. Use reguires a basic
understsnding of the application system's structure and application
Frogramming.

Mandatory Security. See Non-Discretionary Access Coentrol.

MLS. The Multilevel Security flow analysis tool developed at SRI. See
Hierarchical Development Methodology, Security Flow Analysis.

Mul tilevel Security Mode. A mode of system operation permitting data at
various security levels to be concurrently stored and processed in a
compu ter system where at least some users have neither the clearance nor
the need-to-know for all classified material contained on the system.
Separation of personnel and material on the basis of security level is
accomplished by the operating system and associated system software. See
Security Mode.

Need-to-Know. A job-related requirement for access to specific information.
Need-to-know implies discretionary control of information--even though
potential accessors may have the necessary clearance.

Non-Discretionary Security. The aspect of DoD security policy which restricts
access on the basis of security levels. A security level is composed of a
level and a category set restriction. To access an item of information, a
user must have a clearance level greater than or equal to the
classification of the information, and also have a category clearance
which 1s a superset of the access categories specified for the
information. See Discretionary Access Controls, Security Level.

Non-Kernel Security-Related Software (NKSR). Security-relevant software which
is executed in the environment provided by a security kernel, rather than
as part of the kernel. Processes executing NKSR software may or may not
require special privilege to override kernel-enforced security rules. See
Trus ted Process.
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Non-Procedural Language. A formal high-level language for the specification
of program modules. Such languages express relations which hold between
"input" and "output" values of program variables, without constraining the
par ticular algorithms which implement the change. See HDM, INA JO.
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Object. 1In a formal security model, an identifiable resource, data container
or related entity of the system; the counterpart of Subject.
Software-created entities such as files, programs and directories are
ob jects, as well as hardware resources such as memory blocks, disk tracks,
terminals, and tapes. See Bell-LaPadula Security Model, Subject.
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Parallel Simulation. The application is tested by using the same input files
and data and attempt to produce the same results. Unlike ITF, purging of
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files is not reguired because the simulation is run parallel to the "live"
data and results are then compared to the "live" results confirming
orocessing or identifying areas of discrepancies needing further
analysis. All or parts of the system may D2 tested. An excellent
rerifier of conctrols.

password. A protected word or string of characters that identifies or
authenticates a user, a specific resource, or an access moce.

Panetraction. The successful, repeatable, unauthorized extraction of recognize-
able information frcm a protected data file or data set.

=
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Penetration Testing. The use of special programmer/analyst teams to attempt
to penetrate a system for the purpose of identifying any security
weaknesses.
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Per lods Processing. In computer installations, a mode of processing in which
a specific security mode is temporarily establisned during a specific time
interval for processing sensitive information. For example, the computer
system could process secret information in the dedicated security mode
during one period, and unclassified material in a second period. The
computer system must be purged of all imformation before transitioning
from one period to the next whenever there will be new users who do not
have clearance and need-to-know for information processed during the
previous period. See Dedicated Security Mode.
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Policy. Administrative decisions which determine how certain security-related
concepts will be interpreted as system requirements. All such policy
decisions must eventually be interpreted formally and implemented.

e

Privacy. The protection afforded to information in a communications system or
network in order to conceal it from persons within the system or network.
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Privileged Process. A process that is afforded (by the kernel) some privileges
not afforded normal user processes. A typical privilege is the ability to
overr ide the security *-property. Privileged processes are trusted. See
Trusted Process.
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Process. The active system entity through which programs run. The entity in
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&) a computer system to which authorizations are granted; thus the unit of
rf accountability in a computer system. A process consists of a unique

ﬁ- address space containing its accessible program code and data, a program
b, location for the currently executing instruction, and periodic access to
P the processor in order to continue.

() Protection. Narrowly, the mechanisms used to control access of executing

&- programs to stored data. See Security.

O
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i Quality Assurance. The planned and systematic pattern of actions necessary to
- provide adequate confidence that materiel, data, supplies, and services

i conform to established technical requirements and achieve satisfactory

_l per formance.
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Recovery Procedures. In data ccmmunications, a process whereby a data station
attempts to resolve conflicting or erroneous conditions arising during the
transfer of data.

Reference Monitor. A security control concept in which an abstract machine
mediates accesses to objects by subjects. In principle, a reference
monitor should be complete (in that it mediates every access), 1solated }
from modification by system entities, and verifiable. A security Xernel |
is an implementation of a reference monitor for a given hardware base.

Regrade. A determinaticn that classified information requires a different
degree of protection against unauthorized disclosure than currently
provided, together with a change of classification designation that
reflects such different degree of protection. an "upgrade" results in a
higher classification; a "downgrade" results in a lower classification.

Reliability. The probability that an item will per form its intended function
for a specified interval under stated conditions.

Ring. See Domain.

Risk Analysis. The term applied to the systematic quantification of
threats, loss exposures, and countermeasures benefits.

Secure Path. See Trusted Path.

Security (Computer Security). Used in the most general sense, this
denotes the totality of mechanisms and techniques that protect resources
(including data and programs) from accidental or malicious modification,
destruction, or disclosure. The term includes the physical security of
the computer installation, administrative security, personnel security,
and data security. Used more narrowly in a verification context, it
denotes protection of computer information from unauthorized disclosure.

Security Flow Analysis. A type of security analysis performed on a
non-procedural formal system specification which locates potential flows
of information between system variables. By assigning security levels to
system variables, many indirect information channels can be identified.
Security flow analysis defines a security model similar to the access
control mocdel (Bell-LaPadula) but with a finer protecticn granularity.

Security Kernel. A privileged supervisory operating system. A localized
mechanism, composed of hardware and software, that controls the access of
users (and processes executing on their behalf) to repositories of
information resident in or connected to the system. The correct operation
of the kernel along with any associated trusted processes should be
sufficient to guarantee enforcement of the constraints on access. TCBs
have been implemented using security kernels along with trusted
processes. See Trusted Computing Base (TCB).

Security Level. 1In the context of formal security modeling, the
fundamental security attribute of subjects and objects. Security levels
combine a level (e.g., Unclassified, Confidential, Secret, Top Secret) and
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ed-to-know categories. A derived partial ordering of security
ined using a combination of the "less than" order cn levels
nd the "subset” relation on category set. Thus (Secret, NATO) is less
(Top Secret, NATO) and (Secret, [NATO, CRYPTO}). The security
levels (Confidential, NATO) and (Top Secret, CRYPTO) are incomparable.
This derived partial ordering on security levels is the basis on which all
subject-to-cbject access is determined.

tv Mode. A Deczartment of Defense term for "Authorized variations in
the security environments and methods of operating ADP systems that hancle
classified cdata." DoD ADP security policy (DoD Directive 5200.28) defines
four modes: cdedicated, system high, controlled and multi-level security

modes.
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Security Model. See Correctness, Bell-LaPadula Security Model, Security
Tlow Analysis, verification.
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Security pPolicy. See DoD Security Policy, Non-Discretionary Access
Centrols.

e

Security violation. See Violation.
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Security *-property (Star Property). A security model rule allowing a
subject write-access to an object only if the security level of the object
is the same or nigher than the security level of the subject. See
Bell-Laradula Secur ity Model.
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Simple Security Condition. A security model rule allowing a subject
read-access to an object only if the security level of the object is the
same or less than the security level of the subject. See Bell-LaPadula

2 Secur ity Model.

Ve ¢, T N

Snapshot. A technique of capturing data at a particular point in time in
the operations cycle, triggered by specific transaction types, that are
identified by tags. An exellent method for very specific purposes.

Software Engineering. The establishment and use of sound engineering
principles in order to obtain software that is reliable, efficient,
understandable, maintainable, economical and functiocnal.

Software Inter face Functions. TCB operations that can be invoked by
software, as opposed to a person at a terminal. See Human Inter face
functions, Trusted Computing Base.
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i Spoofing. The deliberate inducement of a user or a resource to take an
e incorrect action.
k- Speci fication. Generally, a description of the input, output, and

. essential functions to be performed by a system or by a component of a
: system. The specification is produced by the organization that is to
q develop the system; hence at the top level it can be thought of as the
E contractor 's interpretation of the requirements.
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See Chanrnel.

>t which
This

An approach to programming the premise

&

S

rifies module entry and exit points, limits module size,
s arbitrary branching, and incorporates hierarchical design,
improving comprenensibility, r=liability, and maintainability.
ware Engineering.

of a computer system together with any other
user or on behalf of the system; for example,
procedures may all be considered subjects. Certain
See

subjects may also be considered to be objects of the system.
Bell-LaPadula Security Model, Object.

System Control Audit Review File (SCARF). An audit trail of specified trans-
actions built into the program to tag or extract exceptional data into the
audit files. During normal processing, the audit tests are performed on
the processed data. The auditor can then examine the review file and draw
the appropriate conclusions. If SCARF testing results are repeated, it
may indicate that the controls should have been built in initially; a case
of audit leading to improved internal program controls.

System High. The highest security level supported by a system at a particular
time or in a particular environment.

System High Security Mode. The mode of operation in which the computer system
and all of its connected peripheral devices and remote terminals are
protected in accordance with the requirements for the highest security
level of material contained in the system at that time. All personnel
having computer system access have the security clearance and need-to-know
for all material then contained in the system.

System Low. The lowest security level supported by a system at a particular
time or in a particular environment.

System Testing. A series of exercises involving the test of the completed
system by an outside group.

System Utility. Any software, not part of the verified operating system, used
B to perform various functions that are not directly part of the
applications. Examples are compilers, debuggers, editors, and loaders.

Test data. Test decks are used to check results againstpredetermined values
Little ADP knowledge is required for there use and they can provide a
highly specific test of individual control features and exception
conditions. The decks are difficult to maintain where program
modifications are frequent. Usually a special computer run is requiredfor
there use. Since they are oriented to known controls,their use will
doubtfully detect the absence of any needed controls. Test Data Generator
is an automated development Of test transactions.
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Testing. The controlled exercise of program code in order to expose errors.
It consists of exercising the software and accumulating per formance
tatistics cn its operation.

A technigue of functional testing that can demonstrate the
operation of xevy functional capabiiities failrly early in testing
activity. A thread 1s a string of programs that when executed,
sccomplishes a distinct processing function.

Thread Testing.

Timing Channel. See Channel.

Tor-Down Design. The decomposition of system design decisions into a
succession of refinements, from the more general to the more specific.

Top-Down Development.
crograms in which

A technique for implementing hierarchically-structured
top level routines are written first. For test
purposes, lower level routines, called stubs, are written to inter face
with these. The system's correctness 1s assumed, not proved, until the
last stub has been replaced.

Top Level Specification (TLS). 1In a verification context, a mathematical
specification of system behavior at the most abstract level, typically a
functional specification that omits all implementation detail. The formal
top level specification of a security kernel precisely defines the
behavior of the security kernel observable outside the kernel domain
the kxernel interface). See Formal Specification.

(at

Trace. technique identifying the sequence of actual exceptions of program
code, triggered by specific transaction types identified by tags on
conditions. Trace may also be used to document use of program modules or
instructions to process specific transactions.

Tranquility. A security model rule stating that the security level of an
active object cannot change. See Bell-LaPadula Security Model.

Trap Door. An entry point in a computer system that can be selectively
accessed to allow unauthorized access to the system.

Trojan Horse. A borrowed program that per forms actions unrelated to the
caller's intent, subverting the security of the caller's data. It may
disclose sensitive data either by hiding it in a file or other form of
storage where it can be accessed later, or by communicating the
information via a covert channel. The name Trojan Horse was given to this
kind of problem because it involves a foreign or gift program which has
unexpected or malicious side effects. Trojan Horses may be planted on a
temporary or permanent basis. See Confinement, Channel.

Trus ted Computing Base (TCB).
operating system.

The totality of protection mechanisms for an
It provides both a basi<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>